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NAME
intro — introduction to file formats

DESCRIPTION
This section contains documentation on binary and configuration file formats.

HISTORY
intro appeared ilNetBSD 1.4.
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NAME
a.out — format of eecutable binary files

SYNOPSIS
#include <sys/types.h>
#include <a.out.h>

DESCRIPTION
The include fileld.out.h  Odeclares three structures andesal macros. The structures describe the format
of executable machine code filgsbinaries’ ) on the system.

A binary file consists of up to 7 sections. In ordeese sections are:

exec header Contains parameters used by thernel to load a binary file into memory and
execute it, and by the link editdd (1) to combine a binary file with other binary
files. Thissection is the only mandatory one.

text segment Contains machine code and related data that are loaded into memory when a pro-
gram eecutes. Maybe loaded read-only.

data segment Contains initialized datayayis loaded into writable memaory.

text relocations Contains records used by the link editor to update pointers in the text segment when
combining binary files.

data relocations Lik the text relocation section, but for data segment pointers.

symbol table Contains records used by the link editor to cross reference the addresses of named

variables and functiong‘symbols’ ) between binary files.
string table Contains the character strings corresponding to the symbol names.
Every binary file begins with agxec structure:

struct exec {
unsigned long a_midmag;
unsigned long a_text;
unsigned long a_data;
unsigned long a_bss;
unsigned long a_syms;
unsigned long a_entry;
unsigned long a_trsize;
unsigned long a_drsize;

h
The fields hae te following functions:

a_m dmag This field is stored in netwk byte-order so that binaries for machines with alteraeatyte
orders can be distinguished. It has a number of sub-components accessed by the macros
N_GETFLAG(), N_GETMID(), and N_GETMAGIC(), and set by the macro
N_SETMAGIC().

The macrdN_GETFLAG() returns a fev flags:
EX_DYNAMICindicates that thexecutable requires the services of the run-time link editor.

EX_PIC indicates that the object contains position independent code. This flag is set by
as (1) when gven the *-k’ flag and is preserved lhg (1) if necessary.
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If both EX_DYNAMIC and EX_PIC are set, the object file is a position independentiable
image (e.g. a shared library), which is to be loaded into the process address space by the run-
time link editor.

The macrdN_GETMID() returns the machine-id. This indicates which machine(s) the binary
is intended to run on.

N_GETMAGIC() specifies the magic numbevhich uniquely identifies binary files and distin-
guishes different loading ceentions. Theield must contain one of the following values:

OMAGICThe text and data segments immediately foltbe header and are contiguoughe
kernel loads both text and data segments into writable memory.

NMAGICAs with OMAGICtext and data segments immediately felithe header and are con-
tiguous. Havever, the kernel loads thexeinto read-only memory and loads the data
into writable memory at the next page boundary after the text.

ZMAGIC The kernel loads indidual pages on demand from the binaffhe headertext seg
ment and data genent are all padded by the link editor to a multiple of the page size.
Pages that the kernel loads from the text segment are readadrily pages from the
data segment are writable.

Contains the size of the text segment in bytes.
Contains the size of the data segment in bytes.

Contains the number of bytes in the ‘bss segment’ and is used by the kernel to set the initial
break (rk (2)) after the data ggnent. Thekernel loads the program so that this amount of
writable memory appears to folidhe data segment and initially reads as zeroes.

Contains the size in bytes of the symbol table section.

Contains the address in memory of the entry point of the program aftesrtied kas loaded it;
the kernel starts thexecution of the program from the machine instruction at this address.

a_trsi ze Contains the size in bytes of the text relocation table.

a_drsi ze Contains the size in bytes of the data relocation table.

The a.out.h

include file defines seral macros which use asxec structure to test consistgnor to

locate section offsets in the binary file.

N_BADMA@xec) Nonzero if thea_magi c field does not contain a recognized value.

N_TXTOFKexec) The byte offset in the binary file of the beginning of the text segment.

N_SYMOFgexec) The byte offset of the beginning of the symbol table.

N_STROFkexec) The byte offset of the beginning of the string table.

Relocation records ke a sandard format which is described by ttel ocat i on_i nf o structure:

struct relocation_info {

NetBSD 3.0

int r_address;

unsigned int  r_symbolnum : 24,
r_pcrel : 1,
r_length : 2,
r_extern: 1,
r_baserel : 1,
r_jmptable : 1,
r_relative : 1,
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r_copy :1;
¥
Ther el ocat i on_i nf o fields are used as follows:

r _address Contains the byte offset of a pointer that needs to be link-ediexd.relocation offsets are
recloned from the start of the textgseent, and data relocation offsets from the start of the
data sgment. Thelink editor adds the alue that is already stored at this offset into the
new value that it computes using this relocation record.

r _symbol num Contains the ordinal number of a symbol structure in the symbol tablen(t ashbyte off-
set). Afterthe link editor resoles the absolute address for this symbol, it adds that address
to the pointer that is undergoing relocation. (If theext er n bit is cleay the situation is
different; see belw.)

r_pcrel If this is set, the link editor assumes that it is updating a pointer that is part of a machine
code instruction using pc-reted addressing. Theaddress of the relocated pointer is
implicitly added to its value when the running program uses it.

r_length Contains the log base 2 of the length of the pointer in bytes; O for 1-byte displacements, 1
for 2-byte displacements, 2 for 4-byte displacements.

r_extern Set if this relocation requires axternal reference; the link editor must use a symbol
address to update the point&hen ther _ext er n bit is cleayr the relocation is ‘local’;
the link editor updates the pointer to reflect changes in the load addresses aidhe v
segments, rather than changes in the value of a symbol (exceptrwhaser el is also
set, see belw). In this case, the content of the synbol numfield is ann_t ype value
(see belw); this type field tells the link editor what segment the relocated pointer points
into.

r _baserel If set, the symbol, as identified by thesynbol numfield, is to be relocated to anfeét
into the Global Offsetdble. Atrun-time, the entry in the Global f3ét Table at this tdet
is set to be the address of the symbol.

r_j mpt abl e If set, the symbol, as identified by thesynbol numfield, is to be relocated to anfedt
into the Procedure Linkage Table.

r_relative If set, this relocation is relag o the (run-time) load address of the image this object file is
going to be a part of. This type of relocation only occurs in shared objects.

r_copy If set, this relocation record identifies a symbol whose contents should be copied to the
location gven in r _addr ess. The coping is done by the run-time link-editor from a
suitable data item in a shared object.

Symbols map names to addresses (or more genesthygs to \alues). Sincethe link-editor adjusts
addresses, a symb®lrame must be used to stand for its address until an absalugehas been assigned.
Symbols consist of a fixed-length record in the symbol table and a variable-length name in the string table.
The symbol table is an arraywff i st structures:

struct nlist {

union {
char Ch_name;
long n_strx;
} n_un;
unsigned char n_type;
char n_other,;
short n_desc;

unsigned long n_value;
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The fields are used as follows:

n_un. n_st rx Contains a byte &et into the string table for the name of this symbol. When a program

n_type

n_ot her

n_desc

n_val ue

NetBSD 3.0

accesses a symbol table with thist (3) function, this field is replaced with the
n_un. n_narne field, which is a pointer to the string in memory.

Used by the link editor to determineviito update the symbd’'value. Then_t ype field

is broken down into three sub-fields using bitmasks. The link editor treats symbols with
the N_EXT type bit set as ernal’ symbols and permits references to them from other
binary files. TheN_TYPEmask selects bits of interest to the link editor:

N_UNDFAnN undefined symbolThe link editor must locate an external symbol with the
same name in another binary file to determine the absdiue wof this symbol.
As a special case, if the val ue field is nonzero and no binary file in the link-
edit defines this symbol, the link-editor will reselinis symbol to an address in
the bss segment, reserving an amount of bytes equalval ue. If this sym-
bol is undefined in more than one binary file and the binary files do not agree on
the size, the link editor chooses the greatest size found across all binaries.

N_ABS An absolute symbol. The link editor does not update an absolute symbol.

N_TEXT A text symbol. Thissymbols value is a tet address and the link editor will
update it when it merges binary files.

N_DATAA data symbol; similar toN_TEXT but for data addresses. The values fott te
and data symbols are not file offsets but addresses; teerd¢he file offsets, it is
necessary to identify the loaded address of tlgtnhang of the corresponding
section and subtract it, then add the offset of the section.

N_BSS A bss symbol; lile text or data symbols but has no corresponding offset in the
binary file.

N_FN A filename symbol. The link editor inserts this symbol before the other symbols
from a binary file when mgmng binary files. The name of the symbol is the file-
name gven to the link editor and its value is the first x¢ address from that
binary file. Filename symbols are not needed for link-editing or loadiricarie
useful for debuggers.

The N_STABmask selects bits of interest to symbolic utgers such agdb (1); the al-
ues are described gtab (5).

This field praides information on the nature of the symbol independent of the synbol’
location in terms of segments as determined bynthteype field. Currently the lower 4
bits of then_ot her field hold one of tw values:AUX_FUNGCand AUX_OBJECT(see
(ink.h  Ofor their definitiong. AUX_FUNGassociates the symbol with a callable func-
tion, while AUX_OBJECTassociates the symbol with data, irresprectf their locations in
either the text or the datagseent. Thidfield is intended to be used hy (1) for the con-
struction of dynamicyecutables.

Resered for use by delggers; passed untouched by the link ediifferent debiggers
use this field for different purposes.

Contains the alue of the symbol.For text, data and bss symbols, this is an address; for
other symbols (such as debugger symbols), the value may be arbitrary.

June 5, 1993 4



A.OUT (5) NetBSD File Formats Manual A.OUT (5)

The string table consists of ansigned londength followed by null-terminated symbol strings. The length
represents the size of the entire table in bytes, so its minimum value (or the offset of the first stviag} is al
4 on 2-bit machines.

SEE ALSO
as(1),gdb(1),1d (1), brk (2),execve (2),nlist (3),core (5),elf (5),link (5),stab (5)

HISTORY
Thea.out.h include file appeared in VersiomnAT&T UNIX .

BUGS
Nobody seems to agree on whasstands for.

New binary file formats may be supported in the future, ang pnebably will not be compatible at pihevd
with this ancient format.

NetBSD 3.0 June 5, 1993 5
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NAME
access — Postfix SMTP server access table

SYNOPSIS
postmap /etc/postfix/access

postmap -q "string' / etc/postfix/access

postmap -q - /etc/postfix/accessirputfile

DESCRIPTION
This document describes access control on remote SMTP client information: host namesk netw
addresses, and\esiope sender or recipient addresses; it is implemented by the Postfix SMEP Ser/
header_checké&) orbody_checkg5) for access control on the content of email messages.

Normally, the acceséb) table is specified as axtdile that serves as input to tpestmap(l) command.

The result, an inded file in dom or db format, is used for fast searching by the mail system. Execute the
command postmap /etc/postfix/accessto rekuild an indeed file after changing the correspondingtte
file.

When the table is provided via other means such as NIBPL& SQL, the same lookups are done as for
ordinary indeed files.

Alternatively, the table can be pvied as a mgular-expression map where patterns areegias egular
expressions, or lookups can be directed to TCP-baseérsanthose cases, the lookups are done in a
slightly different way as described belainder "REGULAR EXPRESSION TABLES" or "TCPASED
TABLES".

CASE FOLDING
The search string is folded to lowercase before database lookup. As of Postfix 2.3, the search string is not
case folded with database types such gexpe or pcre: whose lookup fields can match both upper and
lower case.

TABLE FORMAT
The input format for thpostmap(1) command is as follows:

pattern action
Whenpatternmatches a mail address, domain or host address, perform the correspatidimg

blank lines and comments
Empty lines and whitespace-only lines are ignored, as are lines whose first non-whitespace charac-
teris a ‘#.

multi-line text
A logical line starts with non-whitespace text. A line that starts with whitespace continues a logi-
cal line.

EMAIL ADDRESS PATTERNS
With lookups from indeed files such as DB or DBM, or from netvked tables such as NIS, LDAP or
SQL, patterns are tried in the order as listed below:

usei@domain
Matches the specified mail address.

domain.tld
Matchesdomain.tldas the domain part of an email address.

The patterrdomain.tldalso matches subdomains, but only when the ssrimigpd_access_maps
listed in the Postfiparent_domain_matches_subdomainsonfiguration setting (note that this is
the default for some versions of Postfix). Otherwise, speddynain.tld(note the initial dot) in
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order to match subdomains.
usei@ Matches all mail addresses with the specified user part.

Note: lookup of the null sender address is not possible with some types of lookup table. By default, Postfix
uses <> as the Ilookup &y for such addresses. Thealwe is specified with the
smtpd_null_access_lookup_keparameter in the Postfirain.cf file.

EMAIL ADDRESS EXTENSION
When a mail address localpart contains the optional recipient delimiter yseg+foa@domairj, the
lookup order becomesser+foa@domain user@domain domain user+foa@, andusei@.

HOST NAME/ADDRESS PAT TERNS
With lookups from indeed files such as DB or DBM, or from natvked tables such as NIS, LDAP or
SQL, the following lookup patterns are examined in the order as listed:

domain.tld
Matchesdomain.tld

The patterrdomain.tldalso matches subdomains, but only when the ssrimigpgd_access_maps
listed in the Postfixparent_domain_matches_subdomaingonfiguration setting.Otherwise,
specify.domain.tld(note the initial dot) in order to match subdomains.

net.work.addr.ess
net.work.addr
net.work

net Matches the specified IPv4 host address or sulmnktvixn IPv4 host address is a sequence of four

decimal octets separated by ".".

Subnetvorks are matched by repeatedly truncating the last ".octet" from the remote IPv4 host
address string until a match is found in the access table, or until further truncation is not possible.

NOTE 1: The access map lookupyknust be in canonical form: do not specify unnecessary null
characters, and do not enclose network address information with "[]" characters.

NOTE 2: use thecidr lookup table type to specify network/netmask patterns.c&ketable(5)
for detalils.

net:work:addr:ess

net:work:addr

net:work

net Matches the specified IPv6 host address or sulomkivAn IPv6 host address is a sequence of
three to eight hexadecimal octet pairs separated by ":".

Subnetvorks are matched by repeatedly truncating the last ":octetpair" from the remote IPv6 host
address string until a match is found in the access table, or until further truncation is not possible.

NOTE 1: the truncation and comparison are done with the string representation of the IPv6 host
address. Thus, not all the ":" subnetworks will be tried.

NOTE 2: The access map lookupyknust be in canonical form: do not specify unnecessary null
characters, and do not enclose network address information with "[]" characters.

NOTE 3: use thecidr lookup table type to specify network/netmask patterns.c&ketable(5)
for details.
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IPv6 support is\ailable in Postfix 2.2 and later.

ACCEPT ACTIONS
OK Accept the address etc. that matches the pattern.

all-numerical
An all-numerical result is treated as OK. This format is generated by address-based relay autho-
rization schemes such as pop-before-smtp.

REJECT ACTIONS
Postfix \ersion 2.3 and later support enhanced status codes as defined in RFC 3463. When no code is spec-
ified at the bginning of thetextbelow, Postfix inserts a default enhanced status code of "5.7.1" in the case
of reject actions, and "4.7.1" in the case of defer actions. See "ENHANCEDJUSTCODES" belaw.

4NN text

5NN text
Reject the address etc. that matches the pattern, and respond with the numerical three-digit code
and text4ANN means "try again later", whiENN means "do not try again”.

The reply code "421" causes Postfix to disconnect immediately (Postfix version 2.3 and later).

REJECT optional text...
Reject the address etc. that matches the pattern. Replsejtitt_code optional x&... when the
optional text is specified, otherwise reply with a generic error response message.

DEFER_IF_REJECT optional text...
Defer the request if some later restrictioouhd result in a REJECT action. Reply wi#s0 4.7.1
optional tet... when the optional te is specified, otherwise reply with a generic error response
message.

This feature is\ailable in Postfix 2.1 and later.

DEFER_IF_PERMIT optional text...
Defer the request if some later restriction would result in a an explicit or implicit PERMIT action.
Reply with "450 4.7.1 optional tet... when the optional text is specified, otherwise reply with a
generic error response message.

This feature is\ailable in Postfix 2.1 and later.

OTHER ACTIONS
restriction...
Apply the named UCE restriction(9)grmit, reject, reject_unauth_destination and so on).

DISCARD optional text...
Claim successful defery and silently discard the message. Log the optional text if specified, oth-
erwise log a generic message.

Note: this action currently affects all recipients of the messdgedscard only one recipient
without discarding the entire message, use the transport(5) table to direct mail to the discard(8)
service.

This feature is\ailable in Postfix 2.0 and later.

DUNNO
Pretend that the lookupei was not found. This pvents Postfix from trying substrings of the
lookup ley (such as a subdomain name, or a network address subnetwork).

This feature is\ailable in Postfix 2.0 and later.
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FILTER transport:destination
After the message is queued, send the entire message through the speerfied @ntent filter
Thetransport:destinatiorsyntax is described in theansport(5) manual page. More information
about external content filters is in the Postfix FILTER_README file.

Note: this action werrides thecontent_filter setting, and currently affects all recipients of the
message.

This feature is\ailable in Postfix 2.0 and later.

HOLD optional text...
Place the message on th@d queue, where it will sit until someone either deletes it or releases it
for delivery. Log the optional text if specified, otherwise log a generic message.

Mail that is placed on hold can be examined withgbstcaf1l) command, and can be deg&d
or released with thpostsupe1) command.

Note: use postsuper -I' to release mail that as kept on hold for a significant fraction®haxi-
mal_queue_lifetimeor $bounce_queue_lifetimgor longer Use 'postsuper -H' only for mail
that will not expire within a f& delivery attempts.

Note: this action currently affects all recipients of the message.

This feature is\ailable in Postfix 2.0 and later.

PREPEND headername: headervalue
Prepend the specified message header to the mesaémgs more than one PREPEND action
executes, the first prepended header appears before the second etc. prepended header.

Note: this action mustxecute before the message content is vedeit cannot gecute in the con-
text ofsmtpd_end_of data_restrictions

This feature is\ailable in Postfix 2.1 and later.

REDIRECT user@domain
After the message is queued, send the message to the specified address instead of the intended
recipient(s).

Note: this action eerrides the FILTER action, and currently affects all recipients of the message.

This feature is\ailable in Postfix 2.1 and later.

WARN optional text...
Log a warning with the optional text, together with client information andaifadble, with helo,
senderrecipient and protocol information.

This feature is\ailable in Postfix 2.1 and later.

ENHANCED STATUS CODES
Postfix \ersion 2.3 and later support enhanced status codes as defined in RFC 3463. When an enhanced
status code is specified in an access table, it is subject to modification. Thénfplicansformations are
needed when the same access table is used for client, helo, senslg@pient access restrictions; yheap-
pen rgadless of whether Postfix replies to a MAIL FROM, RCRX dr aher SMTP command.

. When a sender address matches a REJECT action, the Postfix SMTP server will transform a recip-
ient DSN status (e.g., 4.1.1-4.1.6) into the corresponding sender DSN status, and vice versa.

. When non-address information matches a REJECT action (such as the HELO conguarehar
or the client hosthame/address), the Postfix SMTP server will transform a sender or recipient DSN
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status into a generic non-address DSN status (e.g., 4.0.0).

REGULAR EXPRESSION TABLES
This section describes Wwahe table lookups change when the tablewsrgin the form of regularxpres-
sions. For a description of regular expression lookup table syntaegeegy_tablg5) orpcre_tables).

Each pattern is a gelar expression that is applied to the entire string being looked up. Depending on the
application, that string is an entire client hostname, an entire client IP address, or an entire mail address.
Thus, no parent domain or parent network search is dsee@domaimmail addresses are not broken up

into theiruser@anddomainconstituent parts, nor isser+foobroken up intaiserandfoo.

Paterns are applied in the order as specified in the table, until a pattern is found that matches the search
string.

Actions are the same as with ixdé file lookups, with the additional feature that parenthesized substrings
from the pattern can be interpolatedfds$2 and so on.

TCP-BASED TABLES
This section describes Wwahe table lookups change when lookups are directed to a TCP-bassdFerv
a description of the TCP client/server lookup protocol, tepetable(5). Thisfeature is not\ailable up to
and including Postfix version 2.4.

Each lookup operation uses the entire query string once. Depending on the application, that string is an
entire client hostname, an entire client IP address, or an entire mail address. Thus, no parent domain or par
ent network search is dongser@domaimail addresses are not broken up into thegr@anddomain
constituent parts, nor isser+foobroken up intauserandfoo.

Actions are the same as with inxdd file lookups.

EXAMPLE
The following example uses an in@d file, so that the order of table entries does not mater xample
permits access by the client at address 1.2.3.4 but rejects all other clients in 1.2.3.0/24. Irnsdshd of
lookup tables, some systems when. Use the commandpbstconf -ni' to find out what lookup tables
Postfix supports on your system.

/etc/postfix/main.cf:
smtpd_client_restrictions =
check_client_access hash:/etc/postfix/access

letc/postfix/access:
1.2.3 REJECT
1.2.3.4 0K

Execute the commangdstmap /etc/postfix/acce$sfter editing the file.

BUGS
The table format does not understand quoting@uions.

SEE ALSO
postmap(1), Postfix lookup table manager
smtpd(8), SMTP server
postconf(5), configuration parameters
transport(5), transport:nexthop syntax

README FILES
Use 'postconf readme_directory or "postconf html_directory" to locate this information.
SMTPD_ACCESS_README, built-in SMTP server access control
DATABASE_README, Postfix lookup tableserview
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LICENSE
The Secure Mailer license must be distributed with this software.

AUTHOR(S)
Wietse Venema
IBM T.J. Watson Research
PO. Box 704
Yorktown Heights, NY 10598, USA
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NAME

acct — execution accounting file

SYNOPSIS

#include <sys/acct.h>

DESCRIPTION

The kernel maintains the follang acct information structure for all processes. If a process terminates, and
accounting is enabled, the kernel calls #foet (2) function call to prepare and append the record to the
accounting file.

/O
O Accounting structures; these use a comp_t type which is a 3 bits base 8
O exponent, 13 bit fraction “floating point” number.  Units are 1/AHZ
O seconds.
a
typedef u_short comp_t;

struct acct {

char  ac_comm[10]; / 00 name of command [

comp_t ac_utime; / O user time o

comp_t ac_stime; / O system time o

comp_t ac_etime; / O elapsed time o

time_t ac_btime; / O starting time o

uid t ac_uid; / O userid o

gid_t ac_gid; / 0O group id o

short ac_mem; / 00 memory usage average o

comp_t ac_io; / O count of 10 blocks o

dev_t ac_tty; / O controlling tty o
#defineAFORK 0x01 /O forked but not execed o
#defineASU 0x02 /[0 used super-user permissions o
#defineACOMPATOx04 / 00 used compatibility mode o
#defineACORE 0x08 / 0O dumped core [
#defineAXSIG 0x10 /0O killed by a signal o

char ac_flag; / 00 accounting flags o
¥
/O

O 1/AHZ is the granularity of the data encoded in the comp_t fields.
O This is not necessarily equal to hz.
a

#defineAHZ 64

#ifdef KERNEL
struct vnode Cacctp;
#endif

If a terminated process was created byerecve (2), the name of thexecuted file (at most ten characters
of it) is sared in the fieldac_conmmand its status is sed by =tting one of more of the following flags in
ac_fl ag: AFORKACORENdASIG.

The ASUandACOMPATIags are no longer recorded by the system, but are retained for source compatibility.

NetBSD 3.0 December 22, 2006 1
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SEE ALSO
lastcomm (1), acct (2), execve (2),accton (8),sa(8)

HISTORY
A acct file format appeared in VersionAT&T UNIX.

NetBSD 3.0 December 22, 2006 2
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NAME
aliases — Postfix local alias database format

SYNOPSIS
newaliases

DESCRIPTION
The aliasegb) table proides a system-wide mechanism to redirect mail for local recipients. The redirec-
tions are processed by the Podlifizal(8) delvery agent.

Normally, the aliaseg5) table is specified as axtdile that serves as input to tpestaliag1l) command.
The result, an inded file in dbm or db format, is used for fast lookup by the mail system. Execute the
commandewaliasesn order to rebuild the inced file after changing the Postfix alias database.

The input and output file formats are expected to be compatible with Sendmail version 8, apeciesle
to be suitable for the use as NIS maps.

Users can control dekry of their avn mail by setting upforward files in their home directoryLines in
per-userforward files hare the same syntax as the right-hand sideliase$5) entries.

The format of the alias database input file is as follows:

. An dias definition has the form

name valuel value?2 ...

. Empty lines and whitespace-only lines are ignored, as are lines whose first non-whitespace charac-
teris a ‘#.

. A logical line starts with non-whitespace text. A line that starts with whitespace continues a logi-
cal line.

Thenameis a local address (ho domain part). Use double quotes when the name cogtgieiahchar
acters such as whitespace, ‘#, ., or ‘@’. Thameis folded to lowercase, in order to neakhtabase
lookups case insensié.

In addition, when an alias exists fowner-name delivery diagnostics are directed to that address, instead
of to the originator of the message. This is typically used to direatedekrrors to the maintainer of a
mailing list, who is in a better position to deal with mailing list\aeli problems than the originator of the
undelivered mail.

Thevaluecontains one or more of the following:
addressMail is forwarded taaddresswhich is compatible with the RFC 822 standard.

ffile/name
Mail is appended tdfile/name Seelocal(8) for details of deliery to file. Delivery is not limited
to regular files.For example, to dispose of unwanted mail, deflect fde/null.

command
Mail is piped intocommand Commands that contain special characters, such as whitespace,
should be enclosed between double quoteslogag8) for details of deliery to command.

When the commanadiils, a limited amount of command output is mailed back to the sefber
file /usr/include/sysexits.hdefines the expected exit status codes. For exampléjense67" to
simulate a "user unknown" err@nd"|exit 0" to implement an expena Hack hole.

sinclude:/file/name
Mail is sent to the destinations listed in the named file. Lindadtude: files hare the same syn-
tax as the right-hand side of alias entries.

A destination can be grdestination that is described in this manual pagevdder, delivery to
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"lcommant] and /file/nameis disallowed by default. df enable, edit theallow_mail_to_com-
mandsandallow_mail_to_filesconfiguration parameters.

ADDRESS EXTENSION
When alias database searelis, and the recipient localpart contains the optional recipient delimiter (e.g.,
user+fog, the search is repeated for the unextended addressugedy.,

The propagate_unmatched_extensiongparameter controls whether an unmatched addretenston
(+foo) is propagated to the result of table lookup.

CASE FOLDING
The local(8) deliery agent alays folds the search string to lowercase before database lookup.

SECURITY
Thelocal(8) delvery agent disallows regulaxpression substitution of $1 etc.afias_maps because that
would open a security hole.

Thelocal(8) delvery agent will silently ignore requests to use pinexymap(8) server withimalias_maps
Instead it will open the table directlBefore Postfix version 2.2, thecal(8) delvery agent will terminate
with a fatal error.

CONFIGURATION PARAMETERS
The follonving main.cf parameters are especially reet. Thetext below provides only a parameter sum-
mary. Seepostcon{5) for more details including examples.

alias_database
List of alias databases that are updated byéwealiase§l) command.

alias_maps
List of alias databases queried by liheal(8) delvery agent.

allow_mail_to_commands
Restrict the usage of mail dedry to external command.

allow_mail_to_files
Restrict the usage of mail dedry to external file.

expand_owner_alias
When delvering to an alias that has awner- companion alias, set theweope sender address to
the right-hand side of the owner alias, instead using of the left-hand side address.

propagate_unmatched_extensions
A list of address rewriting or fomvding mechanisms that propagate an address extension from the
original address to the result. Specify zero or momaabnical virtual , alias, forward , include,
or generic

owner_request_special
Give gecial treatment towner-listnameandlistnamerequestaddresses.

recipient_delimiter
Delimiter that separates recipients from address extensions.

Available in Postfix version 2.3 and later:

frozen_delivered_to
Update the local(8) defry agents Delivered-To: address (see prepend_daid header) only
once, at the start of a dedry; do not update the Degbred-To: address while expanding aliases or
.forward files.

STANDARDS
RFC 822 (ARR Internet Bxt Messages)
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SEE ALSO
local(8), local deirery agent
newaliases(1), create/update alias database
postalias(1), create/update alias database
postconf(5), configuration parameters

README FILES
Use ‘postconf readme_directory or "postconf html_directory" to locate this information.
DATABASE_README, Postfix lookup tableserview
LICENSE
The Secure Mailer license must be distributed with this software.
AUTHOR(S)
Wietse Venema
IBM T.J. Watson Research
PO. Box 704
Yorktown Heights, NY 10598, USA
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NAME
altg.conf ~ — ALTQ configuration file

DESCRIPTION

Thealtg.conf  file contains a number of lines specifying the behavior of queueing discip@wmsments
start with a # and extend to the end of the line.

Thealtgd (8) program readéetc/altg.conf at startup and sets up queueing disciplines. BLUE, CBQ
(Class-Based Queueing), FIFOQ (First-In First-Out Queue), HFSC (Hierarchical Fair Service Curve), PRIQ
(Priority Queueing), RED (Random Early Detection), RIO (RED with IN/OUT), WF@igWWed Rir

Queueing), JoBS (Joint Buffer Management and Scheduling) and CDNR (Diffisdiic Tonditioner) can
be configured in this file.

Interface Commands
interface i f_nane [bandwidth bps] [tbrsize bytes] [sched_type]
[di scipline-specific-options]

Theinterface command specifies a nairk interface to be under control of AQ. Oneinterface speci-
fication is provided for each network intece under control of ALQ. A system configured as a router may
have nultiple interface specifications.

i f _nane
specifies the name of a network interface (e.g., fxp0).

bandwidth

specifies the interface bandwidth in bits per secofds is the maximum rate that the
queueing discipline will all on this interface.

tbrsize
specifies the dicket size of a tokenuzket regulator in bytesWhentbrsize  is omitted,
the system automatically sets thecket size using heuristics. The &krate is set to the
interface bandwidth specified by timerface command.

sched_type

Type of a queueing discipline. It must be eitidue , cbq, fifoq , hfsc , jobs ,
prig ,red,rio , or wfg. If the interhce has only traffic conditioners and no queueing
discipline,sched_t ype can be omitted.

Class Command
class sched_type if_nanme class_name parent_nane [red|rio ] [ecn]
[cleardscp ][di scipline-specific-options]

Theclass command specifies a packet scheduling class for CBQ, HFSC, JoBS or RRI&ss specifier
must be provided for each packet scheduling class.

sched_type

Type of queueing disciplineMust correspond to the discipline name in interface specifi-
cation.

i f _nane
Interface name. Must correspond to name in interface specification.

cl ass_nane
Arbitrary name for this class. Must be unique for this interface.
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par ent _nane
The name of the parent class for this class (for CBQ or HFB&gnt class must ka
been previously defined. PRIQ and JoBS do neeldass hierarch and parent_name
must beNULL for PRIQ and JoBS classes.

red Use RED (Random Early Detection) on this class queue. RED drops packets with the
probability proportional to thevarage queue length.

rio Use RIO (RED with In/Out bit) on this class quel®O runs triple RED algorithms at
the same time.

ecn Use RED/ECN (Explicit Congestion Notification) on this class quexpe(anental
implementation). ECNmplies RED.

cleardscp
Clear diffserv codepoint in the IP header.

Filter Commands
filter i f_nane cl ass_nane [name fltr_nane][ruleno num|filter_val ues

Thefilter command specifies a filter to classify packets into a scheduling &asker specifier deter
mines ag statically-defined packet classification rules.

i f_nane Name of a network interface (e.g., fxp0).

cl ass_nane
Name of a class or a conditioner to which matching packets are directed.

name Add an arbitrary name to the filter for a future reference.

ruleno Specifies explicit order of filter matchingdrilter matching is performed from a filter
with a larger ruleno. Default is O.

filter_val ue should be in the following format:
filter_val ues: dst_addr[netmask rmask] dport src_addr [netmask mask] sport
prot o [tos val ue [tosmask val ue]] [gpi val ue]

Heredst_addrandsrc_addrare dotted-decimal addresses of the destination and the source velypeati address
may be followed bynetmask keyword. dport andsport are port numbers of the destination and the source
respectiely. prot o is a protocol number defined for IP packets (e.g. 6 for T@#y. keyword can be used to
specify the type of service fieldilie. gpi keyword can be used to specify the Security Parametex Walae for
IPsec.

When filter value O is used, it is taken as a wildcard.
filteré i f_nane cl ass_nane [name fltr_nane] [ruleno num|filter6_val ues
Thefilter6 command is for IPv6fi | t er 6_val ue should be in the following format:

filter6_values:
dst_addf/prefix_len]dport src_add{/prefix_len]sport proto [flowlabel val ue]
[tclass val ue [tclassmask  val ue]] [gpi val ue]

Heredst_addrandsrc_addrare IPv6 addresses of the destination and the source redgeclin address may be
followed by an optional address prefix lengtfport andsport are port numbers of the destination and the
source respectily. pr ot o is a protocol number defined for IPv6 packets (e.g. 6 for T@8&)ulabel keyword
can be used to specify the flowlabel fietdue. tclass  keyword can be used to specify the traffic class fielde.

gpi keyword can be used to specify the Security Parametex kalee for IPsec.
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When filter value 0O is used, it is taken as a wildcard.

CBQ Commands

CBQ (Class Based Queueing) adlegloth partitioning and sharing of link bandwidth by hierarchically structured
classes. Eacblass has its own queue and is assigned its share of bandwidtiild class can borm bandwidth
from its parent class as long as excess bandwidtfiialzle.

interface i f_name [bandwidth  bps] [tbrsize byt es] [sched_t ype] [ efficient ]
i f_name
specifies the name of a network interface (e.g., fxp0).
bandwidth
specifies the interface bandwidth in bits per second.
tbrsize
specifies the bucket size of a token bucket regulator in bytes.
sched_type
must be eithecbq, cbg-wrr  (weighted-round robin) ocbg-prr  (packet-by-packt round
robin). cbq is equiaent tocbg-wrr
efficient
Enables CB( link efficiency mode. Thismeans that the scheduler will send a padkom the
first overlimit class it encounters of all classes of the link-sharing structure when all classes are
overlimit. This will also cause the scheduler to use greater than its assigned bandwidth, if the link
is capable of more than the assigned bandwidth. By default, this mode is turn8y afiding
the keyword efficient to the interface specification line, enables this mode.
class sched_type if_nane class_nane parent_nanme [admission cntlload|none ]
[ priority pri] [pbandwidth percent] [exactbandwidth bps] [borrow ]
[default ] [control ] [maxburst count] [minburst count] [maxdelay nsec]
[ packetsize byt es] [ maxpacketsize bytes] [redlrio ] [ecn] [flowvalve ]

[cleardscp ]

Theclass command specifies a CBQ class. The classes geniped as a hierarghand every class, except for
the root class, has a parent.

sched_type
must becbqg for a CBQ class.

i f _nane
Interface name. Must correspond to name in interface specification.

cl ass_name
Arbitrary name for this class. Must be unique within the class higrdoshthis interbce. The
namectl_class is a reserved class name.

parent_name
The name of the parent class for this clagddt L if this is the root classPaent class must ka
been previously defined.

admission
The type of admission control and QoS tymatlload is controlled load service for RSYP
otherwise, it should beone. The default is1one.

priority
High numbers are higher prioritfax value is 7 and Min value is 0. Default is 1.
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pbandwidth
The percentage of the intade bandwidth allocated to this class. Generally should add up to 100
percent at eachvel of the class hierargh dthough other amounts can be specified for purposes
of experimentation.

exactbandwidth
Specify the bandwidth in bits-per-second insteaglmdindwidth . Note that the bandwidth
allocation of CBQ is not so precise but this is just a way to pass a parameter to CBQ; the user is
supposed to ko the detailed internals of CBpbandwidth is a preferred way to specify the
bandwidth of a class.

borrow  The class can bomobandwidth from its parent class when this classelinit. If this keyword
is not present, then no bowimg is done, and the packet is delayed or dropped when the class is
overlimit.

default
Specify the default class. When thisyword is present, all paeks that do not match some clas-
sification criteria are assigned to this claBkist be exactly one class on each interface defined as
the default class.

control
Specify the control classWhen this leyword is present, the predefined control class etsck
(RSVR IGMP, and ICMP) are assigned to this cladéote that when the control class is not spec-
ified by the time the default class is created, one is automatically created with default parameters.
Thus, if the control class is specified, it must be listed before the default class. Muatthe e
one class on each interface defined as the control class.

maxburst
The maximum burst of back-to-back packets allowed in this clasfault is 16 but the defilt
value is automatically reduced to 4 when the class bandwidth is small (about less than 1Mbps).

minburst
The minimum burst is used to obtain the steady state burstlsizdéhe parameter to help com-
pute offtime for the classOfftime is the amount of time a class is to wait between giack
Default is 2.

maxdelay
The maxdelay is specified in milliseconds and used to obtain the max queue size of thé class.
not specified, the default max queue size (30 packets) is used.

packetsize
The aerage packet size in bytes to be used in CB@-tunderlimit computations. Default
value is MTU of the interface.

maxpacketsize
The maximum packet size in bytes for the class. Default value is MTU of the interface.

red enables RED on this class queue.

rio enables RIO on this class queue.

ecn enables RED/ECN on this class queue.
flowvalve

enables RED/flow-vak (a.k.a. red-penalty-box) on this class queue.

cleardscp
clears diffserv codepoint in the IP header.
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HFSC Commands

HFSC (Hierarchical Fair Service Curve) supports both link-sharing and guaranteed real-time séhH&SS.
employs a service cuevbased QoS model, and its unique feature is an ability to decouple delay and bandwidth allo-
cation. HFSChas 2 independent scheduling mechanisReal-time scheduling is used to guarantee the delay and
the bandwidth allocation at the same time. Hierarchical link-sharing is used toudéstitile excess bandwidth.
When dequeueing a packet, HFS@/ais tries real-time scheduling firstf no packet is eligible for real-time
scheduling, link-sharing scheduling is performddESC does not use class hiergrdbr real-time scheduling.
Additionally, an uppekrlimit service cure can be specified for link-sharing to set the upper limit allowed for the
class.

interface i f _nane [bandwidth  bps] [tbrsize byt es] [sched_t ype]
i f _nane
specifies the name of a network interface (e.g., fxp0).
bandwidth
specifies the interface bandwidth in bits per second.
tbrsize
specifies the bucket size of a token bucket regulator in bytes.
sched_t ype
must behfsc for HFSC.
class sched_type if_nane class_nane parent_nanme [admission cntlload|none ]

[[sc mL d nm2]] [[rt nLl d nR]] [[Is m d nm2]] [[ul ml d nR]] [pshare
percent] [grate  bps] [bandwidth bps] [ulimit bps] [default ] [qlimit
count ] [red|rio ][ecn][cleardscp ]

Theclass command specifies a HFSC class. The classes gmeized as a hierarghand every class, gcept for
the root class, has a parent.

Each HFSC class has 2 service curves, the real-time serviesandrthe link-sharing service cw@v Serviceurves
are specified byt ype nil d nR]. type should be eithesc, rt , Is , orul . sc (service curve) is used to set
the same values to both real-time and link-sharing servicesutv (real-time) is used to specify the real-time-ser
vice cune. Is (link-sharing) is used to specify the link-sharing service eunl (upperlimit) is used to specify
the upper-limit service cuevfor link-sharing. ml is the slope of the first segment specified in bitsspeond.d is
the x-projection of the intersection point of the 2 segments specified in milliseaods.the slope of the second
segment specified in bits-per-second.

sched_t ype
must behfsc for a HFSC class.

i f _nane
Interface name. Must correspond to name in interface specification.

cl ass_name
Arbitrary name for this class. Must be unique within the class higrdoshthis interbce. The
nameroot is a reserved class name for the root class. The root class for thacetesrfauto-
matically created by thiaterface command.

par ent _nane
The name of the parent class for this claseyword root is used when the parent is the root
class. RBrent class must fia been previously defined.

admission
The type of admission control and QoS tymatlload is controlled load service for RSYP
otherwise, it should beone . The default is1one.

NetBSD 3.0 October 12, 2006 5



ALTQ.CONF (5)

pshare

grate
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Percent of the link sharéhis specifies a linear link-sharing service euag a faction of the link
bandwidth. Itis a short hand dfs 0 O (link-bandwidth O percent / 100)]

Guaranteed rate. This specifies a linear real-time service.cliris a short hand dit 0 0
bps] .

bandwidth

ulimit

default

glimit
red
rio

ecn

cleardscp

This is a short hand ¢éc 0 O bps]

Upper limit rate. This specifies a upginit service cure. Itis a short hand oful 0 0
bps] .

Specify the default class. When thisyword is present, all paeks that do not match some clas-
sification criteria are assigned to this class. Mustdaetty one class on each interface defined as
the default class.

The maximum queue size in number of petsk Dedult value is 50.
enables RED on this class queue.
enables RIO on this class queue.

enables RED/ECN on this class queue.

clears diffserv codepoint in the IP header.

PRIQ Commands
PRIQ (Priority Queueing) implements a simple priority-based queudinigigher priority class is alays sered
first. Upto 16 priorities can be used with PRIQ.

interface i f _nane [bandwidth bps] [tbrsize byt es] [sched_t ype]
i f _nane
specifies the name of a network interface (e.g., fxp0).
bandwidth
specifies the interface bandwidth in bits per second.
tbrsize
specifies the bucket size of a token bucket regulator in bytes.
sched_t ype
must bepriq for PRIQ.
class sched_type if_name class_name parent_nane [priority pri] [default ]

[glimit count ] [redjrio ][ecn][cleardscp ]

sched_type

i f _nane

must bepriq for a PRIQ class.

Interface name. Must correspond to name in interface specification.

cl ass_name

Arbitrary name for this class. Must be unique for this interface.

par ent _nane

NetBSD 3.0

Paent class must bdULL for PRIQ.

October 12, 2006 6



ALTQ.CONF (5) NetBSD File Formats Manual AIQ.CONF (5)

priority
High numbers are higher priorittMax value is 15 and Min value is @efault is 0. A higher
priority class is alays served first in PRIQ. Priority must be unique for the interface.

default
Specify the default class. When thisyword is present, all paeks that do not match some clas-
sification criteria are assigned to this claBkist be exactly one class on each interface defined as
the default class.

glimit The maximum queue size in number of sk Dedult value is 50.

red enables RED on this class queue.

rio enables RIO on this class queue.

ecn enables RED/ECN on this class queue.
cleardscp

clears diffserv codepoint in the IP header.

WFQ Commands

WFQ (Weighted Bir Queueing) implements a weighted-round robin scheduler for a set of queusight can be
assigned to each queue toegi dfferent proportion of the link capacityA hash function is used to map awlto
one of a set of queues, and thus, it is possible fodifferent flows to be mapped into the same queue.

interface i f_nane [bandwidth bps] [tbrsize bytes] [sched_type] [nqueues
count ] [qgsize bytes][hash policy]

if name
specifies the name of a network interface (e.g., fxp0).

bandwidth
specifies the interface bandwidth in bits per second.

tbrsize
specifies the bucket size of a token bucket regulator in bytes.

sched_t ype
must bewfq for WFQ.

nqueues
The number of queues in WFQ. Default value is 256.

gsize The size of each queue in number of bytes. Default value is 64K bytes.

hash Type of hash polig to slect a queuedstaddr specifies a hashing pojidy IP destination
address.full  specifies a hashing pojibdy IP addresses and portsrcport  specifies a hash-
ing policy by IP source port numberDefault isdstaddr

FIFOQ Commands

FIFOQ (First-In First-Out Queueing) is a simple tail-drop FIFO quélEOQ is the simplest possible implementa-
tion of a queueing discipline in ALTQ, and can be used to compare with other queueing disciif@®. can be
also used as a template for those who want to write their own queueing disciplines.

interface i f _nane [bandwidth  bps] [tbrsize byt es] [sched_t ype] [qglimit count ]

i f _nane
specifies the name of a network interface (e.g., fxp0).
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bandwidth
specifies the interface bandwidth in bits per second.

tbrsize
specifies the bucket size of a token bucket regulator in bytes.

sched_type
must befifoq  for FIFOQ.

glimit The maximum queue size in number of petsk Dedult value is 50.
RED Commands
RED (Random Early Detection) is an implicit congestion notification mechanismxgneises packet dropping or

paclet marking stochastically according to therage queue length. RED can bewsel as a biffer management
mechanism and can be integrated into other packet scheduling schemes.

red mn_thmax_thinv_pmax

Thered command sets the default RED parameterisn_t h andmax_t h are the minimum and the maximum
threshold ®lues.i nv_pmax is the irverse (reciprocal) of the maximum drop probabiligor example, 10 means
the maximum drop probability of 1/10.

interface i f _nane [bandwidth  bps] [tbrsize byt es] [sched_t ype] [qglimit count ]
[ packetsize byt es] [weight n] [thmin n] [thmax n] [invpmax n] [ecn]
[flowvalve ]

i f _nane
specifies the name of a network interface (e.g., fxp0).

bandwidth
specifies the interface bandwidth in bits per second.

tbrsize
specifies the bucket size of a token bucket regulator in bytes.

sched_type
must beed for RED.

glimit The maximum queue size in number of sk Dedult value is 60.

packetsize
The average packet size in number of bytekhis parameter is used to calibrate the idle period.
Default value is 1000.

weight  The inverse of the weight of EWMA (exponentially weighted movingrage).
thmin The minimum threshold.
thmax  The maximum threshold.

invpmax
The irverse of the maximum drop probability.

ecn enables ECN.

flowvalve
enables flowvalve.
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RIO Commands

ALTQ/RIO has 3 drop precedenceds defined for the AssuredRvarding of DiffServ (RFC2597). Since adap-
tive flows ae likely to stay under the medium drop precedengg lender congestion, the medium drop precedence
would protect adapte flows from unadaptie flows.

The original RIO has 2 sets of RED parameters; one for in-profile packets and the other for out-of-prefite pack
At the ingress of the netwk, profile meters tag packets as IN or OUT based on contracted profiles for customers.
Inside the network, IN packets reeeigeferential treatment by the RIO droppétris possible to provision the net-

work not to drop IN packets at all by providing enough capacity for the total volume of IdtpadkusRIO can

be used to provide a service that statistically assures capacity allocated forTbéersechanism can batended

to support an arbitrary number of drop precedeneggsie ALTQ supports 3 drop precedencess.

ro lowmn_ th |l ow max_th | ow_i nv_pmax mediummn_th medi um max_th
medi um_i nv_pmax hi gh_m n_t h hi gh_max_t h hi gh_i nv_pnax

Therio command sets the default RIO parametdiise parameters are RED parameters fors, (loedium, high)
drop precedence.

interface i f _nane [bandwidth  bps] [tbrsize byt es] [sched_t ype] [qglimit count ]
[ packetsize byt es] [weight n][lo_thmin n][lo_thmax n] [lo_invpmax
n] [med_thmin n] [med_thmax n] [med_invpmax n] [hi_thmin nj
[hi_thmax n][hi_invpmax n][ecn]
i f _nane
specifies the name of a network interface (e.g., fxp0).
bandwidth
specifies the interface bandwidth in bits per second.
tbrsize
specifies the bucket size of a token bucket regulator in bytes.
sched_type

must berio  for RIO.
glimit The maximum queue size in number of sk Dedult value is 60.

packetsize
The average packet size in number of bytekhis parameter is used to calibrate the idle period.
Default value is 1000.

weight  The inverse of the weight of EWMA (exponentially weighted movingrage).

lo_thmin

The minimum threshold for Vo drop precedence.
lo_thmax

The maximum threshold forwodrop precedence.
lo_invpmax

The irverse of the maximum drop probability fomiadrop precedence.
med_thmin

The minimum threshold for medium drop precedence.
med_thmax

The maximum threshold for medium drop precedence.
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med_invpmax
The irverse of the maximum drop probability for medium drop precedence.

hi_thmin
The minimum threshold for high drop precedence.

hi_thmax
The maximum threshold for high drop precedence.

hi_invpmax
The irverse of the maximum drop probability for high drop precedence.

ecn enables ECN.
BLUE Commands

interface i f _nane [bandwidth  bps] [tbrsize byt es] [sched_t ype] [qglimit count |
[ packetsize byt es] [maxpmark n][holdtime usec][ecn]

i f _nane
specifies the name of a network interface (e.g., fxp0).

bandwidth
specifies the interface bandwidth in bits per second.

tbrsize
specifies the bucket size of a token bucket regulator in bytes.

sched_type
must beblue for BLUE.

glimit The maximum queue size in number of sk Deéult value is 60.

packetsize
The average packet size in number of bytes. Default value is 1000.

maxpmark
specifies the precision of marking probability.

holdtime
specifies the hold time in usec.

ecn enables ECN.
CDNR Commands

The conditioner command specifies a tierv traffic conditioner A traffic conditioner is not a queueing disci-
pline but a component to meterark or drop incoming packets according to some rules.

As opposed to a queueing discipline, afitatonditioner handles incoming packets at an input iamterf If no
gueueing discipline (e.g., CBQ) is used for the interface, a null aceerfommand should be used to specify an
input network interface.

interface i f _nane [bandwidth bps] [tbrsize byt es]
The conditioner command has the following syntax.
conditioner i f _nanme cdnr _nane G&ctior]

i f_nane Interface name. Must correspond to name in interface specification.
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cdnr _nane
Arbitrary name for this conditioneMust be unique for this interface.

action Action of the conditioner.
An action can be a recuvsly defined action. The following actions are defined.
pass
pass allows the packet to go through withoutyanodification to the packet.
drop
drop rejects the paek. Thepacket is immediately discarded.
mark val ue

mark sets the specified value to the ds field in the IP hedden, the packet is allowed to
go through.

tometer rate depth [ih_actioriTout action]

tbmeter is a token bcket meter configured with rate and depth parameters. Rate is
token rate in bits-pesecond. Deptls bucket depth in KB. When an incoming packet is

in profile (available token is more than the packet size), tbmeter takes in_aitwer-
wise, tbmeter takes out_action.

ttcm cnmtd rate cmtd_depth peak rate peak_depth [green_actionl [yellow_actior]
[fed_action]] coloraware|colorblind ]

trtcm is a 2-rate 3 color marker for Assuredrwarding. Atrtcm consists of 2 tokerubk-
ets, one for a committed rate and the other for a peak rate. When an incomiegipatk
the committed profile, trtcm takes green_action. When theepaslout of the committed
profile but in the peak profile, trtcm ek yellov_action. Otherwisabtcm takes red_action.
A trtcm is either coleeware or colotblind. A color-avare trtcm do not raise the color (ds
field value), that is, a yelo packet can be yell or red but can not be blueDefault is
color-blind.

tswtcm cmtd_rate peak_rate avg_interval [green_actionyellow_actiolted_actiofl

tswtcm is a time sliding winder 3 color marler for Assured &rwarding. Atswtcm dif-

fers from trtcm in that a tswtcm probabilistically marks sk Atswtcm consists of 2

rates, one for a committed rate and the other for a peak rate. When an incoming packet is
in the committed profile, tswtcm takes green_action. When the packet is out of the com-
mitted profile but in the peak profile, tswtcm takes yellaction. Otherwisdswtcm tales
red_action. cmtd_ratand peak_rate are specified in bits per seca@w. intenal pro-

vides the size of time wineofor averaging incoming rate, and is specified in milliseconds.

500 msec is ok for normal settings.

JoBS Commands

JoBS (Joint Butr Management and Scheduling) is a queuing discipline that can enfgréeasible mix of abso-

lute and proportional guarantees on packet losses, packet delays, and throughput, for classes of traffibppn a per
basis. Noadmission control is performed, thus if the set of service guarantees becomes infeasible, some service
guarantees may be relaxed.

interface i f _nane [bandwidth  bps] [qglimit count ] [separate ] [tbrsize byt es]
[sched_type]
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i f _nane
specifies the name of a network interface (e.g., fxp0).

bandwidth
specifies the interface bandwidth in bits per second.

glimit specifies the maximum queue size in number of packets.

separate
specifies that classesveaindependent differs. Thedefault is to hae a $ared liffer for all
classes. lIthis option is specified, glimit applies to each independent buffer.

tbrsize
specifies the bucket size of a token bucket regulator in bytes.

sched_type
must bgobs for JoBS.

class sched_typeif_nane cl ass_nane par ent _namne [priority pri ] [default ] [adc
m crosecs][alc fraction][arc bps][rdc prop][rlc prop]

sched_t ype
must bgobs for a JoBS class.

i f _nane
Interface name. Must correspond to name in interface specification.

cl ass_nane
Arbitrary name for this class. Must be unique for this interface.

par ent _nane
Paent class must bidULL for JoBS.

priority
Priority inde< used for proportional diérentiation. Maxvalue is 15 and Min &lue is 0. Default
is 0. Priority must be unique for the interface.
default
Specify the default class. When thisyword is present, all paeks that do not match some clas-
sification criteria are assigned to this class. Mustdaetty one class on each interface defined as
the default class.
adc Specifies an upper bound on delays for that class (in microsecagnag)ue of —1 will indicate
the absence of delay bound. By default, no delay bound is offered.
alc Specifies a upper bound on loss rate for that class (in fraction of 1, for instance a 1% loss rate
bound will be expressed as 0.08.value of —1 will indicate the absence of loss rate boud.
default, no loss rate bound is offered.
arc Specifies a lver bound on the throughput regs by that class (in bits per second). value of
-1 will indicate the absence of throughput bound. By default, no throughput bound is offered.
rdc Specifies a proportional delay differentiati@ctor between that class and the class with the suc-

cessve friority index. For instance, for priority 1, an rdc of 2 specifies that the delays oéfsack
marked as class 2 will roughly be twice the delays of pecknarked as class A value of -1
indicates the absence of proportionafaténtiation on that class. Note that class N if N is the
maximum priority should hee a dimmy coefficient different from -1 if proportional delayfeif
entiation is desired on Class N. By default, no proportional delay differentiation is offered.
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ric Specifies a proportional loss differentiation factor between that class and the class with the suc-
cessve priority index. For instance, for priority 1, an rlc of 2 specifies that the loss rate oéfsack
marked as class 2 will roughly be twice the loss rate of packets marked as chassliie of -1
indicates the absence of proportional differentiation on that cheg that class N if N is the
maximum priority should hee a dimmy coefficient different from -1 if proportional lossfeif
entiation is desired on Class N. By default, no proportional loss differentiation is offered.

EXAMPLES
CBQ Example
#
# cbq configuration for vx0 (10Mbps ether)
# give at least 40% to TCP
# | imit HTTP from network 133.138.1.0 up to 10%, use RED.
# other traffic goes into default class
#
interface vx0 bandwidth 10M cbq
#
class cbq vx0 root_class NULL priority O pbandwidth 100
class cbq vx0 def_class root_class borrow pbandwidth 95 default
class cbq vxO0 tcp_class def_class borrow pbandwidth 40
filter vxO tcp_class0000 6
class cbq vxO0 csl_class tcp_class pbandwidth 10 red
filter vx0 csl_class 0 0 133.138.1.0 netmask Oxffffff00 80 6
filter vx0 csl_class 133.138.1.0 netmask Oxffffff00 0 0 80 6
#
# sample filter6 command
#
filter6 vx0 csl_class ::0 0 d000:a:0:123::/64 80 6

HFSC Example
Z hfsc configuration for hierarchical sharing
;iqr:terface pvcO bandwidth 45M hfsc
Z ( 10% of the bandwidth share goes to the default class)
class hfsc pvcO def_class root pshare 10 default

#

# bandwidth share guaranteed rate
# CMU: 45% 15Mbps
# PITT: 45% 15Mbps
#

class hfsc pvcO cmu  root pshare 45 grate 15M
class hfsc pvcO pitt root pshare 45 grate 15M

#
# CMU bandwidth  share guaranteed rate
# Cs: 20% 10Mbps
# other: 20% 5Mbps
#
class hfsc pvcO cmu_other cmu  pshare 20 grate 10M
filter pvcO cmu_other 0 0 128.2.0.0 netmask Oxffff0000 0 O
class hfsc pvcO cmu_cs cmu pshare 20 grate 5M
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filter pvcO cmu_cs 0 0 128.2.242.0 netmask Oxffffff00 O O
#
# PITT bandwidth share guaranteed rate
# Cs: 20% 10Mbps
# other: 20% 5Mbps
#
class hfsc pvcO pitt_other pitt  pshare 20 grate 10M
filter pvcO pitt_other 0 0 136.142.0.0 netmask Oxffff0000 0 O
class hfsc pvcO pitt_cs pitt pshare 20 grate 5M
filter pvcO pitt_cs 0 0 136.142.79.0 netmask Oxffffff00 0 O

HFSC Example (simpler one with ulimit)

#

interface fxp0O bandwidth 90M hfsc

# r eserve 20% for default class

class hfsc fxp0 def_class root pshare 20 default

# shared class for TCP and UDP

class hfsc fxp0 shared_class root bandwidth 72M

# shared class for all TCP

class hfsc fxp0 tcp_shared shared_class bandwidth 40M ulimit 60M

# generic tcp

class hfsc fxp0 tcp_class tcp_shared bandwidth 15M ulimit 50M
filter fxpO tcp_class0 000 6

# http

class hfsc fxp0 http_class tcp_shared bandwidth 25M ulimit 40M
filter fxpO http_class 08000 6
filter fxpO http_class 00 0 80 6

# udp

class hfsc fxp0 udp_class shared_class bandwidth 15M ulimit 20M
filter fxpO udp_class 0000 17

PRIQ Example

#

# priq configuration for fxp0 (100Mbps ether)

# i cmp: high priority

# t cp: medium  priority

# others: low priority

#

interface fxp0O bandwidth 100M priq

#

class prig fxp0 high_class NULL priority 2
filter fxpO high_class0000 1

class prig fxp0 med_class NULL priority 1
filter fxpO med_class0000 6

class prig fxp0 low_class NULL priority 0 default

WFQ Example
interface pvcO bandwidth 134000000 wfq
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FIFOQ Example
interface rl0 bandwidth 10M fifoq

Conditioner Example
#
interface fxp0
#
# a simple dropper
# discard all packets from 192.168.0.83
#
conditioner fxp0 dropper <drop>
filter fxpO dropper 0 0 192.168.0.83 0 0

#

# EF conditioner

# mark EF to all packets from 192.168.0.117

#

conditioner pvcl ef_cdnr <tbmeter 6M 64K <mark Oxb8><drop>>
filter fxpO ef _cdnr 0 0 192.168.0.117 00

#

# AF1x conditioner

# mark AF1x to packets from 192.168.0.178

# AF11 (low drop precedence): less than 3Mbps

# AF12 (medium drop precedence): more than 3Mbps and less than 10Mbps

# AF13 (high drop precedence): more than 10Mbps

#

conditioner fxp0 aflx_cdnr <trtcm 3M 32K 10M 64K <mark 0x28><mark 0x30><mark 0x38>>
filter fxpO afix_cdnr 0 0 192.168.0.178 0 0

SEE ALSO
altqd (8)

BUGS
This man page is incomplet&or more information read the source.
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NAME
amd.conf — Amd configuration file

SYNOPSIS
amd.conf

DESCRIPTION
Theamd.conffile is the configuration file for Amd, as part of the am-utils suite.

amd.confcontains runtime configuration information for #end automounter program.

FILE FORMAT
The file consists of sections and parametérsection begins with the name of the section in square brack-
ets and continues until the next section begins or the end the file is re&ewtidns contain parameters of
the form 'name = value’.

The file is line-based - that is, eaclwline-terminated line represents either a comment, a section name or
a parameter No line-continuation syntax isvailable.

Section, parameter names and their values are casevgensiti

Only the first equals sign in a parameter is significant. Whitespace before or after the first equals sign is
discarded. Leadindrailing and internal whitespace in section and parameter names igainteleeading

and trailing whitespace in a parametatue is discarded. Internal whitespace within a parameter value is
not allowed, unless the whole parameter value is quoted with double quotes as in 'name = "some value".

Any line beginning with a pound sign (#) is ignored, as are lines containing only whitespace.

The values following the equals sign in parameters are all either a string (no quotes needed if string does
not include spaces) or a boolean, which may lengas yes/no. Casés significant in all alues. Some
items such as cache timeouts are numeric.

SECTIONS
The [global] section
Paameters in this section either apply to Amd as a whole, or to all other regular map sections which follo
There should be only one global section defined in one configuration file.

It is highly recommended that this section be specified first in the configuration file. If it is not,ghkn re
map sections which precede it will not use global values defined later.

Regular [/map] sections
Paameters in regular (non-global) sections apply to a single map dwryexample, if the map section
[fhomes]is defined, then all parameters following it will be applied to f@mesAmd-managed mount
point.

PARAMETERS
Parameters common to all sections
These parameters can be specified either in the global or a map specific section. Entries specified in a map-
specific sectionwerride the default value or one defined in the global section. If such a common parame-
ter is specified only in the global section, it is applicable to all regular map sections that follo

browsable_dirs(string, default=no)
If "yes," then Amd$ top-level mount points will be browsable teaddir(3) calls. This means
you could run for eamplels(1) and see whatelys ae available to mount in that directoryNot all
entries are made visible to readdir(3): the "@déf entry wildcard entries, and those with a "/" in
them are not included. If you specify "full" to this option, all but "/default” will be visitNete
that if you run a command which will attemptsiat(2) the entries, such as often done by "Is -I" or
"Is -F," Amd will attempt to moungvery entry in that map. This is often called a “mount stérm.
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map_defaults(string, default to empty)
This option sets a string to be used as the sndpfaults entryoverriding ary /defaults specified
in the map. This allows local users teetride map defaults without modifying maps globally.

map_options(string, default no options)
This option is the same as specifying map options on the command line to Amd, such as
"cache:=all".

map_type (string, default search all map types)
If specified, Amd will initialize the map only for the typevgn. Thisis useful to aoid the deéult
map search type used by Amd whicheskonger and can ¥ undesired side-effects such as ini-
tializing NIS even if not used. Possible values are

exec exeutable maps

file  plain files

hesiod Hesiod name service from MIT

[dap Lightweight Directory Access Protocol

ndbm  (New) dbm style hash files

nis  Network Information Services (version 2)
nisplus Network Information Services Plus (version 3)
passwd local password files

union union maps

mount_type (string, default=nfs)
All Amd mount types defult to NFS. That is, Amd is an NFS server on the map mount points, for
the local host it is running onlf "autofs" is specified, Amd will be an autofs server for those
mount points.

autofs_use_lofgstring, default=yes)
When set to "yes" and using Autofs, Amd will use lofs-type (loopback) mounts for type:=link
mounts. Thishas the advantage of mounting in place, and users get to the see the same pathname
that the chdir'ed into. If this option is set to "no," then Amd will use symlinks instead: that code
is more tested, but gates autofs kg advantage of in-place mounts.

search_path(string, default no search path)
This provides a (colon-delimited) search path for file mapsing a search path, sites canwllo
for local map customizations andierides, and can distnitted maps in seral locations as
needed.

selectors_in_defaultgboolean, default=no)
If "yes," then the /defaults entry of maps will search for and processetettors before setting
defaults for all other &ys in that map. Useful when you want to set different options for a com-
plete map based on some parametés.example, you may want to better the NFS performance
over slow dip-based networks as follows:

/defaults \
wire==slip-net;opts:=intr,rsize=1024,wsize=1024 \
wire!=slip-net;opts:=intr,rsize=8192,wsize=8192

Deprecated form: selectors_on_default
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Parameters applicable to the global section only
arch (string, default to compiled in value)

Same as theA option to Amd. Allows you to eerride the value of tharch Amd variable.

auto_attrcache(numeric, default=0)

Specify in seconds (or units of 0.1 seconds, depending on the OS), what is the (kernel-side) NFS
attribute cache timeout for @i{Amd} avn automount pointsA value of O is supposed to turn

off attribute caching, meaning that @i{Amd} will be consulted viaeankel-RPC each time some-

one stat( the mount point (which could be abused as a denial-of-service atiek)ing: some

OSs are incapable of turningf tifie NFS attribute cache reliabl®n such systems, Amd may not

work reliably under heavy loadSee the README.attrcache document in the Am-utils distrib

tion for more details.

auto_dir (string, default=/a)

Same as thea option to Amd. This sets the prate directory where Amd will create sub-directo-
ries for its real mount points.

cache_duration(humeric, default=300)

Same as thec option to Amd. Sets the duration in seconds thatddekp or mounted map
entries remain in the cache.

cluster (string, default no cluster)

Same as theC option to Amd. Specifies the alternate HP-UX cluster to use.

debug_mtab_file(string, default=/tmp/mnttab)

Pah to mtab file that is used by Amd to store a list of mounted file systems during-uidb
mode. Thisoption only applies to systems that store mtab information on disk.

debug_options(string, default no debug options)

Same as theD option to Amd. Specify andebugging options for AmdWorks only if
am-utils was configured for debugging using the --enable-debug option. The "mem"
option, as well as all other options, can be turned on via --enallgrel@em. Other

wise debugging options are ignored. Options are comma delimited, and can be preceded
by the string "no" to rgete their meaning.You can get the list of supported dejging

options by running Amd —H. Possible values are:

all all options

amq register for amq

daemon enter daemon mode

fork  fork server

full  program trace

hrtime  print high resolution time stamps (only if syslog(3) is not used)
info  info service specific debugging (hesiod, nis, etc.)
mem  trace memory allocations

mtab  use local "./mtab" file

readdir shaw browsable_dirs progress

str  debug string munging

test full debug but no daemon

trace trace protocol and NFS mount arguments
xdrtrace trace XDR routines
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dismount_interval (numeric, default=120)
Same as thew option to Amd. Specify in seconds, the time between attempts to dis-
mount file systems that ¥ exceeded their cached times.

domain_strip (boolean, default=yes)
If "yes," then the domain name part referred to by ${rhost} is strippledTdis is useful
to keep logs and smallelf "no," then the domain name part is left changed. This is use-
ful when using multiple domains with the same maps (as you may tosts whose
domain-stripped name is identical).

exec_map_timeou{numeric, default=10)
The timeout in seconds th&md will wait for an eecutable map program before an
answer is returned from that program (or script). This value should be set to as small as
possible while still allwing normal replies to be returned before the tinvgpires,
because during the time that theeeutable map program is queriefiind is essentially
waiting and is thus not responding toyasther queries.

forced_unmounts(boolean, default=no)
If set to "yes,"” and the client OS supports forced or lazy unmounts, Ahwhwill
attempt to use them if it getsyaof three serious error conditions when trying to unmount
an existing mount point or mount on top of one: EIO, ESTALE, or EBUSY.

This could be useful to reeer from serious conditions such as hardware failure of
mounted disks, or NFS sems which are down permanentlyere migrated, or changed
their IP addressOnly "type:=toplvl" mounts hung with EBUSY are forcibly unmounted
using this option, which is useful to reeofrom a hungAmd).

full_os (string, default to compiled in value)
The full name of the operating system, along with éssion. Allovs you to eerride the
compiled-in full name and version of the operating systeiseful when the compiled-in
name is not desired=or example, the full operating system name on linux comes up as
“linux”, but you can eerride it to “linux-2.2.5”

fully_qualified_hosts(string, default=no)
If "yes," Amdwill perform RPC authentication using fully-qualified host hamBsis is
necessary for some systems, and especially when performing cross-domain mounting.
For this function to work, theAmd variable ${hostd} is used, requiring that ${domain}
not be null.

hesiod_basdstring, default=automount)
Specify the base name for hesiod maps.

karch (string, default to karch of the system)
Same as thek option to amd.Allows you to eerride the kernel-architecture of your
system. Usefufor example on Sun (SPARC) machines, where you céld bne amd
binary, and run it on multiple machines, yet you want each one to get the ckareht
variable set (for example, sun4c, sundm, sun4u, &oie that if not specified, Amd will
use uname(3) to figure out the kernel architecture of the machine.
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Idap_base(string, default not set)
Specify the base name for AP. This often includes LDAP-specificalues such as
country and ayanization.

Idap_cache_maxmen{numeric, default=131072)
Specify the maximum memory Amd should use to cache LDAP entries.

Idap_cache_secondgumeric, default=0)
Specify the number of seconds to keep entries in the cache.

Idap_hostports(string, default not set)
Specify the LDAP host and port values.

Idap_proto_version(numeric, default=2)
Specify the version of the LDAP protocol to use.

local_domain(string, default no sub-domain)
Same as thed option to Amd. Specify the local domain name. If this option is not
given the domain name is determined from the hostname, by removing the first compo-
nent of the fully-qualified host name.

localhost_addresgstring, default to localhost or 127.0.0.1)
Specify the name or IP address for Amd to use when connecting the sockets for the local
NFS server and the RPC servThis defaults to 127.0.0.1 or whag¢ethe host reports as
its local addressThis parameter is useful on hosts with multiple addresses where you
want to force Amd to connect to a specific address.

log_file (string, default=/dev/stderr)
Same as thel option to Amd. Specify a file name to log Amdrents to. If the string
/dev/stderr is specified, Amd will send itsvents to the standard error file descripttr
the stringsyslogis given, Amd will record its gents with the system loggelyslogd8).
The default syslog facility used is LOGABEMON. If you wish to change it, append its
name to the log file name, delimited by a single colbor example, iflogfile is the
string syslog:local7then Amd will log messages vi&yslod3) using the LOG_LOCAL7
facility (if it exists on the system).

log_options(string, default no logging options)
Same as thex option to Amd. Specify anlogging options for Amd. Options are
comma delimited, and can be preceded by the string "no"gaentheir meaning.The
"dehug" logging option is only\ailable if am-utils was configured with --enable-dgb
You can get the list of supported dejging and logging options by runnimgnd —H.
Possible values are:

all all messages

debug debug messages

error  non-fatal system errors

fatal fatal errors

info  information

map  map errors

stats additional statistical information
user non-fatal user errors
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warn  warnings
warning warnings

map_reload_interval (numeric, default=3600)
The number of seconds that Amd will wait before it checks to seeyiivaps hae
changed at their source (NIS servers, LDAP servers, files, &mjl will reload only
those maps that i@ changed.

nfs_allow_insecure_port(string, default=no)
Normally Amd will refuse requests coming from ungleged ports (i.e. ports >= 1024
on Unix systems), so that only yiteged users and the kernel can send NFS requests to
it. However, some kernels (certain versions of Darwin, MacOS X, and Linuxg flags
that cause them to use unileged ports in certain situations, which causes Amd to stop
dead in its tracks. This parameter allows Amd to operate normvaltyom sich systems,
at the expense of a slight decrease in the security of its operations. If you see messages
like "ignoring request from foo:1234, port not resetin your Amd log, try enabling
this parameter and\g it another go.

nfs_proto (string, default to trying version tcp then udp)
By default, Amd tries TCP and then UDPhis option forces thewerall NFS protocol
used to TCP or UDPIt overrides what is in the Amd maps, and is useful when Amd is
compiled with NFSv3 support that may not be stabléth this option you can turn fof
the complete usage of NFSv3 dynamically (withouwtitngito recompile Amd) until such
time as NFSv3 support is desired again.

nfs_retransmit_counter (numeric, default=11)
Same as theetransmit part of the—t timeout.retransmibption to Amd. Specifies the
number of NFS retransmissions that the kernel will use to communicate with Amd.

nfs_retransmit_counter_udp(numeric, default=11)
Same as thefs_retransmit_counter option, but for all UDP mounts only.

nfs_retransmit_counter_tcp(numeric, default=11)
Same as thefs_retransmit_counter option, but for all TCP mounts only.

nfs_retry_interval (numeric, default=8)
Same as thémeoutpart of the—t timeout.retransmibption to Amd. Specifies the NFS
timeout interval, intenthsof seconds, between NFS/RPC retries (for UDP and TCP).
This is the value that the kernel will use to communicate with Amd.

Amd relies on the kernel RPC retransmit mechanism to trigger mount réttiesalues
of thenfs_retransmit_counterand thenfs_retry interval parameters change theemall
retry intenal. Too long an interval ges poor interactie response; too short an intafv
causes excesd retries.

nfs_retry_interval_udp (numeric, default=8)
Same as thefs_retry interval option, but for all UDP mounts only.

nfs_retry interval_tcp (numeric, default=8)
Same as thefs_retry_interval option, but for all TCP mounts only.
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nfs_vers(numeric, default to trying version 3 then 2)
By default, Amd tries version 3 and then versionThis option forces thewerall NFS
protocol used to version 3 or 2. Marides what is in the Amd maps, and is useful when
Amd is compiled with NFSv3 support that may not be stallith this option you can
turn off the complete usage of NFSv3 dynamically (withoutimg to recompile Amd)
until such time as NFSv3 support is desired again.

nis_domain(string, default to local NIS domain name)
Same as they option to Amd. Specify an alternadi NIS domain from which to fetch
the NIS maps. The dadlt is the system domain name. This option is ignored if NIS
support is not\ailable.

normalize_hostnamegboolean, default=no)
Same as then option to Amd. If "yes," then the name refereed to by ${rhost} is-nor
malized relatte  the host database before being used. The effect is to translate aliases
into “official’’ names.

normalize_slashegboolean, default=yes)

If "yes," then Amd will condense all multiplg’* (slash) characters into one and remo

all trailing slashes. If "no," then Amd will not touch strings that may contain repeated or
trailing slashes. The latter is sometimes useful with SMB mounts, which often require
multiple slash characters in pathnames.

os(string, default to compiled in value)
Same as the-O option to Amd. Allows you to @erride the compiled-in name of the
operating system. Useful when the built-in name is not desired for batloempatibil-
ity reasons.For example, if the build in name isunos5’, you can @erride it to ‘sos5”,
and use older maps which were written with the latter in mind.

osver (string, default to compiled in value)
Same as theo option to Amd. Overrides the compiled-in version number of the operat-
ing system. Useful when the built in version is not desired for backward compatibility
reasons. & example, if the build in version i2:5.1", you can @erride it to ‘5.5.1",
and use older maps that were written with the latter in mind.

pid_file (string, default=/dev/stdout)
Specify a file to store the process ID of the running daemon into. If not specified, Amd
will print its process id onto the standard outpuseful for killing Amd after it had run.
Note that the PID of a running Amd can also be netdevia amq —p. This file is used
only if the print_pid option is on.

plock (boolean, default=yes)
Same as theS option to Amd. If "yes," lock the runningcecutable pages of Amd into
memory To improve Amd’s performance, systems that support pheck(3) or mlock-
all(2) call can lock the Amd process into memofihis way there is less chance it the
operating system will schedule, page out, and swap the Amd process as rEgded.
improves Amd’s performance, at the cost of reserving the memory used by the Amd
process (making it uvailable for other processes).
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portmap_program (numeric, default=300019)

Specify an alternate Port-mapper RPC program nunobeer than the dicial number

This is useful when running multiple Amd processEet example, you can run another

Amd in "test" mode, without &cting the primary Amd process inyaway. For safety
reasons, the alternate program numbers that can be specified must be in the range
300019-300029, incluge. Amq has an optiorP which can be used to specify an alter

nate program number of an Amd to contact. In thag;\amq can fully control apnum-

ber of Amd processes running on the same host.

preferred_amgq_port (humeric, default=0)

Specify an alternate Port-mapper RPC port number for sdwaliq service. This is used
for both UDP and TCPSetting this value to O (or not defining it) will cause Amd to
select an arbitrary port numbe®etting the Amqg RPC service port to a specific number is
useful in firevalled or NAT’ed environments, where you need to wnehich port Amd

will listen on.

print_pid (boolean, default=no)

Same as thep option to Amd. If "yes," Amd will print its process ID upon starting.

print_version (boolean, default=no)

Same as thev option to Amd, but the version prints and Amd continues to Hityes,"
Amd will print its version information string, which includes some configuration and
compilation values.

restart_mounts (boolean, default=no)

Same as ther option to Amd. If "yes" Amd will scan the mount table to determine
which file systems are currently mounté/hene&er one of these would e keen auto-
mounted, Amd inherits it.

show_statfs_entriegboolean), default=no)

If "yes," then all maps which are liweable will also shew the number of entries ¢is)
they have when "df" runs. (This is accomplished by returning non-zezlnes to the
statfs(2) system call).

truncate_log (boolean), default=no)

If "yes," then the log file (if it is a regular file), will be truncated upon startup.

unmount_on_exit(boolean), default=no)

If "yes," then Amd will attempt to unmount all file systems which it knows abiot-

mally Amd leaes dl (esp. NFS) mounted file systems intact. Note that Amd does not
know about file systems mounted before it starts up, unless the restart_mounts option or
-r flag are used.

use_tcpwrappers(boolean), default=yes)

If "yes," then Amd will use the tcpd/librwap tcpwrappers library Yéilable) to control
access to Amd via the /etc/hosts.alland /etc/hosts.derfiles.

vendor (string, default to compiled in value)

The name of the vendor of the operating systédwerrides the compiled-inendor
name. Usefulvhen the compiled-in name is not desiréar example, most Intel based
systems set the vendor name to “unknown”, but you can set it to “rédhat.
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Parameters applicable to regular map sections
map_name(string, must be specified)
Name of the map where theys ae located.

tag (string, default no tag)
Each map entry in the configuration file can be tagged. If no tag is specified, that map
section will avays be processed by Amd. If it is specified, then Amd will process the
map if the-T option was gien to Amd, and the value g&n to that command-line option
matches that in the map section.

EXAMPLES
Here is a real Amd configuration file | use daily.

# GLOBAL OPTIONS SECTION

[ global ]
normalize_hosthames = no
print_pid = no
restart_mounts = yes
auto_dir = /n

log_file = /var/log/amd
log_options = all
#debug_options = all
plock = no

selectors_in_defaults = yes
# config.guess picks up "sunos5" and | damant to edit my maps yet

0S = S0S5

# if you print_version after setting up "os," it will shdt.

print_version = no

map_type = file

search_path = /etc/amdmaps:/ustr/lib/amd:/usr/local/AMD/lib
browsable_dirs = yes

# DEFINE AN AMD MOUNT POINT
[/u]

map_name = amd.u
[/proj]

map_name = amd.proj
[/src]

map_name = amd.src
[/misc ]

map_name = amd.misc
[/import ]

map_name = amd.import

[ /tftpboot/.amd ]

tag = tftpboot
map_name = amd.tftpboot
SEE ALSO

amd(8), amq(8), hosts_accegs).
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“ am-utils” info(1) entry.

Linux NFS and Automounter Admingtion by Erez Zadok, ISBN 0-7821-2739-8, (Sybex, 2001).
http://www.am-utils.org

Amd - The 4.4 BSD Automounter

AUTHORS
Erez Zadok <ezk@cs.sygshedu>, Computer Science Department, $Brook Uniersity, Stony
Brook, Nev York, USA.

Other authors and contributors to am-utils are listed inAth&@HORS file distributed with am-
utils.

7 August 1997 10
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NAME
ar — a.out archve (ibrary) file format

SYNOPSIS
#include <ar.h>

DESCRIPTION
The archte mommandar combines seeral files into one.Archives ae mainly used as libraries of object
files intended to be loaded using the link-editib(1).

A file created withkar begins with the “magic” string!<arch>\n ”. Therest of the arcle is made up of
objects, each of which is composed of a header for a file, a possible file name, and the file ciiments.
header is portable between machine architectures, and, if the file contents are printable véhés asehi
printable.

The header is made up of six variable leng#iclIl fields, folloved by a tw character trailer The fields are
the object name (16 characters), the file last modification time (12 characters), the user andsgeaigh i’
characters), the file mode (8 characters) and the file size (10 charadterg)meric fields are in decimal,
except for the file mode which is in octal.

The modification time is the filst _nt i ne field, i.e., CUTseconds since the epoch. The user and group
id's ae the filest _ui d andst _gi d fields. Thefile mode is the filsst _node field. Thefile size is the
file st _si ze field. Thetwo-byte trailer is the string ""\n".

Only the name field has waprovision for overflow. If any file name is more than 16 characters in length or
contains an embedded space, the string "#1/" followed by3bé length of the name is written in the name
field. Thefile size (stored in the arald header) is incremented by the length of the name. The name is then
written immediately following the arche header.

Any unused characters inaof these fields are written as space characters.ylfialus are their particular
maximum number of characters in length, there will be no separation between the fields.

Objects in the archie ae alvays an en number of bytes long; files which are an odd number of bytes long
are padded with a méine (“\n”) characterdthough the size in the header does not reflect this.

SEE ALSO
ar (1), stat (2)

HISTORY
There hae been at least fouar formats. Thefirst was denoted by the leading “magic” number 0177555
(stored as type int)These archies were almost certainly created on a 16-bit machine, and contain headers
made up of fie fields. Thefields are the object name (8 characters), the file last modification time (type
long), the user id (type char), the file mode (type char) and the file size (type unsigned int). Files were
padded to anven number of bytes.

The second was denoted by the leading “magic” number 0177545 (stored as typdeésy.archies may

have keen created on either 16 or 32-bit machines, and contain headers made up of six fields. The fields are
the object name (14 characters), the file last modification time (type long), the user and gr@aghdtype

char), the file mode (type int), and the file size (type long). Files were paddedvemammber of bytes.

Both of these historical formats may be read \aitif1).

The current archie format (without support for long character names and names with embedded spaces) w
introduced in 4.8SD. The headers were the same as the current format, withxtlepton that names

longer than 16 characters were truncated, and names with embedded spaces (and often trailing spaces) were
not supported. It has beemtended for these reasons, as describedeab®his format first appeared in

NetBSD 3.0 June 1, 1994 1
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4.4BSD.

COMPATIBILITY
The current a.out arcke format is not specified by wistandard.
ELF systems use ther format specified by thaT&T System W UNIX ABI, with the same headers but dif-
ferent long file name handling.

BUGS
The<ar.h>header file, and the manual page, do not currently describe the ELF eedbrmat.

NetBSD 3.0 June 1, 1994 2
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NAME
atf-formats — machine-parseable data formats used by ATF

DESCRIPTION
This manual page describes the multiple data formats usetHnTaese formats affect configuration files,
control files and andata that is externalized or internalized by the tools.

Data files are alays oganized as follows:

Headerl: Valuel \
| head
HeaderN: ValueN /
mandatory blank line
Free-form text contents \

| body
/

A file must alvays contain a ‘Content-Type’ header and musiags separate that header from the body with
a Hank line, @en if the body is empty.

The ‘Content-Type’ is alays of the form:
Content-Type: application/X-atf-<subtype>; version="<version>"

where ‘subtype’ indicates the specific file format and ‘version’ its forraegian. Thisheader must be the
first one of the file.

The main purpose of the ‘Content-Type’ headside from determining the format used in the file, is to
allow future changes to avgn format. Wheneer an incompatible change is made, the version is bumped by
one. Bykeeping the header in the first line, futurrsions may\en remove the need for such a header --
e.g. if some format was replaced by XML files, whickentaeir own mandatory header.

The rest of this document details the different format types.

Format: application/X-atf-atffile, version: 1
Atffiles are logically divided into three sections:

» Test programs: the list of test programs that define the test suite described by the Atffile.

* Meta-data properties: these define some constdmés applicable to all the test programs defined in the
file. Insome sense thalefine the properties that describe the test suite.

» Configuration variables: defaults for configurati@igbles that can beserridden through configuration
files or the command line.

The grammar for Atffiles is the following:

DATA ::= (( CONF | PROP | TP )? COMMENT? NEWLINE ) O EOF
CONF ::="conf:’ WORD EQUAL STRING

PROP ::="prop:’ WORD EQUAL STRING

TP ::= TPFILE | TPGLOB

TPFILE ::="tp: ' STRING

TPGLOB ::="tp-glob: * STRING

STRING ::= WORD | "™ WORD o™

The meaning of the constructions abas:

NetBSD 3.0 Nwember 4, 2007 1
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CONF Definition of a configuration variable.
PROP Definition of a meta-data property.

TPFILE Addition of a test program into the test suifehe string is taken literally as the program’
name, and this program must exist.

TPGLOB Addition of multiple test programs into the test suite. The string is taken as a glob pattern,
which may hge a not have any natches in the current directory.

An example:

prop: test-suite = utilities
conf: unprivileged-user = nobody

tp: t_cp

tp: t_mv

tp: t_df

tp-glob: t_dir_ O

Format: application/X-atf-config, version: 1
Configuration files are very simple: thenly contain a list of ariable name/variable value pair$heir
grammar is:

DATA ::= (VAR? COMMENT? NEWLINE) 0O EOF
VAR ;== WORD EQUAL STRING

COMMENT ::= HASH WORD!

STRING ::= WORD | "™ WORD g

An example:

# This is the system-wide configuration file for ATF.
# The above and this line are comments placed on their own line.

varl = this is a variable value
var2 = this is another one # Optional comment at the end.

Format: application/X-atf-tcs, version: 1
The ‘application/X-atf-tcs’ format is used to describe the results of a collection of test cases; inoodser w
it representshe output of a test pgram. Unfortunatelyit is not easy to control, from inside a test program,
what it prints to both its standard output and standard error streams. This is specially the case of test pro-
grams written in the POSIX shell language, becausg dtee constantly xecuting external tools that may
print unexpected messages at all times. Due to thiB,imposes no restrictions on what a test program can
send to these wvchannels; in fact, theare encouraged to print as much useful information as possible to aid
in the debugging of test failures.

Because we h& ro control over the two gandard streams, the ‘application/X-atf-tcs’ format describes the
structure of a third stream, known as tegults outputthat test programs must generafidote that test pro-
grams send, by default, the results output to the standard output; userttigig to change this whewer

you need to parse the data.) This stream is decoupled from the atreerdtivas the following grammar:

DATA ::= TCS-COUNT TC-STANZA 0O EOF

TCS-COUNT ::='tcs-count’ COLON POSITIVE-NUMBER NEWLINE
TC-STANZA ::= TC-START TC-END

TC-START ::="tc-start’ COLON STRING NEWLINE

TC-END ::="tc-end’ COLON STRING COMMA TCR NEWLINE

NetBSD 3.0 Nwember 4, 2007 2
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TCR ::="passed’ | (‘failed’ | 'skipped’) COMMA STRING
The meaning of the constructions abas:

TCS-COUNT Indicates the number of test cases that willXxeewed. Thereavill be this exact amount of
‘TC-STANZA' constructions following it.

TC-START Indicates the beginning of a test case. This is accompanied by the testerase’

TC-END Indicates the completion of a test case. This is accompanied by the testraase’ its
result and the reason associated with this result (if applicable).

There are multiple reasons behind this design:

* The reader of this format must be able towsheal-time progress to the user as the test cases are pro-
cessed. Therefor¢he ‘TC-START’ construction tells the readerhena test case has started to process
data.

» The reader of this format has to be able tovigi® useful statistics to the user without having to wait for
the end of the file. Hence, thaistence of the ‘TCS-COUNT’ construction located at the beginning of
the file.

» Text-based tools hee © be dle to easily look for the results of avgn test case. This is whthe
‘TC-END’ construction duplicate the test case name already provided in ‘TC-START".

An example:

tcs-count: 2

tc-start: add

tc-end: add, passed

tc-start: subtract

tc-end: subtract, failed, Calculated an unexpected value

Going back to the standard output and standard error streams, the reader has to be able to match the mes-
sages in those wdreams to the test casesythelong to. To do this, these tw dreams must print a magic

string that separates the output of test cases from eachwlthen is enough to synchronize their contents

with the results outputThis string is *__atf_tc_separator__’ and it must printed on a line ofrts d'he

last test case should not be followed by this line because the end of file marker takes its role.

Format: application/X-atf-tps, version: 2
The ‘application/X-atf-tps’ format multiplees the standard output, standard error and results output streams
from multiple test programs into a single data filnis format is used bgtf-run (1) to report the »xecu-
tion of several test programs and is later parsedabfyreport (1) to inform the user of this procesk.
has the following grammar:

DATA :=INFO 0O TPS-COUNT TP-STANZAJ INFOO EOF

INFO ::="info’ COLON STRING COMMA STRING NEWLINE
TPS-COUNT ::="tps-count’ COLON POSITIVE-NUMBER NEWLINE
TP-STANZA ::= TP-START TC-STANZA [0 TC-END

TP-START ::="tp-start’ COLON STRING COMMA POSITIVE-NUMBER NEWLINE
TP-END ::="tc-end’ COLON STRING (COMMA STRING)?
TC-STANZA ::= TC-START (TC-SO | TC-SE) O TC-END
TC-START ::="tc-start’ COLON STRING NEWLINE

TC-SO ::="tc-so’ COLON STRING NEWLINE

TC-SE ::="tc-se’ COLON STRING NEWLINE

TC-END ::="tc-end’ COLON STRING COMMA TCR NEWLINE

TCR ::="passed’ | (‘failed’ | 'skipped’) COMMA STRING

NetBSD 3.0 Nwember 4, 2007 3
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The meaning of the constructions abas:

TPS-COUNT Indicates the number of test programs that will keceted. Therewill be this eact
amount of ‘TP-STANZA'’ constructions following it.

TP-START Indicates the beginning of a test program. This includes the pragmamie and the
amount of test cases that will follo

TP-END Indicates the completion of a test progranis is followed by the programname and, if
the program ended prematurein eror message indicating the reason of @&sufe. A
successfubxecution of a test program @adless of the status of its test cases) must not be
accompanied by srreason.

TC-START Indicates the beginning of a test case. This is accompanied by the tastarase’

TC-SO Contains a text line sent to the standard output stream duringetgien of the test case.
Leading and trailing space is preserved.

TC-SE Contains a text line sent to the standard error stream duringetigtion of the test case.
Leading and trailing space is preserved.

TC-END Indicates the completion of a test case. This is accompanied by the testraase’ its
result and the reason associated with this result (if applicable).

An example:

tps-count: 2

tp-start: calculator, 2

tc-start: add

tc-end: add, passed

tc-start: subtract

tc-so: 3-2 expected to return 1 but got O
tc-end: subtract, failed, Calculated an unexpected value
tp-end: calculator

tp-start: files, 1

tc-start: copy

tc-se: could not find the cp(1) utility
tc-end: copy, skipped

tp-end: files

SEE ALSO
atf (7)

NetBSD 3.0
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NAME
boot.cfg — configuration file for /boot

DESCRIPTION
The file /boot.cfg is used to alter the bebar of the standard boot loader describetiant (8). Configura-
tion changes include setting the timeout, choosing a consdleedaltering the banner text and displaying a
menu allowing boot commands to be easily choskea.boot.cfg file is not present, the system will boot
as normal.

FILE FORMAT
The format of the file is a series of lines containiegword/value pairs separated by an equals it ) .
There should be no whitespace surrounding the equals kiges beginning with a hasb'#’) are com-
ments and will be ignored.

Some leywords can be present multiple times in the file to define additional itSosh keywords are noted
below.

banner  (may be present multiple times) Thettérom banner lines is displayed instead of the standard
welcome text by the boot loadedp to 10 ines can be defined. No special character sequences
are recognised, so to specify a blank line, a banner line with no value shouldrbe gi

menu (may be present multiple times) Used to define a menu item to be displayed to the end-user at
boot time which allars a series of boot commands to be run without further typing. ale v
consists of the required menu text, followed by a cdlah) and then the desired command(s).
Multiple commands can be specified separated by a semi-ctilone specified menu text is
empty (the colon appears immediately after the equals sign), then the displayedxnenthée
same as the comman8or example:

menu=Boot normally:boot

menu=Boot single-user:boot -s

menu=Boot with module foo:load /foo.kmod;boot
menu=Boot with serial console:consdev comO;boot
menu=:boot hdla:netbsd -as

Each menu item will be prefixed by an ascending number when displayed, i.e. the order in the
boot.cfg file is important.

Each command isxecuted just as though the user had typed it in and so carybaléchcom-
mand that wuld be accepted at the normal boot prompt. In addition, ‘prompt’ can be used to
drop to the normal boot prompt.

timeout If the value is greater than zero, this specifies the time in seconds that the boot loadait will w
for the end-user to choose a menu item. During the countdown peripdanalyepress Return to
choose the default option or press a numlagr dorresponding to a menu option. Ifyaather
key is pressed, the countdown will stop and the user will be prompted to choose a menu option
with no further time limit. If the timeout value is set to zero, the default option will be booted
immediately If the timeout alue is ngative a is not a numberthere will be no time limit for
the user to choose an option.

default  Used to specify the default menu itewhich will be chosen in the case of Return being pressed
or the timeout timer reaching zero. Thalue is the number of the menu item as display&sl.
described abee, the menu items are counted from 1 in the order listegbot.cfg . If not
specified, the default value will be option 1, i.e. the first item.

NetBSD 3.0 May 2, 2008 1
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consdev Changes the console device to that specified ingdheev \alid values are gnof those that could
be specified at the normal boot prompt with the consdexmand.

load Used to load kernel modules, which will be passed on togheekfor initialization during early
boot. Theargument is the complete path and file name of the module to be losldghe used
as mag times as needed.

EXAMPLES
Here is an exampleoot.cfg file:

banner=Welcome to NetBSD
banner
banner=

banner=Please choose an option from the following menu:

menu=Boot normally:boot

menu=Boot single-user:boot -s

menu=Boot from second disk:boot hd1a:

menu=Boot with module foo:load /foo.kmod;boot

menu=Boot with modules foo and bar:load /foo.kmod;load /bar.kmod;boot
menu=Go to command line (advanced users only):prompt

timeout=-1

default=1

# Always load ramdisk module

load=/ramdisk.kmod

This will display:
Welcome to NetBSD

Please choose an option from the following menu:

. Boot normally

. Boot single-user

. Boot from second disk

. Boot with module foo

. Boot with modules foo and bar

. Go to command line (advanced users only)

OO, WN P

Option [1]:

It will then wait for the user to type 1, 2, 3, 4, 5 or 6 fakal by Return. Pressing Return by itself will run
option 1. There will be no timeout.

SEE ALSO
boot (8)

BUGS
Support forboot.cfg  is currently forNetBSD/i386 andNetBSD/amd64 onlylt is hoped that its use will be
extended to other appropriate ports that uséotieg (8) interface.

HISTORY
Theboot.cfg  utility appeared ilNetBSD 5.0.

NetBSD 3.0 May 2, 2008 2
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AUTHORS
Theboot.cfg  extensions tdoot (8) were written by Stephen BorriBborrill@NetBSD.orgl
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NAME
bootparams — boot parameter database

SYNOPSIS
/etc/bootparams

DESCRIPTION
The bootparams file specifies the boot parameters takless (8) clients may request when booting
over the netvark. Eachclient supported by this server musvéan entry in thebootparams file contain-
ing the servers and pathnames ford@st , area. Itmay optionally contairswap, dump, and other entry

types.

Each line in the file (other than comment lines that begin with a #) specifies the client name followed by the

pathnames that the client may request by their logical nai@sies are matched in a case-inseresiish-
ion, and may also be wildcarded using shell-style globbing characters.

The components of the line are delimited with blank or tab, and may be continued onto multiple lines with a

backslash.
For example:

dummy root=server:/export/dummy/root \
swap=server:/export/dummy/swap \
dump=server:/export/dummy/swap \
gateway=router:255.255.255.0

When the client named "dummy" requests the pathname for its logical "root" it willvee sgrver
“server " and pathname/éxport/dummy/root " as the response to iRBPCrequest.

netra[1-5lwww [0 root=server:/export/jumpstart/netra_www

When ap client with a name matching the pattern "netra[1-5]wafmequests the pathname for its logical

"root" it will be given server “server " and pathname /éxport/jumpstart/netra_www " as the
response to itRPCrequest. Aghis example implies, this is useful for setting up Jumpstaregefor Sun
clients.

NOTES

The server does not default to the localhost, and must be filled in.

FILES
/etc/bootparams default configuration file

SEE ALSO
diskless (8),rpc.bootparamd  (8)
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NAME
bootptab - Internet Bootstrap Protocol server database

DESCRIPTION
The bootptabfile is the configuration database file fuvotpd the Internet Bootstrap Protocol servlts
format is similar to that adiermcag5) in which two-character case-senatiag symbols are used to repre-
sent host parameters. These parameter declarations are separated by colons (:), with a general format of:

hostname:tg=value:tg=value:tg=value:

wherehostnames the actual name of a bootp client (or a "dummy entry"),tgnigl a two-character tag
symbol. Repliesire returned to clients only if an entry with the cligfithernet or IP address exists in the
booptabfile. Dummyentries hae an invdid hostname (one with a "." as the first character) and are used to
provide default values used by other entries viatthredummy-entry mechanism. Mostags must be fol-
lowed by an equal sign and alwe as abge. Some may also appear in a boolean form with no value (i.e.

'tg:). Thecurrently recognized tags are:

bf Bootfile

bs Bootfilesize in 512-octet blocks

Ccs Cookieserver address list

df Merit dump file

dn Domainname

ds Domaimame server address list

ef Extensiorfile

gw Gatevay address list

ha Hosthardware address

hd Bootfilehome directory

hn Senctlient’s hostname to client

ht Hosthardware type (see Assigned Numbers RFC)
im Impressserver address list

ip HostIP address

lg Log server address list

Ip LPRserver address list

ns IEN-116name server address list

nt NTP(time) Server (RFC 1129)

ra Replyaddress werride

rl Resourcdocation protocol server address list
rp Rootpath to mount as root

sa TFTPserver address client should use

sm Hostsubnet mask

S Swap server address

tc Table continuation (points to similar "template” host entry)
td TFTProot directory used by "secure” TFTP servers
to Time offset in seconds from UTC

ts Time server address list

vm Vendor magic cookie selector

yd YP (NIS) domain name

ys YP(NIS) server address

There is also a generic tagn,Twheren is an RFC1084 vendor field tag humbdius it is possible to
immediately tak advantage of future extensions to RFC1084 without being forced to minoiifpd first.

Generic data may be represented as either a stream of hexadecimal numbers or as a quoted string of ASCII
characters. Thiength of the generic data is automatically determined and inserted into the proper field(s)

of the RFC1084-style bootp reply.

The following tags tad a whitespace-separated list of IP addressgdls, gw, im, Ig, Ip, ns, nt, ra, rl, and
ts. Theip, sa sw, sm, andystags each taka sngle IP address. All IP addresses are specified in standard

Carnegie Mellon Umwiersity Octobei31, 1991 1
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Internet "dot" notation and may use decimal, octal, aatiecimal numbers (octal numbers begin with 0,
hexadecimal numbers begin with '0x’ or '0X")Any IP addresses may alternatly be specified as a host-
name, causingootpdto lookup the IP address for that host name using gethostbynanfet8).ip tag is

not specifiedbootpdwill determine the IP address using the entry name as the host name. (Dummy entries
use an imalid host name towaid automatic IP lookup.)

The ht tag specifies the hardware type code as either an unsigned decimal, octal, or hexadegénak inte

one of the following symbolic namesthernet or ether for 10Mb Ethernetethernet3or ether3 for 3Mb
experimental Ethernetigeee802 tr, or token-ring for IEEE 802 netwrks, pronet for Proteon ProNET

Token Ring, orchaos arcnet, or ax.25for Chaos, ARCNE;Tand AX.25 Amateur Radio networks, respec-
tively. The ha tag takes a hardware address which may be specified as a host name or in numeric form.
Note that the numeric formustbe specified in hexadecimal; optional periods and/or a leading '0x’ may
be included for readabilityThe ha tag must be preceded by thietag (either explicitly or implicitly; setc

below). If the hardvare address is not specified and the type is specified as either "ethernet" or "ieee802",
thenbootpdwill try to determine the hardware address using ether_hostton(3).

The hostname, home directpapd bootfile are ASCII strings which may be optionally surrounded by dou-
ble quotes (). The clierst’request and the values of thé andbf symbols determine hothe serer fills
in the bootfile field of the bootp reply packet.

If the bf option is specified, its value is copied into the reply paclkOtherwisethe name supplied in the
client request is used. If thed option is specified, itsalue is prepended to the boot file in the reply
paclet, otherwise the path supplied in the client request is used. The existence of the boot flle/égsiNO
fied bybootpdbecause the boot file may be on some other machine.

Thebs option specified the size of the boot filk can be written abs=auto which causdsootpdto deter
mine the boot file size automatically.

Some newer versions tftpd provide a security feature to change their root directory usinghto®t(2)
system call. Thetd tag may be used to inforfmootpd of this special root directory used Hypd. (One
may alternatiely use thebootpd"-c chdir" option.) The hd tag is actually relate © the root directory
specified by thed tag. For example, if the real absolute path to your BOOTP client bootfile is /tftp-
boot/bootfiles/bootimage, artéipd uses /tftpboot as its "secure” directottyen specify the folling in
bootptab

‘td=/tftpboot:hd=/bootfiles:bf=bootimage:
If your bootfiles are located directly in /tftpboot, use:
‘td=/tftpboot:hd=/:bf=bootimage:

The satag may be used to specify the IP address of the particular TFTP server you wish the client to use.
In the absence of this tagpotpdwill tell the client to perform TFTP to the same machio®tpdis run-
ning on.

The time ofsetto may be either a signed decimal e specifying the clierd’ime zone offset in seconds
from UTC, or the kyword auto which uses the sesv’s ime zone dket. Specifyinghe to symbol as a
boolean has the same effect as specifging as its value.

The bootfile sizéos may be either a decimal, octal, or hexadecimabertapecifying the size of the boot-
file in 512-octet blocks, or theekword auto which causes the server to automatically calculate the bootfile
size at each request. As with the time offset, specifyindpstgymbol as a boolean has the same effect as
specifyingauto as its value.

The vendor magic cookie selector (tra tag) may tak ane of the following kywords: auto (indicating
that vendor information is determined by the cliemtquest)fc1048 or rfc1084 (which aivays forces an
RFC1084-style reply), amu (which alvays forces a CMU-style reply).

Thehn tag is strictly a boolean tag; it does notadite usual equals-sign andlue. Its presence indicates

that the hostname should be sent to RFC1084 cli@ustpdattempts to send the entire hostname as it is
specified in the configuration file; if this will not fit into the reply petckhe name is shortened to just the

host field (up to the first period, if present) and then tried. In no case is an arbitrarily-truncated hostname
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sent (if nothing reasonable will fit, nothing is sent).

Often, may host entries share common values for certain tags (such as names,setv.). Rather than
repeatedly specifying these tags, a full specification can be listed for one host entry and shared by others via
thetc (table continuation) mechanisn®ften, the template entry is a dummy host which doesmially

exist and neer sends bootp requests. This feature is similar tac¢Heature oftermcag5) for similar ter

minals. Notethat bootpd allows thetc tag symbol to appear anywhere in the host entrijke termcap

which requires it to be the last tag. Information explicitly specified for a hwaysloverrides information

implied by atc tag symbol, rgardless of its location within the entryThe value of théc tag may be the
hostname or IP address ofydwost entry previously listed in the configuration file.

Sometimes it is necessary to delete a specific tag after it has been infetieedT& can be done using
the constructiotag@ which remaes the effect oftag as intermcag5). For example, to completely undo
an IEN-116 name server specification, use ":ns@:" at an appropriate place in the configuratiokftentry
removal with @, a ag is eligible to be set again through thenechanism.

Blank lines and lines lggnning with "#" are ignored in the configuration file. Host entries are separated
from one another by mdines; a single host entry may be extendeel multiple lines if the lines end with

a backslash (\).It is also acceptable for lines to be longer than 80 charactegs may appear in §n
order with the following exceptions: thdostname must be the very first field in an eramg the hardare

type must precede the hardware address.

An example/etc/bootptalfile follows:

# Sample bootptab file (domain=andremu.edu)

.default:\
:hd=/usr/boot:bf=null:\
.ds=netservetancaster:\
‘ns=pcs2, pcsl:\
‘ts=pcs2, pcsl:\
:sm=255.255.255.0:\
:gw=gw.cs.cmu.edu:\
:hn:to=-18000:

carnegie:ht=6:ha=7FF8100000AF:tc=.default:
baldwin:ht=1:ha=0800200159C3:tc=.default:
wylie:ht=1:ha=00DDO0CADFO00:tc=.default:
arnold:ht=1:ha=0800200102AD:tc=.default:
bairdford:ht=1:ha=08002B02A2F9:tc=.default:
bakerstown:ht=1:ha=08002B0287C8:tc=.default:

# Secial domain name server and option tags for next host
butlerjct:ha=08002001560D:ds=128.2.13.42:\
:T37=0x12345927AD3BCF:\
:T99="Special ASCII string™\
‘tc=.default:

gastonville:ht=6:ha=7FFF81000A47:tc=.default:
hahntown:ht=6:ha=7FFF81000434:tc=.default:
hickman:ht=6:ha=7FFF810001BA:tc=.default:
lowber:ht=1:ha=00DD0O0CAF000:tc=.default:
mtoliver:ht=1:ha=00DDO00FE1600:tc=.default:

FILES
/etc/bootptab
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SEE ALSO
bootpd(8), tftpd(8),
DARRA Internet Request For Comments RFC951, RFC1048, RFC1084, Assigned Numbers
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NAME
bounce - Postfix bounce message template format

SYNOPSIS
bounce_template_file = /etc/postfix/bounce.cf

postconf -b[template_filg

DESCRIPTION
The Postfixoouncg8) server produces dedry status notification (DSN) messages for unaedible mail,
delayed mail, successful dedfy or address verification requests.

By default, these notifications are generated franti-n templates with message headers and message
text. Sites can eerride the built-in information by specifying a bounce template file wittbthence tem-
plate_file configuration parameter.

This document describes the general procedure to create a bounce template ¥Viled fojiche specific
details of bounce template formats.
GENERAL PROCEDURE

To aeate a customized bounce template file, create a temporary abphe file /etc/post-
fix/bounce.cf.defaultand edit the temporary file.

To preview the results of ameexpansions in the template text, use the command
postconf -btemporary_file
Errors in the template will be reported to the standard error stream and to the syslog daemon.

While previewing the text, be sure to pay particular attention to the expansion ofdioe parameters that
appear in the delayed mail notification text.

Once the result is sat&ftory copy the template to the Postfix configuration directory and specify in
main.cf something like:

/etc/postfix/main.cf:
bounce_template_file = /etc/postfix/bounce.cf

TEMPLATE FILE FORMAT
The template file can specify templates for failed mail, delayed mail, successfatydetifor addresser-
ification. Thesetemplates are namefdilure_template, delay template success_templateand ver-
ify_template, respectiely. You can but do not lra o gecify all four templates in a bounce template file.

Each template starts witliemplate_name <<EOF" and ends with a line that contains therd/ "EOF"
only. You can change the word ECat you cant enclose it in quotes as with the shell or with Pegh{-
plate_name= <<’EOF’). Here is an example:

# The failure template is used for undetiable mail.

failure_template = <<EOF

Charset: us-ascii

From: MAILER-DAEMON (Mail Delivery System)
Subject: Undeliered Mail Returned to Sender
Postmaster-Subject: Postmaster Copy: Undeld Mail

This is the mail system at host $myhostname.
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I'm sorry to hae o inform you that your message could not
be delvered to one or more recipients slettached belw.
For further assistance, please send mail to postmaster.

If you do so, please include this problem report. You can
delete your own text from the attached returned message.

The mail system

EOF
The usage and specification of bounce templates is subject to the following restrictions:
. No special meaning is gen to the backslash character or to leading whitespace; thesenases al
taken literally.
. Inside the << context, the "$" character is specialpdoduce a "$" character as output, specify
Il$$ll.
. Outside the << context, lines d¢ianing with "#" are ignored, as are empty lines, and lines consist-

ing of whitespace only.
Examples of all templates can be found in thebilance.cf.defaultin the Postfix configuration directory.

TEMPLATE HEADER FORMAT
The first portion of a bounce template consists of optional template headers. These either become message
headers in the dekry status notification, or control the formatting of the notification. Headers not speci-
fied in a template will be left at their default value.

The following headers are supported:

Charset:
The MIME character set of the template message t8eethe "TEMPLATE MESSAGE TEXT
FORMAT" description belw.

From: The sender address in the message header of theryletiatus notification.

Subject:
The subject in the message header of theaglstatus notification.

Postmaster-Subject:
The subject that will be used in Postmaster copies of wedsble or delayed mail notifications.
These copies are sent under control of the notify_classes configuration parameter.

The usage and specification of template message headers is subject to the following restrictions:

. Template message header names can be specified in upperwaseake or mixed case. Postfix
always uses the spelling as shown in the exampleeabo

. Template message headers must not span multiple lines.

. Template message headers must not contain main.cf $parameters.

. Template message headers must contain ASCII characters only.

TEMPLATE MESSAGE TEXT FORMAT
The second portion of a bounce template consists of message text. Asvinexabple shows, template
message t& may contain main.cf $parameters. Besides the parameters that are defined in main.cf, the fol-
lowing parameters are treated specially depending on the suffix that is appended to their name.

delay_warning_time_suffix
Expands into thealue of thedelay warning_time parameterexpressed in the time unit specified
by suffix which is one osecondsminutes, hours, days or weeks
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maximal_queue_lifetime suffix
Expands into the alue of themaximal_queue_lifetime parameterexpressed in the time unit
specified bysuffix See abse underdelay_warning_timefor possiblesuffixvalues.

The usage and specification of template message text is subject to the following restrictions:

. The template message text is not sent in Postmaster copies/efydgtiitus notifications.

. If the template message text contains non-ASCII characters, Postfix requires Ghaitbet:
template header is update8pecify an appropriate superset of US-ASQAl superset is needed
because Postfix appends ASCII text after the message template when it sendarya stialus
notification.

SEE ALSO

bounce(8), Postfix defery status notifications

postconf(5), configuration parameters

LICENSE

The Secure Mailer license must be distributed with this software.
HISTORY

The Postfix bounce template format was originallyetigoed by Nicolas Riendeau.
AUTHOR(S)

Wietse Venema

IBM T.J. Watson Research

PO. Box 704

Yorktown Heights, NY 10598, USA
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NAME
canonical — Postfix canonical table format

SYNOPSIS
postmap /etc/postfix/canonical

postmap -qg "string" / etc/postfix/canonical

postmap -q - /etc/postfix/canonical kputfile

DESCRIPTION
The optionalcanonical5) table specifies an address mapping for local and non-local addresses. The map-
ping is used by theleanup(8) daemon, before mail is stored into the quelige address mapping is recur
sive.

Normally, the canonical5) table is specified as a text file that esras input to thpostmap(1) command.

The result, an inded file in dom or db format, is used for fast searching by the mail system. Execute the
command postmap /etc/postfix/canonicdl to rekuild an indeed file after changing the corresponding
text file.

When the table is provided via other means such as NISPL& SQL, the same lookups are done as for
ordinary indeed files.

Alternatively, the table can be pvied as a mgular-expression map where patterns areegias egular
expressions, or lookups can be directed to TCP-baseérsanthose cases, the lookups are done in a
slightly different way as described belainder "REGULAR EXPRESSION TABLES" or "TCPASED
TABLES".

By default thecanonical5) mapping dects both message header addresses (i.e. addresses that appear
inside messages) and messagelepe addresses (for example, the addresses that are used in SMTP proto-
col commands). This is controlled with tb@nonical_classeparameter.

NOTE: Postfix versions 2.2 and latemrge message headers from remote SMTP clients only if the client
matches the local_header_rewrite_clients paramatérthe remote_header_rewrite_domain configuration
parameter specifies a non-empty value.gét the behavior before Postfix 2.2, specify "local_header_re-
write_clients = static:all".

Typically, one would use theanonical5) table to replace login names Bystname.Lastnamer to dean
up addresses produced bygdey mail systems.

The canonical5) mapping is not to be confused witintual alias support or with local aliasing.olchange
the destination but not the headers, usevitheal (5) oraliase¢5) map instead.

CASE FOLDING
The search string is folded tonercase before database lookup. As of Postfix 2.3, the search string is not
case folded with database types such gexpe or pcre: whose lookup fields can match both upper and
lower case.

TABLE FORMAT
The input format for thpostmap(1) command is as follows:

pattern result
Whenpatternmatches a mail address, replace it by the corresporsinty

blank lines and comments
Empty lines and whitespace-only lines are ignored, as are lines whose first non-whitespace charac-
teris a ‘#.
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multi-line text
A logical line starts with non-whitespace text. A line that starts with whitespace continues a logi-
cal line.

TABLE SEARCH ORDER
With lookups from indeed files such as DB or DBM, or from natvked tables such as NIS, LDAP or
SQL, patterns are tried in the order as listed below:

usei@domain address
Replaceusei@domainby address This form has the highest precedence.

This is useful to clean up addresses produceddagyemail systems. It can also be used to pro-
duceFirstname.Lastnamstyle addresses, but see efor a simpler solution.

user address
Replaceusei@site by addresswhensiteis equal to $hyorigin, whensiteis listed in $nydestina-
tion, or when it is listed in Biet_interfacesor $roxy_interfaces

This form is useful for replacing login namesHiystname.Lastname

@domain address
Replace other addresseglimmainby address This form has the lowest precedence.

Note: @lomainis a wild-card. When this form is applied to recipient addresses, the Postfix SMTP
sener accepts mail for grrecipient indomain regadless of whether that recipientigts. This

may turn your mail system into a backscatter source: Postfix first accepts mail fotistente
recipients and then tries to return that mail as "une@ble” to the often forged sender address.

RESULT ADDRESS REWRITING
The lookup result is subject to address rewriting:

. When the result has the formofderdomainthe result becomes the samserin otherdomain
. When 'append_at_myorigin=ye$, append @$myorigin" to addresses without "@domain”.
. When "append_dot_mydomain=ye§ append ‘$mydomain’ to addresses without ".domain".

ADDRESS EXTENSION
When a mail address localpart contains the optional recipient delimiter say+foa@domair), the
lookup order becomesser+foa@domain user@domain user+foq user, and @domain

The propagate_unmatched_extensiongparameter controls whether an unmatched addretenston
(+foo) is propagated to the result of table lookup.

REGULAR EXPRESSION TABLES
This section describes Wwahe table lookups change when the tablewsrgin the form of regularxpres-
sions. For a description of regular expression lookup table syntaegeegy_tablg5) orpcre_table5).

Each pattern is a regular expression that is applied to the entire address beédy upokThus,
user@domaimmail addresses are not broken up into thusier and @domainconstituent parts, nor is
user+foobroken up intaiserandfoo.

Paterns are applied in the order as specified in the table, until a pattern is found that matches the search
string.

Results are the same as with ixetefile lookups, with the additional feature that parenthesized substrings
from the pattern can be interpolatedfds$2 and so on.

TCP-BASED TABLES
This section describes Wwahe table lookups change when lookups are directed to a TCP-basedFerv
a description of the TCP client/server lookup protocol, tepetable(5). Thisfeature is not\ailable up to
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and including Postfix version 2.4.

Each lookup operation uses the entire address ortogs,user@domaimail addresses are not broken up
into theiruserand @domainconstituent parts, nor isser+foobroken up intaiserandfoo.

Results are the same as with ixetefile lookups.

BUGS
The table format does not understand quoting@uions.

CONFIGURATION PARAMETERS
The follonving main.cf parameters are especially redet. Thetext below provides only a parameter sum-
mary. Seepostcon{5) for more details including examples.

canonical_classes
What addresses are subject to canonical address mapping.

canonical_maps
List of canonical mapping tables.

recipient_canonical_maps
Address mapping lookup table forvetope and header recipient addresses.

sender_canonical_maps
Address mapping lookup table forvetope and header sender addresses.

propagate_unmatched_extensions
A list of address rewriting or forwarding mechanisms that presan address extension from the
original address to the resulipecify zero or more afanonical virtual , alias, forward , include,
or generic

Other parameters of interest:

inet_interfaces
The network intedce addresses that this system k&saiail on. You need to stop and start Post-
fix when this parameter changes.

local_header_rewrite_clients
Rewrite message header addresses in mail from these clients and update incomplete addresses
with the domain name in $myorigin or $mydomain; either tomirite message headers from
other clients at all, or rewrite message headers and update incomplete addresses with the domain
specified in the remote_header_rewrite_domain parameter.

proxy_interfaces
Other interfaces that this machine reesimail on by way of a proxy agent or network address
translator.

masquerade_classes
List of address classes subject to masquerading: zero or morenvefope_sender
ervelope_recipient header_senderheader_recipient

masquerade_domains
List of domains that hide their subdomain structure.

masquerade_exceptions
List of user names that are not subject to address masquerading.

mydestination

List of domains that this mail system considers local.
myorigin

The domain that is appended to locally-posted mail.
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owner_request_special
Give gecial treatment towner-xxxandxxxrequestaddresses.

remote_header_rewrite_domain
Don't rewrite message headers from remote clients at all when this parameter is empty; otherwise,
rewrite message headers and append the specified domain hame to incomplete addresses.

SEE ALSO
cleanup(8), canonicalize and enqueue mail
postmap(1), Postfix lookup table manager
postconf(5), configuration parameters
virtual(5), virtual aliasing

README FILES
Use ‘postconf readme_directory or "postconf html_directory" to locate this information.
DATABASE_README, Postfix lookup tableserview
ADDRESS_REWRITING_README, address rewriting guide

LICENSE
The Secure Mailer license must be distributed with this software.

AUTHOR(S)
Wietse Venema
IBM T.J. Watson Research
PO. Box 704
Yorktown Heights, NY 10598, USA
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NAME
ccd.conf — concatenated disk der configuration file

SYNOPSIS
ccd.conf

DESCRIPTION
The ccd.conf  file defines the configuration of concatenated disk devices, or dtds. used by
ccdconfig  (8) when ivoked with the —C option and at system boot tim&or more information about the
concatenated disk a#gr, seeccd (4).

Each line of the configuration file contains arguments as perdlagument taccdconfig  (8):

ccdileave [flags]dev][. . .]
ccd The name of the ccd.
il eave The interleae, expressed in units dEV_BSIZE.
fl ags The flags for the device, which may be represented as a decimal pnartdadecimal num-
ber, a mmma-separated list of strings, or the word “none”.
dev [...]

The component partitions to be concatenated, which should be dF$yeCD

A ‘# is a comment, andverything to end of line is ignoredA ‘\’ at the end of a line indicates that theine
line should be concatenated with the curreht.\’ preceding ay character (other than the end of line) pre-
vents that charactex’pecial meaning from taking effect.

FILES
letc/ced.conf

EXAMPLES
An exampléeetc/ccd.conf

#
# [/ etc/ccd.conf
# Configuration file for concatenated disk devices

#
# ccd ileave flags component devices
ccdo 16 none /dev/sd2e /dev/sd3e

SEE ALSO
ccd (4), ccdconfig  (8)

HISTORY
Theccd.conf  configuration file first appeared WetBSD 1.1.
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NAME
cidr_table - format of Postfix CIDR tables

SYNOPSIS
postmap -qg "string' cidr:/etc/postfix/filename

postmap -q - cidr:/etc/postfixfilename<inputfile

DESCRIPTION
The Postfix mail system uses optional lookup tables. These tables are usdhfty an db format. Alter
natively, lookup tables can be specified in CIDR (Classless-wanain Routing) form. In this case, each

input is compared against a list of patterns. When a match is found, the corresponding result is returned and
the search is terminated.

To find out what types of lookup tables your Postfix system supports ugmgtedhf -mi' command.

To test lookup tables, use thedstmap -d' command as described in the SYNOPSISvabo

TABLE FORMAT
The general form of a Postfix CIDR table is:

network _addregsetwork_mask asult
When a search string matches the specified network block, use the correspesulineglue.
Specify 0.0.0.0/0 to matclvery IPv4 address, and ::/0 to matclesy IPv6 address.

An IPv4 network address is a sequence of four decimal octets separated by ".", and an IPv6 net-
work address is a sequence of three to eight hexadecimal octet pairs separated by ":".

Before comparisons are made, lookgykand table entries are cesrted from string to binary
Therefore table entries will be matchedaelless of redundant zero characters.

Note: address information may be enclosed inside "[]" but this form is not required.

IPv6 support is\ailable in Postfix 2.2 and later.

network_addess esult
When a search string matches the specified network address, use the corresgsuitivatye.

blank lines and comments
Empty lines and whitespace-only lines are ignored, as are lines whose first non-whitespace charac-
teris a ‘#.

multi-line text

A logical line starts with non-whitespace text. A line that starts with whitespace continues a logi-
cal line.

TABLE SEARCH ORDER
Paterns are applied in the order as specified in the table, until a pattern is found that matches the search
string.
EXAMPLE SMTPD ACCESS MAP
/etc/postfix/main.cf:
smtpd_client_restrictions = ... cidr:/etc/postfix/client.cidr ...

[etc/postfix/client.cidr:
# Rule order matters. Put more specific whitelist entries
# before more general blacklist entries.
192.168.1.1 OK
192.168.0.0/16 REJECT
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SEE ALSO
postmap(1), Postfix lookup table manager
regexp_table(5), format of regular expression tables
pcre_table(5), format of PCRE tables

README FILES
Use ‘postconf readme_directory or "postconf html_directory" to locate this information.
DATABASE_README, Postfix lookup tableserview

AUTHOR(S)
The CIDR table lookup code was originally written by:
Jozsef Kadlecsik
KFKI Research Institute for Particle and Nuclear Physics
POB. 49
1525 Budapest, Hungary

Adopted and adapted by:

Wietse Venema

IBM T.J. Watson Research

PO. Box 704

Yorktown Heights, NY 10598, USA
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NAME
config — kernel configuration file syntax

DESCRIPTION
The kernel configuration file specifies the way the kernel should be compiled by the rest of the toltlchain.
is processed bgonfig (1) to produce a number of files that will alehe user to compile a possibly cus-
tomised lernel. Onecompilation can issue weral kernel binaries, with dérent root and dump devices con-
figurations, or with full debugging information.

This manual page is intended to geas a omplete reference of all aspects of the syntax used in thg man
files processed byconfig (1). The novice user will prefer looking at the examplesvegi in
config.samples  (5) in order to understand bettemhthe default configuration can be changed, and ho
all of its elements interact with each other.

The lernel configuration file actually contains the description of all the optionsrgiiand source files
involved in the kernel compilation, and the logic that binds thefine machine statement, usually found in
the std.${MACHINE} file, hides this from the user by automatically including all the deseifies
spread all around the kernel source tree, the main one dmifigjles

Thus, the kernel configuration file containsotparts: the description of the compilation options, and the
selection of those optiondHowever, it begns with a small preamble that controls a couple of options of
config (1), and a fe statements belong to wof the two sctions.

The user controls the options selection part, which is located in a file commonly referencednamthe
configuation file or simply thekernel configuration file The deeloper is responsible for describing the
options in the relent files from the kernel source tree.

Statements are separated by new-line charadttraever, new-line characters can appear in the middle of a
given gatement, with the value of a space character.

OBJECTS AND NAMES
config (1) is a rather complicated piece of software that tries to comply wjtlcanfiguration the user
might think of. Quite a f& different objects are manipulated through teenkl configuration file, therefore
some definitions are needed.

Options and attributes
The basic objects driving the kernel compilation@tons and are callec@t t ri but es in some contes.
An at tri but e usually refers to a feature avgn piece of hardware might ia Howeve, the scope of an
attribute is rather wide and can just be a place holder to group some source files together.

There is a special class of attribute, nanméelface attrilute, which represents a hook that allows a device to
attach to (i.e., be a child of) anothewrige. Aninterface attritute has a (possibly empty) list bocat or s

to match the actual location of avitee. For example, on a PCI bus, devices are located dgvae number
that is fixed by the wiring of the motherboarldditionally, each of those devices can appear through se
eral interfaces namefdinctions A single PCI deice entity is a unique function number of aegi device
from the considered PClub. Thereforethe locators for gci (4) device aredev (for device), and
functi on.

Al ocat or can either be a single igfer value, or an array of integalues. ltcan hae a eéfault value, in
which case it can be wildcarded with a “?” in the options selection section of the configuratidnsfitgle
| ocat or definition can ta& ane of the following forms:

1. locator

2. locator =val ue

NetBSD 3.0 June 10, 2008 1
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3. locator]l ength]

4. locator[lengthl={value, ...}
The variants that specify a default value can be enclosed into squaretfrackvhich case the locator will
not have o be pecified later in the options selection section of the configuration file.

In the options selection section, the locators are specified when declaring an instance as a space-separated list
of “ll ocat or [(Ival ue where value can be the “?” wildcard if the locator allows it.

Devices, instances and attachments
The main benefit of the kernel configuration file is tovaltbe user towid compiling some dviers, and
wire down the configuration of some othek¥e havealready seen that diees attach to each other through
interface attrilutes but not eerything can attach to gthing. Furthermorethe user has the ability to define
precise instances for theuvilees. Ani nst ance is simply the reality of a device when it is probed and
attached by the kernel.

Each drver has a name for its diees. ltis called the base device name and is founlgaa® in this docu-

mentation. An nst ance is the concatenation of a device nhame and a nuntbdhe kernel configuration
file, instances can sometimes be wildcarded (i.e., the number is replace@loy a “?”) in order to match
all the possible instances of a device.

The usual @ becomes a “?” when the instance name is used astashment name In the options selec-
tion part of the krnel configuration files, amttachments aninterface attritute concatenated with a number
or the wildcard “?".

Pseudo-devices
Some components of the kernel behéke a cevice although thedon't haveary actual reality in the hard-
ware. For example, this is the case for special network devices, suoh 8) andtap (4). They are inte-
grated in the &nel as pseudo-devices, and cawehgveaal instances andven children, just lilke normal
devices.

Dependencies
The options description part of the kernel configuration file contains all the logic that ties the source files
togetherand it is done first through writing down dependencies betwesfig (1) objects.

In this documentation, the syntax fdependenci es is a comma-separated list ofpti ons and
attributes.

For example, the use of an Ethernet network card requires the source files that handle the specificities of that
protocol. Thereforegll Ethernet network card a@drs depend on thet her attribute.

Conditions
Finally, source file selection is possible through the help of conditionals, referredctmdst i on later in
this documentationThe syntax for those conditions uses well-known operators ( “&”, “|” and “") to com-

bineopti ons andattri but es.

CONTEXT NEUTRAL ST ATEMENTS
version yyyymudd
Indicates the syntaxevsion used by the rest of the file, or until thetmersion statement. Thargument
is an ISO date A given config (1) binary might only be compatible with a limited range of version num-
bers.

include  path
Includes a file. The path is relatito the top of the kernel source tree, or the inner-most deffiredick
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cinclude path
Conditionally includes a file. Contrary toclude , it will not produce an error if the file does nodse.
The argument obeys the same rules amfdude

prefix [pat h]

If pat h is given, it pushes a meprefix forinclude andcinclude . prefix statements act léka sack,
and an emptpat h agument has the latest prefix popped otite pat h argument is either absolute or rel-
ative o the current defined prefix, which defaults to the top of ther kernel source tree.

ifdef attribute
ifndef attribute
elifdef attribute
elifndef attribute
else

endif

Conditionally interprets portions of the current file. Those statements depend on whether or n@nthe gi
attri but e has been previously defined, throudgfine or ary other statement that implicitely defines
attributes such agevice .

PREAMBLE
In addition toinclude , cinclude , andprefix ,the preamble may contain the following optional state-
ments:
build path
Defines the bild directory for the compilation of the eknel. It replaces the default of
..lcompile/<config-file> and is superseded by thd parameter ofonfig (1).

source path
Defines the directory in which the source of the kernesli Itreplaces the default of../../.. and is
superseded by thes parameter otonfig (1).

OPTIONS DESCRIPTION
The user will not usually va © use descriptie datements, as thieare meant for the deloper to tie a gien
piece of code to the rest of therkel. Havever, third parties may provide sources to add to the kernel com-
pilation, and the logic that binds them to thetBSD kernel will have 1o be alded to the user-edited configu-
ration file.

devclass cl ass

Defines a special attribute, nand@ice class A given device cannot belong to more than one device class.
config (1) translates that property by the rule that @adecannot depend on more than one device class,
and will properly fill the configuration information file it generates according to that value.

defflag [file]loption [option [...]][:dependencies]

Defines a boolean option, that can either be selected or be un-selected by the usempitbnthe state-
ment. Theoptionalf i | e amgument names a header file that will contain the C pre-processor definition for
the option. If no file name is gien, it will default toopt _<opt i on>. h. config (1) will always create

the header file, but if the user choose not to select the option, it will be.eSeptyal options can be com-
bined in one header file, for cmmience. Theheader file is created in the compilation directongking

them directly accessible by source files.

defparam [fil e]option [=value][:=lint-value][option [...]][:dependencies]
Behaves like defflag , except the defined option mustveaa \alue. Suctoptions are not typed: thean
have dther a numeric or a stringalue. Ifaval ue is specified, it is treated as a alelt, and the option is
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always defined in the corresponding header fifea | i nt - val ue is specifiedconfig (1) will use it as a
value when generating a lint configuration with , and ignore it in all other cases.

deffs [file]name [nane [...]]

Defines a file-system name. It is no more than a regular option, as defidedflag , but it allows the
user to select the file-systems to be compiled in the kernel wifiiethsystem statement instead of the
options  statement, andonfig (1) will enforce the rule that the user must select at least one file-system.

obsolete defflag [file]loption [option [...]]

obsolete defparam [file]loption [option [...]]

Those tvo gatements are identical and mark the listed option names as obdbléie.user selects one of
the listed options in the kernel configuration fdenfig (1) will emit a warning and ignore the optiofihe
optionalf i | e argument should match the original definition of the option.

define attribute [{l ocators}][: dependenci es]

Defines amattri bute. Thel ocat or s list is optional, and can be emptif the pair of brackets are
present, the locator list is defined and the declaredwtiriiiecomes ainterface attrilute, on which devices
can attach.

maxpartitions nunber
Defines the maximum number of partitions the disklabels for the considered architecture canhiwld.
statement cannot be repeated and should only appearstdi8ARCH} file.

maxusers min default max

Indicates the range of values that will later be acceptembbflg (1) for themaxusers statement in the
options selection part of the configuration fila. case the user doesimclude amaxusers statement in
the configuration file, the valudef aul t is used instead.

device base [{l ocat or s}][: dependencies]

Declares a dece of namebase. The optional list of ocat or s, which can also be emptindicates the
device can hae dildren attached directly to itinternally that meansdase becomes an nt erf ace
attribute. For every device the user selectsonfig (1) will add the matchingFDRIVER_DECD
statement toioconf.c . Howeve, it is the responsibility of the deloper to add the relent
CFATTACH_DEQ) line to the source of the devisativer.

attach base at attr [attr [, .. .]][with nane][:dependencies]

All devices must hae & least one declared attachment. Otherwisey thil never be found in the
autoconf (9) process. The attributes on which an instance oficdebase can attach must be
interface attributes, orroot in case the déce is at the top-lesl, which is usually the case of
e.g.,mainbus (4). Theinstances of dece base will later attach to one interface attribute from the speci-
fied list.

Differentattach  definitions must use different names usinguiith option. Itis then possible to use the
associatethane as a conditional element irfile  statement.

defpseudo base [: dependencies]
Declares a pseudodee. Thosedevices dont need an attachment to be declaredy thdl always be
attached if thg were selected by the user.

defpseudodev  base [{l| ocat or s}] [: dependencies]

Declares a pseudodee. Thosedevices dont need an attachment to be declaredy thdl always be
attached if thg were selected by the uselhis declaration should be used if the pseudodevice uses
autoconf (9) functions to manage its instances or attach children. As for normal devices, an optional list of
| ocat or s can be defined, which implies an interface attribute namase, alowing the pseudo-déce to

have dildren. Interfice attributes can also be defined indapendenci es list.
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file  path [conditi on][needs-count ][needs-flag ] [compile with rul e]

Adds a source file to the list of files to be compiled into the kernel, ittmali ti ons are met. The
needs-count  option indicates that the source file requires the number of all the countable objects it
depends on (through tteondi ti ons) to be afined. Itis usually used fopseudo- devi ces whose
number can be specified by the user ingbeudo-device  statement. Countabltgbjects are devices and
pseudo-deices. for the formerthe count is the number of declared instandes.the lattey it is the num-

ber specified by the usalefaulting to 1. Theneeds-flag  options requires that a flag indicating the selec-
tion of an attribute to be created, but the precise numbeémn=seded. Thiss useful for source files that only
partly depend on the attribute, and thus need to add pre-processor statements for it.

needs-count andneeds-flag  both produce a header file for each of the consideredud#tsib The
name of that file ixattribute>.h . It contains one pre-processor definitionNATTRIBUTEset to O if
the attribute was not selected by the pseto the number of instances of the device inrieeds-count
case, or to 1 in all the other cases.

Ther ul e agument specifies thmake(1) rule that will be used to compile the source flfdt is not given,

the default rule for the type of the file will be usdtbr a gven file, there can be more than dile  state-
ment, but not from the same configuration source file, and all later statements can only spdc#yaegu-
ment, and n@ondi ti ons or flags. This is useful when a file needs special consideration from one partic-
ular architecture.

object path [condition]
Adds an object file to the list of objects to be &dkinto the kernel, if theondi ti ons are met. This is
most useful for third parties providing binary-only components.

device-major base [char number][block number][condition]

Associates a major diee number with the déce base. A device can be a character device, a blockae
or both, and can a dfferent numbers for eachChecondi ti on indicates when the relent line should
be added tioconf.c , and works just lile thefile  statement.

makeoptions condi ti on name+=val ue [,condition name+=val ue]
Appends to a definition in the generatdkefile

OPTIONS SELECTION
machine machi ne [arch [subarch [.. .]]]
The machine statement should appear first in thegriel configuration file, with the exception of cotte
neutral statements. It makesnfig (1) include, in that ordethe following files:
1. confffiles
2. arch/${ARCH}/conf/files.${ARCH} if defined
3. arch/${SUBARCH]}/conf/files.${SUBARCH} for each defined sub-architecture
4. arch/${MACHINE}/conf/files.${MACHINE}
It also defines an attribute for thechi ne, thear ch and each of theubar ch.

package path
Simpler version of:

prefix PATH
include FILE
prefix

ident string
Defines the indentification string of therkel. Thisstatement is optional, and the name of the main configu-
ration file will be used as a default value.
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maxusers nunber

Despite its hame, this statement does not limit the maximum number of users on the system. There is no
such limit, actually Howeve, some kernel structures need to be adjusted to accommodate with more users,
and themaxusers parameter is used fok@mple to compute the maximum number of opened files, and the
maximum number of processes, which itself is used to adjust ettier parameters.

options name [=val ue] [,nanme [=value], .. .]
Selects the optionane, affecting it aval ue if the options requires it (see thefflag  anddefparam
statements).

If the option has not been declared in the options description part of the kernel configuration mathinery
will be added as a pre-processor definition when source files are compiled.

no options nane [,name [, .. .]]

Un-selects the optionane. If option name has not been previously selected, the statement produces an
error.

[no] file-system nane [,name [, .. .]]

Adds or remues aupport for all the listed file-system#\ kernel must hee support for at least one file-sys-
tem.

config nane rooton device [type fs][dumpson device]
Adds nare to the list of lkernel binaries to compile from the configuration file, using the specified root and
dump devices information.

Any of thedevi ce andf s parameters can be wildcarded with “?” to let the kernel automaticallyvéisco
those values.

At least oneconfig  statement must appear in the configuration file.

no config nane
Remawes nane from the list of kernel binaries to compile from the configuration file.

i nstance at attachnent [l ocator specification]
Configures an instance of a device attaching at a specific location in the devioklltprameters can be
wildcarded, with a7 fori nst ance, and a “?” forat t achnment and the locators.

no i nstance [at attachment]

Remaves the previously configured instances of aide that exactly match thevgn gecification. Iftwo
instances differ only by their locators, both are reedo If no att achnment is specified, all matching
instances are remaed.

If i nstance is a bare device name, all the previously defined instances of that degardless of the
numbers or wildcard, are reneml.

no device at at t achnent
Remaves dl previously configured instances that attach to the specified attachthentt achnent ends
with a "7, all instances attaching to all the variantsibt achnment are remwed.

pseudo-device devi ce [nunber ]
Adds support for the specified pseudeide. Theparametenunber is passed to the initialisation function
of the pseudo-device, usually to indicatavhmary instances should be created. Itaddfs to 1, and some
pseudo-devices ignore that parameter.

no pseudo-device nane
Remauwes aupport for the specified pseudo-device.
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makeoptions  name=value [ nane+=value [, . . . ]]
Adds or appends to a definition in the generdiedkefile . A definition cannot bew@rriden, it must be
removed before it can be added again.

no makeoptions nane [,name [, .. .]]
Remawes ane or more definitions from the generakéakefile

FILES
The files are relate o the kernel source top directory (e/fgysr/src/sys ).
arch/${MACHINE}/conf/std.${MACHINE} Standard configuration for thevgh architecture. This
file should alvays be included.
arch/${MACHINE}/conf/GENERIC Standard options selection file for thevegi architec-
ture. Usersshould alvays start changing their main
kernel configuration file by editing a cppf this file.
confffiles Main options description file.
EXAMPLES

config.samples  (5) uses seral examples to a@r all the practical aspects of writing or modifying a
kernel configuration file.

SEE ALSO
config (1),options (4), config.samples  (5), config (9)
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NAME
config.samples — kernel configuration file syntax examples

DESCRIPTION
Devices, drivers and instances
For a gven device, at most one drér will attach. In order for a dwier to atach, the kernel configuration file
must include a compatible instance of thevarfor the location of the dé&ce. Thefollowing lines from the
GENERICkernel configuration file oNetBSD/i386 are examples of instances ofvefrs:

pchb O at pci? dev ? function ? # PCI-Host bridges

pcib O atpci? dev ? function ? # PCI-ISA bridges

ppb O at pci? dev ? function ? # PCI-PCI bridges

siop 00 atpci? dev ? function ? # Symbios 53c8xx SCSI

esiop [0 atpci? dev ? function ? # Symbios 53c¢875 SCSI and newer
ix0 at  isa? port 0x300 irqg 10 # EtherExpress/16

The first three instances alldhree different dxiers to attach to all the matchinguitees found on anPCI
bus. Thisis the most generic case.

The next tvo lines allav two dstinct drivers to attach to gnmatching device found on @arPCl bus, lut
those tvo drivers are special because yHath support some of the samevides. Eachof the driver has a
matching function that returns their score for the device that is being considertedonf (9) decides at
run-time which dnver will attach. Of course, it is deterministic so if the usantg to change the der that
attaches to the device, the instance of the othegrdrill have o be emoved, e.g. by commenting it out.

The last line configures an instance of an ISkice Unlike the PCI bus, the ISA bus cannot digaothe
devices that are present on thasb Thedriver has to try accessing the device in order to discd. That
implies locators must be specified to some extent:vardsould usually need the base address of thécde

some need the IRQ line that the device is configured to use, thoug some others would just try awat of kno
values, at the risk of badly interacting with other devices on the bus.

Hard-wiring k ernel configuration
This technique consists in specifying exactly the location of the devices @enasgstem. Inthe general
case it hasery little use, because it does not change the size of the kernel, and it vt préom finding
devices in case the hardware changes dightly.

Let's consider the following excerpt adimesg(8) output:
auichO at pciO dev 31 function 5: i82801DB/DBM (ICH4/ICH4M) AC-97 Audio

The auich (4) driver (which controls Intes AC-97 audio chips) attached there because of thewfoitp
instance olGENERIC

auich [0 at pci? dev ? function ?
Hard-wiring that instance means re-writing it to the following:
auichO at pciO dev 31 function 5
and that wayaui chO will attach to that specific location, or will not attach.
Removing options and drivers
When two kernel configurations diér by a very small number of changes, it is easier to manage them by

having one include the otheand add or remee the diferences. Remung options and dvers is also useful
in the situation of a user whoawts to follav the derelopment ofNetBSD: drivers and options get added to

NetBSD 3.0 June 4, 2006 1



CONFIG.SAMPLES (5) NetBSD File Formats Manual CONFIG.SAMPLES (5)

the configuration files found in the source tree, sucBBBERIC so ;e can include it and reme &l
options and dviers that are not rel@nt to the considered system. AdditionsS2BNERICwill then automat-
ically be followed and used in caseytaee relevant.

While negating an options (witlmo options ) is unambiguous, it is not as clear for devices instances.

Theno instance definition statements ofonfig (1) syntax only apply on the current state of the
configuration file, not on the resulting kernel binaaytoconf (9) has no knowledge of instanceget#on,
thus it is currently impossible to express the following in a kernel configuration file:

“I want support forath (4) attaching apci (4), but | do not want gninstance oath (4) attaching at
pci 3.”

For a real-world use oho device at i nst ance consider the following, taken fromMetBSD/i386:

include "arch/i386/conf/GENERIC"
acpiO at mainbus?

com(] at acpi?
[... more instances of legacy devices attaching at acpi? ...]
no device at isa0

One could actually Ve without thei sa0 instance, as all thedecy devices are attached atcpi 0. But
unfortunately dependencies on thesa attribute are not well igistered all through the source tree, so an
instance of thésa (4) driver is required to compile adtnel. Sawhile:

noisa 0O
is what is intended, thisa (4) instance itself must be kept, and that is precisely the difference made by:
no device at isa0
Interface attrib utes
Interface attrilutesare a subtility otonfig (1) andautoconf (9), which often confuses users and utilities

that parselmesg(8) output to manipulate kernel configuration files. Whay e is best shown by the fol-
lowing example.

Thedmesg(8) output look lile this:

auvia0 at pciO dev 17 function 5: VIA Technologies VT8235 AC’'97 Audio (rev 0x50)
audioO at auviaO: full duplex, mmap, independent

while the kernel configuration look kkthis:

auvia [0 at pci? dev ? function ?
audio [0 at audiobus?

It is not olwvious from the kernel configuration file that andio (4) device can attach at auvia (4)
device. audi obus is aninterface attributeexposed byauvi a.

Of course, it is possible to specify

audio O at auvia?
in the kernel configuration file,ub then one instance per audio controler would be neetigdrface
attributesreflect the fact there is a standard way to attach a device to its parent, no matter what the latter is
precisely It aso means kver maintainance of the kernel configuration files becauserslifior audio con-
trolers are added more easily.
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Most attachments are done througterface attritutes dthough only a fev of them are specified thatawy in
the configuration files found in the tree. Another example of such an attrilate:is

viaideO at pciO dev 17 function 1
atabusO at viaideO channel 0

viaide [ at pci? dev ? function ?
atabus O at ata?

SEE ALSO
config (1),options (4),config (5),dmesg(8)
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NAME
core — memory image file format

SYNOPSIS
#include <sys/param.h>

For a.out-format core files:
#include <sys/core.h>
For ELF-format core files:

#include <sys/exec.h>
#include <sys/exec_elf.h>

DESCRIPTION
A small number of signals which cause abnormal termination of a process also cause a record of the
processs in-core state to be written to disk for latesamination by one of thevailable debuggers (see
signal (7)).

This memory image is written to a file named from a per-process template; provided the terminated process
had write permission, and ptided the abnormality did not cause a system crash. (Inuéns,e¢he decision
to save the core file is arbitranygeesavecore (8).) Thefile is named from a pgrocess template, mapped
to the sysctl ariableproc.<pid>.corenamegwhere <pid> has to be replaced by the pid in decimal format of
the process).This template is either an absolute or re&@fath name, in which format characters can be
used, preceded by the percent charattét”) . The following characters are recognized as format and sub-
stituted:

n The process'rame

p The PID of the process (in decimal)

t The process’aeation date (a lame (3), in decimal)

u The login name, as returned ggtlogin  (2)

By default, the per-process template string points to the default core name template, which is mapped to the
sysctl \ariablekern.defcorename Changing this value on avk s/stem will change the core name template

for all processes which didnhavea per-process template set. The default value of the default core name
template is%n.core and can be changed at compile-time with thenkl configuration optiooptions
DEFCORENAMEeeoptions (4))

The per-process template string is inherited on process creation, but is reset to point to the default core name
template onxecution of a set-id binary.

The maximum size of a core file is limited bgtrlimit (2). Fileswhich would be larger than the limit
are not created.

ELF CORE FORMAT
ELF-format core files are described by a standard EdeE beader and a series of ELF program headers.
Each program header describes a range of the virtual address space of the process.

In addition,NetBSD ELF core files include an ELF note section which provides additional information about
the process.The first note in the note section has a note name of “NetBSD-CORE” and a note type of
ELF_NOTE_NETBSD_CORE_PROCINFO (1), and contains the following structure:

struct netbsd_elfcore_procinfo {

/ O Version 1 fields start here. o
uint32_t cpi_version; / O netbsd_elfcore_procinfo version o
uint32_t cpi_cpisize; / O sizeof(netbsd_elfcore_procinfo) o
uint32_t cpi_signo; / O killing signal o
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uint32_t cpi_sigcode; / O signal code o
uint32_t cpi_sigpend[4]; / O pending signals o
uint32_t cpi_sigmask[4]; / O blocked signals o
uint32_t cpi_sigignore[4]; / O blocked signals o
uint32_t cpi_sigcatch[4]; / O blocked signals o
int32_t cpi_pid; / O process ID o
int32_t cpi_ppid; / O parent process ID o
int32_t cpi_pgrp; / O process group 1D o
int32_t cpi_sid; / O session ID o
uint32_t cpi_ruid; / O real user ID o
uint32_t cpi_euid,; / O effective user ID o
uint32_t cpi_svuid, / O saved user ID o
uint32_t cpi_rgid; / O real group 1D o
uint32_t cpi_egid,; / O effective group ID o
uint32_t cpi_svgid,; / O saved group ID o
uint32_t cpi_nlwps; / O number of LWPs [0
int8_t  cpi_name[32]; / O copy of p->p_comm o
/ O Add version 2 fields below here. o
¥
The fields ofst ruct net bsd_el f core_proci nf o are as follows:
cpi_version The version of this structurelhe current version is defined by the NETBSD_ELF-
CORE_PROCINFO_VERSION constant.
cpi_cpisize The size of this structure.
cpi_signo Signal that caused the process to dump core.
cpi_sigcode Signal-specific code, ifyamorresponding t@pi_signo
cpi_sigpend A mask of signals pending dedry to the process. This may be examined byyeop
ing it to asi gset _t.
cpi_sigmask The set of signals currently blocked by the process. This may be examinedyby cop
ing it to asi gset _t.
cpi_sigignore The set of signals currently being ignored by the process. This may be examined by
copying it to asi gset _t.
cpi_sigcatch The set of signals with registers signals handlers for the pro€assmay be xam-
ined by copying itto @i gset _t.
cpi_pid Process ID of the process.
cpi_ppid Process ID of the parent process.
cpi_pgrp Process group ID of the process.
cpi_sid Session ID of the process.
cpi_ruid Real user ID of the process.
cpi_euid Effectve wser ID of the process.
cpi_svuid Swaed user ID of the process.
cpi_rgid Real group ID of the process.
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cpi_egid Effectve goup ID of the process.

cpi_svgid Sued group ID of the process.

cpi_nlwps Number of kernel-visiblexecution contexts (LWPSs) of the process.
cpi_name Process name, copied from the p_comm fiedtlofict pr oc.

The note section also contains additional notes for each kernel-vigdlation context of the process
(LWP). Thesenotes hae rames of the form “NetBSD-CORE@nn” where “nn” is the LWP ID of tkezig-

tion context, for gample: “NetBSD-CORE@1”. These notes contain register and othexgition con-
text data in the same format as is used byptiace (2) system call. The note types correspond to the
ptrace (2) request numbers that return the same d&wa. example, a note with a note type of
PT_GETREGS would containst ruct reg with the register contents of th&eeution cont&t. For a
complete list of wailable ptrace (2) request types for awgh achitecture, refer to that architectige’
<machine/ptrace.h> header file.

A.OUT CORE FORMAT
The core file consists of a core header fedd by a number of segments. Each segment is preceded by a
core segment headeBoth the core header and core segment header are defisgd/aore.h [

The core headest ruct cor e, gecifies the lengths of the core header itself and each of thwifallo
core segment headers to alltor ary machine dependent alignment requirements.

struct core {

uint32_t c_midmag; / O magic, id, flags o

uintl6_t c_hdrsize; / O Size of this header (machdep algn) o
uintl6_t c_seghdrsize; / O Size of a segment header o

uint32_t c_nseg; / O # of c oresegments [

char ¢_name[MAXCOMLEN+1]; / O Copy of p->p_comm o

uint32_t c_signo; / O Killing signal o

u_long c_ucode; / O Signal code o

u_long C_cpusize; / O Size of machine dependent segment o
u_long c_tsize; / O Size of traditional text segment o
u_long c_dsize; / O Size of traditional data segment o
u_long C_ssize; / O Size of traditional stack segment o

%

The fields ofst r uct cor e are as follows:

c_midmag Core file machine ID, magic value, and flags. Thesees may be extracted with
the CORE_GETMID, CORE_GETMAGI(E and CORE_GETFLAG macros. The

machine ID values are listed iBys/exec_aout.h [J For a \alid core file, the
magic value in the header must BOREMAGICNo flags are defined for the core

header.
c_hdrsize Size of this data structure.
c_seghdrsize Size of a segment header.
C_nseg Number of segments that fallthis header.
C_hame Process name, copied from the p_comm fiedltlofict pr oc.
c_signo Signal that caused the process to dump core.
c_ucode Code associated with the signal.
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C_cpusize Size of the segment containing CPU-specific information. This segment waél ha
the CORE_CPllag set.

c_tsize Size of the segment containing the program text.

c_dsize Size of the segment containing the progra&aditional data area.

C_ssize Size of the segment containing the progsatraditional stack area. This grment

will have the CORE_STACHKag set.
The header is followed by _nseg segments, each of which is preceded with gnsent headest r uct

cor eseg:

struct coreseg {
uint32_t c_midmag; / O magic, id, flags o
u_long c_addr; / O Virtual address of segment o
u_long c_size; / O Size of this segment o

¥
The fields ofst ruct cor eseg are as follows:

c_midmag Core segment magic value and flags. Thesdues may be extracted with the
CORE_GETMAG(T and CORE_GETFLAG macros. The magic value in thegsgent
header must bEORESEGMAGICExactly one of the flag€ORE_CPUCORE_DAT Aor
CORE_STACHMIll be set to indicate the segment type.

c_addr Virtual address of the gment in the program image. Meaningless if the segment type is
CORE_CPU
c_size Size of the segment, not including this header.
SEE ALSO

a.out (5),elf (5),gdb(1),setrlimit (2),sysctl  (3),signal (7),sysctl (8)

HISTORY
A core file format appeared in VersionAd &T UNIX. TheNetBSD a.out core file format was introduced in
NetBSD 1.0. TheNetBSD ELF core file format was introduced NetBSD 1.6.

In releases previous tetBSD 1.6, ELF program images produced a.out-format core files.
BUGS

There is no standard location or name for the CPU-dependent data structure stor€dOREneCPdeg-
ment.
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NAME
cpio — format of cpio arclve files

DESCRIPTION
The cpio archie format collects annumber of files, directories, and other file system objects (symbolic
links, device nodes, etc.) into a single stream of bytes.

General Format
Each file system object inagpio archive cmmprises a header record with basic numeric metadatavémllo
by the full pathname of the entry and the file data. The header record stores a series of integer values that
generally follav the fields instruct stat (Seestat (2) for details.) The variants @& primarily in hav they
store those integers (binanctal, or h&adecimal). Thdweader is followed by the pathname of the entry (the
length of the pathname is stored in the header) apillardata. The end of the arehiis indicated by a spe-
cial record with the pathname “TRAILER!!!".

PWB format
XXX Any documentation of the original PWB/UNIX 1.0 format? XXX

Old Binary Format
The old binarycpio format stores numbers as 2-byte and 4-byte binalyeg. Eaclentry begins with a
header in the following format:

struct header_old_cpio {
unsigned short  c¢_magic;
unsigned short  c_dev;
unsigned short  c_ino;
unsigned short  ¢_mode;
unsigned short  c_uid;
unsigned short  c_gid;
unsigned short  c_nlink;
unsigned short  c_rdev;
unsigned short  ¢_mtime[2];
unsigned short  c_namesize;
unsigned short  c_filesize[2];

¥
Theunsigned shorfields here are 16-bit integer values; timsigned infields are 32-bit integeralues. The
fields are as follows

magic  The integer g&lue octal 070707. This value can be used to determine whether thig ascluiit-
ten with little-endian or big-endian integers.

dev ino The deice and inode numbers from the disk. These are used by programs thapiceadr-
chives to cetermine when tw entries refer to the same filderograms that synthesiopio ar-
chives should be careful to set these to distinct values for each entry.

mode  The mode specifies both the regular permissions and the fileltypnsists of seeral bit fields as
follows:
0170000 This masks the file type bits.
0140000 File type value for sockets.
0120000 File type value for symbolic linksFor symbolic links, the link body is stored as file
data.
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0100000 File type value for regular files.

0060000 File type value for block special devices.

0040000 File type value for directories.

0020000 File type value for character special devices.

0010000 File type value for named pipes or FIFOs.

0004000 SUID hit.

0002000 SGID bit.

0001000 Stick bit. Onsome systems, this modifies the babaof executables and/or directo-
ries.

0000777 The lower 9 bits specify read/writegzute permissions for evld, group, and user fol-
lowing standard POSIX ceentions.

uid, gid The numeric user id and group id of the owner.

nlink The number of links to this file. Directoriesnalys hare a \alue of at least tavhere. Notethat
hardlinked files include file data witlvery copy in the archie.

rdev For block special and character special entries, this field contains the associatedndenber
For all other entry types, it should be set to zero by writers and ignored by readers.

mtime  Modification time of the file, indicated as the number of seconds since the start of the epoch,
00:00:00 UTC January 1, 1970. The four-byte geteis stored with the most-significant 16 bits
first followed by the least-significant 16 bits. Each of the 16 Lt values are stored in machine-
native byte order.

namesize
The number of bytes in the pathname that follows the hedldés count includes the trailing
NUL byte.

filesize The size of the file. Note that this anahiformat is limited to four gigbyte file sizesSeemtime
above for a description of the storage of four-byte integers.

The pathname immediately follows the fixed headéthe namesize is odd, an additional NUL byte is
added after the pathname. The file data is then appended, padded with NUL bytestdengéh.

Hardlinked files are not gén gpecial treatment; the full file contents are included with each abiine file.

Portable ASCII Format
Version 2 of the Singl®&NIX Specification (SUSv2) standardized an ASCII variant that is portable across
all platforms. It is commonly known as the “old character” format or as the “odc” format. It stores the same
numeric fields as the old binary format, but represents them as 6-character or 11-character octal values.

struct cpio_odc_header {
char C_magic[6];
char c_dev[6];
char c_ino[6];
char c_model6];
char c_uid[6];
char c_gid[6];
char c_nlink[6];
char c_rdev[6];
char c_mtime[11];
char C_hamesize[6];
char c_filesize[11];
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The fields are identical to those in the old binary fornfdie name and file body follothe fixed header
Unlike the old binary format, there is no additional padding after the pathname or file coifité¢nésfiles
being archied are themselves entirely ASCII, then the resulting aehiill be entirely ASCII, except for
the NUL byte that terminates the name field.

New ASCII Format
The "new" ASCII format uses 8-bytexslecimal fields for all numbers and separates device numbers into
separate fields for major and minor numbers.

struct cpio_newc_header {
char C_magic[6];
char c_ino[8];
char c_mode|[8];
char c_uid[8];
char c_qid[8];
char c_nlink[8];
char c_mtime[8];
char c_filesize[8];
char c_devmajor[8];
char c_devminor[8];
char c_rdevmajor|[8];
char c_rdevminor|[8];
char C_hamesize[8];
char c_check[8];

¥
Except as specified belpthe fields here match those specified for the old binary formaeabo
magic  The string “070701".

check  This field is alvays set to zero by writers and ignored by read&wmse the next section for more
details.

The pathname is followed by NUL bytes so that the total size of the ffizader plus pathname is a multiple
of four. Likewise, the file data is padded to a multiple of four bytes. Note that this format supports only 4
gigabyte files (unlik the older ASCII format, which supports 8 gigabyte files).

In this format, hardlinked files are handled by setting the filesize to zero for each>@epy the last one
that appears in the argki

New CRC Format
The CRC format is identical to thewm@ SCII format described in the pieus section except that the magic
field is set to “070702” and theheckfield is set to the sum of all bytes in the file dafais sum is computed
treating all bytes as unsigned values and using unsigned arithi®etlig the least-significant 32 bits of the
sum are stored.

HP variants
Thecpio implementation distributed with HPUX used XXXX but storedide numbers differently XXX.

Other Extensions and \ariants
Sun Solaris uses additional file types to store extended file data, including ACLaemakd attributes, as
special entries in cpio arcies.

XXX Others? XXX
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BUGS
The “CRC” format is mis-named, as it uses a simple checksum and not a cyclic reguaheaic

The old binary format is limited to 16 bits for user id, group id, device, and inode nunitisrimited to 4
gigabyte file sizes.

The old ASCII format is limited to 18 bits for the user id, group id, device, and inode numbers. It is limited
to 8 gigabyte file sizes.

The nev ASCII format is limited to 4 gigabyte file sizes.

None of the cpio formats store user or group names, which are essential wieg fites between systems
with dissimilar user or group numbering.

Especially when writing older cpio variants, it may be necessary to map actual devicedilueda synthe-
sized alues that fit theailable fields. With very large filesystems, this may be necessaen &r the
newer formats.

SEE ALSO
cpio (1),tar (5)

STANDARDS
Thecpio utility is no longer a part of POSIX or the Single Unix Standard. It last appeared in Version 2 of
the SingleUNIX Specification (SUSvZ2). It has been supplanted in subsequent standargsvbfi). The
portable ASCII format is currently part of the specification forpae (1) utility.

HISTORY
The original cpio utility was written by Dick Haight while working inmr&T's Unix Support Group.It
appeared in 1977 as part of PWB/UNIX 1.0, the “Programsméiork Bench” dered from Version 6AT&T
UNIX that was used internally afT&T. Both the old binary and old character formats were in use by 1980,
according to the System Il source released by SCO under their “Ancient Unix” license. The character for
mat was adopted as part IBfEE Std 1003.1-1988 POSIX1"). XXX when did "newc" appear?ho
invented it? When did HP come out with theiariant? Whendid Sun introduce ACLs andxiended
attributes? XXX
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NAME

crontab - tables for driving cron

DESCRIPTION

A crontabfile contains instructions to treon(8) daemon of the general form: “run this command at this
time on this daté’ Eachuser has their own crontab, and commands yngaren crontab will be &ecuted

as the user whowmns the crontabUucp and News will usually ka their own crontabs, eliminating the
need for explicitly runningu(1) as part of a cron command.

Blank lines and leading spaces and tabs are igndiieés whose first non-space character is a pound-sign

(#) are comments, and are ignored. Note that comments are not allowed on the same line as cron com-
mands, since tlyewill be taken to be part of the comman8imilarly, comments are not allowed on the

same line as environment variable settings.

An active line in a crontab will be either anv@monment setting or a cron command. An environment set-
ting is of the form,

name = value

where the spaces around the equal-sign (=) are optional, gradilzsequent non-leading spacesvalue
will be part of the value assignedriame The valuestring may be placed in quotes (single or douhl¢, b
matching) to preseevleading or trailing blanksThe namestring may also be placed in quotes (single or
double, but matching) to preserkeading, trailing or inner blanks.

Several environment variables are set up automatically byctbe(8) daemon.SHELL is set to /bin/sh,
and LOGMME and HOME are set from the /etc/passwd line of the crontairier HOME and SHELL
may be oerridden by settings in the crontab; LOGNAME may not.

(Another note: the LOGAME variable is sometimes called USER on BSD systems... on these systems,
USER will be set also.)

In addition to LOGNAME, HOME, and SHELIgron(8) will look at MAILTO if it has al reason to send
mail as a result of running commands ‘this”” crontab If MAILTO is defined (and non-empty), mail is
sent to the user so named. If MAID is defined it empty (MAILTO=""), no mail will be sent.Other-
wise mail is sent to the owner of the crontdthis option is useful if you decide on /bin/mail instead of
Jusr/lib/sendmail as your mailer when you install cron -- /bin/mail doesndiasing, and UUCP usually
doesnt read its mail.

In order to provide finer controlver when jobs recute, users can also set the environmemiables
CRON_TZ and C®N_WITHIN. TheCRON_TZ variable can be set to an alternate time zone in order to
affect when the job is run. Note that this onljeafs the scheduling of the job, not the time zone that the
job perceves when it is run. If CRON_TZ is defined but empty (CRON_TZ=""), jobs are scheduled with
respect to the local time zone.

The CRON_WITHIN variable should indicate the number of seconds within e gi®duled time that it

should still be run. On a heily loaded system, or on a system that has just beekelwup", jobs will
sometimes start later than originally intended, and by skipping non-critical jobs because of delays, system
load can be lightened. If CRON_WITHIN is defined but empty (CRON_WITHIN="") or set to some non-
positive value (0, a ngdive rumber or a ron-numeric string), it is treated as if it was unset.

The format of a cron command isry much the V7 standard, with a number of upward-compatiés-e
sions. Eacliine has fie ime and date fields, folleed by a user name if this is the system crontab file, fol-
lowed by a commandCommands arexecuted bycron(8) when the minute, houand month of year fields
match the current timend when at least one of the avday fields (day of month, or day of week) match
the current time (seé\ote” below). cron(8) examines cron entries onoggy minute. The time and date
fields are:

field allowved values
minute 0-59
hour 0-23
day of month 1-31
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month 1-12Xor names, see below)
day of week 0-7 (0 or 7 is Sun, or use names)

A field may be an asterisk (*), whichnelys stands for “first-last”.

Ranges of numbers are alled. Rangesare two numbers separated with gghen. Thespecified range is
inclusive. For example, 8-11 for an “hout®ntry specifies xecution at hours 8, 9, 10 and 11.

Lists are allaved. Alist is a set of numbers (or ranges) separated by comieamples: ‘1,2,5,9”,
“0-4,8-12".

Step values can be used in conjunction with ran§elowing a range with'/<number>’ specifies skips
of the numbeg value through the rangd=or example, ‘0-23/2” can be used in the hours field to specify
command recution eery other hour (the alternag@ in the V7 standard s
“0,2,4,6,8,10,12,14,16,18,20,22' Stepsare also permitted after an asterisk, so if you want to‘segry
two hours”, just use “*/2”.

Names can also be used for timednth” and “day of week’ fields. Usehe first three letters of the partic-
ular day or month (case doesmatter). Rangesr lists of names are not allowed.

The *sixth” field (the rest of the line) specifies the command to be The.entire command portion of the

line, up to a newline or % charactesill be executed by /bin/sh or by the shell specified in the SHE&ti-v

able of the cronfile. Percent-signs (%) in the command, unless escaped with backslash (\), will be changed
into newline characters, and all data after the first % will be sent to the command as standard input.

Note: The day of a commarsdecution can be specified by awields — day of month, and day of week.

If both fields are restricted (ie, arérn’), the command will be run whegither field matches the current

time. For example,

“30 4 1,15 * 5’would cause a command to be run at 4:30 am on the 1st and 15th of each month, plus

evay Friday.

Instead of the first fevfields, one of eight special strings may appear:
string meaning
@reboot Ruronce, at startup.
@yearly Ruronce ayea'00 11 *".
@annually (samas @yearly)
@monthly Ruronce a month, "0 0 1 * *".
@weekly Ruronce a week, "0 0 * * 0",
@daily Runonce aday'0 0 *** ",
@midnight (samas @daily)
@hourly Runonce an hoyr'0 * * ** ",

EXAMPLE CRON FILE
# use /bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh
# mail ary output to ‘paul’, no matter whose crontab this is
MAIL TO=paul
#
# run five minutes after midnight,wery day
50***  $HOME/bin/daily.job >> $HOME/tmp/out 2>&1
# run at 2:15pm on the first of&y month -- output mailed to paul
15141 ** $HOME/bin/monthly
# run at 10 pm on weekdays, agnine
022**1-5 mail-s "It's 10pm" joe%Joe,%%Where are your kids?%
23 0-23/2 * ** echo "run 23 minutes after midn, 2am, 4amveryeay"
54**sun echd'run at 5 after 4\eery sunday"
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SEE ALSO
cron(8), crontab(1)

EXTENSIONS
When specifying day of week, both day 0 and day 7 will be considered Sus8Byand ATT seem to dis-

agree about this.

Lists and ranges are alked to co-exist in the same field. "1-3,7-9" would be rejected by ATT or BSD cron
-- they want to see "1-3" or "7,8,9" ONL

Ranges can include "steps”, so "1-9/2" is the same as "1,3,5,7,9".
Names of months or days of the week can be specified by name.

Environment variables can be set in the crontabBSD or AI'T, the environment handed to child pro-
cesses is basically the one from /etc/rc.

Command output is mailed to the crontab owner (BSDtaimnthis), can be mailed to a person other than
the crontab owner (SysV camlo tis), or the feature can be turnedlafd no mail will be sent at all (SysV
cant do this either).

All of the ‘@’ commands that can appear in place of the firstfields are extensions.

AUTHOR
Paul Vixie <paul@vix.com>
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NOTE
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cvs — Concurrent Versions System support files

This documentation may no longer be up to d&tease consult the Cederqvist (CVS Manual) as specified
in cvyl).

SYNOPSIS

$CVSROOT/CVSROOT/commitinfo,v
$CVSROOT/CVSROOT/cvsignore,v
$CVSROOT/CVSROQOT/cvswrappers,v
$CVSROOT/CVSROQOT/editinfo,v
$CVSROOT/CVSROOT/history
$CVSROOT/CVSROQOT/loginfo,v
$CVSROOT/CVSROOT/modules,v
$CVSROOT/CVSROOT/rcsinfo,v
$CVSROOT/CVSROOT/taginfo,v

DESCRIPTION

cvsis a system for prading source control to hierarchical collections of source directofl@snmands
and procedures for usimysare described invg1).

cvsmanagesoulce repositoriesthe directories containing master copies of the revision-controlled files, by
copying particular revisions of the files to (and modifications back frowdlalgers’ prvate working direc-
tories In terms of file structure, each indiual source repository is an immediate subdirectorlyGNS-
ROOT.

The files described here are supporting filesy tteerot have © exist for cvsto operate, but tlyeallow you
to makecvsoperation more flexible.

You can use the modules ‘file to define symbolic names for collections of source maintainedcwsthlf
there is no modules 'file, developers must specify complete path names (absolute, oveelathCVS-
ROOT) for the files thg wish to manage witbvscommands.

You can use the commitinfo’ file to define programs taxecute wheneer * cvs commit’ is eout to &-
ecute. Thes@rograms are used foipte-commit’ checking to verify that the modified, added, and re-
moved files are really ready to be committed. Some uses for this check might be tof mnpodfon (or
all) of the source repository from a particular person or gr@upperhaps, to erify that the changed files
conform to the sits’sandards for coding practice.

You can use the ¢vswrappers file to recordcvs wrapper commands to be used when checking files into
and out of the repositaryWrappers allev the file or directory to be processed on the way in and out of
CVS. Theintended uses are marne possible useauld be to reformat a C file before the file is clestk

in, so all of the code in the repository looks the same.

You can use thelbginfo’ file to define programs tocecute after ayp commit, which writes a log entry for
changes in the repositoryrhese logging programs might be used to append the log message tda file.
send the log message through electronic mail to a groupvebgers. Orperhaps, post the log message to
a particular newsgroup.

You can use thetaginfo’file to define programs tocecute after aytagorrtag operation. Thesprograms
might be used to append a message to a file listing théagename and the programmer who created it, or
send mail to a group of deopers, oy perhaps, post a message to a particular newsgroup.

You can use thercsinfo ' file to define forms for log messages.

You can use the editinfo’ file to define a program toxecute for editing/validating ¢cvs commit’ | og en-
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tries. Thisis most useful when used with ecSinfo’ forms specification, as it carenfy that the proper
fields of the form hee been filled in by the user committing the change.

You can use thec¢vsignore file to specify the default list of files to ignore durimgdate.

You can use the history’ file to record theevs commands that affect the repositorhe creation of this
file enables history logging.

modules
The ‘modules ‘file records your definitions of names for collections of source coggwill use
these definitions if you usevs to check in a file with the right format t$¢CVSROOT/CVS-
ROOT/modules,v'.

The ‘modules 'file may contain blank lines and comments (lines beginning with as well as
module definitions. Long lines can be continued on the livee by specifying a backslash\{)
as the last character on the line.

A module definitions a single line of therhodules 'file, in either of tvo formats. Inboth cases,
mnamerepresents the symbolic module name, and the remainder of the line is its definition.

mname-a aliases ..

This represents the simplesawvof defining a modulmmname The ‘—a’ flags the definition as a
simple alias:cvs will treat ary use of mname(as a command argument) as if the list of names
aliaseshad been specified insteadliasesmay contain either other module names or paths.
When you use paths aldiases ‘ cvs checlout’ creates all intermediate directories in therking
directory just as if the path had been specified explicitly inctlsarguments.

mnamgq options] dir [ files... ][ &module. .. ]

In the simplest case, this form of module definition reducesnttame dif. This defines all the
files in directorydir as modulenname dir is a relatve path (from$CVSROOT) to a drectory of
source in one of the source repositories. In this caseshenkout a sngle directory called
mnames created as a working directory; no intermediate directogsl@re used by defaultyen
if dir was a m@th involving several directory leels.

By explicitly specifyingdfilesin the module definition aftetir, you can select particular files from
directorydir. The sample definition fanodulesis an example of a module defined with a single
file from a particular directoryHere is another example:

m4test unsupported/gnu/m4foreach.m4 forloop.m4

With this definition, recuting ‘cvs checkout m4test will create a single wrking directory
‘mdtest’containing the tw files listed, which both come from a common directornese levels
deep in theevssource repository.

A module definition can refer to other modules by includi&griodul€ in its definition. check-
out creates a subdirectory for each suabdule in your working directory.
New in cvs1.3; avad this feature if sharing module definitions with older versiorsvaf

Finally, you can use one or more of the followimgtionsin module definitions:

‘ —d name, to name the working directory something other than the module name.
New in cvs 1.3; avad this feature if sharing module definitions with older versiorsvaf

‘=i prog’ allows you to specify a prograprog to run wheneer files in a module are committed.
prog runs with a single argument, the full pathname of tfectdd directory in a source reposito-
ry. The ‘commitinfo’, ‘loginfo’, and ‘editinfo’ files provide other ays to call a program on

commit.

‘-0 prog’ allows you to specify a prograprog to run wheneer files in a module are chest
out. progruns with a single argument, the module name.
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‘ —e prog’ allows you to specify a prograprog to run wheneer files in a module arexported.
prog runs with a single argument, the module name.

‘—t prog’ allows you to specify a programrog to run wheneer files in a module are tagged.
prog runs with two arguments: thenodule name and the symbolic tag specifiedag.

‘ —u prog’ allows you to specify a prograprog to run wheneer ‘ cvs update is executed from
the top-led directory of the checked-out modulerog runs with a single gument, the full path
to the source repository for this module.

commitinfo, loginfo, rcsinfo, editinfo
These files all specify programs to call at different points in ¢lre commit’ process. Thghave
a common structure Each line is a pair of fields: a regular expression, separated by whitespace
from a filename or command-line templai&%heneer one of the regular expression matches a di-
rectory name in the repositothe rest of the line is usedf. the line begins with & characterthe
entire line is considered a comment and is ignored. Whitespace between the fields is also ignored.

For ‘ loginfo’, the rest of the line is a command-line templatexiecgte. Thetemplates can in-
clude not only a program name, but whatdist of arguments you wish. If you write6s’
somavhere on the argument ligtyssupplies, at that point, the list of files affected bydbemit.

The first entry in the list is the reledi path within the source repository where the change is being
made. Thaemaining arguments list the files that are being modified, added, oveetmy this
commit invocation.

For * taginfo’, the rest of the line is a command-line templatexewgte. Thearguments passed to
the command are, in orde¢he tagname operation(i.e. add for ‘tag’, mov for ‘tag -F’, anddel
for ‘tag -d‘), repository ,and aly remaining are pairs dilename revision . A non-zero exit of the
filter program will cause the tag to be aborted.

For * commitinfo’, the rest of the line is a command-line templatexec@e. Thetemplate can
include not only a program nameythwhateer list of arguments you wish. The full path to the
current source repository is appended to the template, followed by the file namgditefsaim-
volved in the commit (added, reweml, and modified files).

For * rcsinfo ', the rest of the line is the full path to a file that should be loaded into the log message
template.

For * editinfo’, the rest of the line is a command-line templatexierete. Thetemplate can in-
clude not only a program name, but wihatdist of arguments you wish. The full path to the-cur
rent log message template file is appended to the template.

You can use one of ta gecial strings instead of a regular expressidgki:L ' specifies a com-
mand line template that mustwalys be e@ecuted, and DEFAULT ’ specifies a command line
template to use if no regular expression is a match.

The ‘commitinfo’ file contains commands txezute beforeany other commit activity, to dlow
you to check ay conditions that must be satisfied bef@@mmit can proceed.The rest of the
commit will execute only if all selected commands from this file exit with exit sttus

The ‘rcsinfo ’ file allows you to specifiog templatedor thecommit logging session; you can use

this to provide a form to edit when filling out themmit log. Thefield after the regularxpres-

sion, in this file, contains filenames (of files containing the logging forms) rather than command
templates.

The ‘editinfo’ file allows you to recute a scripbefoie the commit startsbut after the log infor
mation is recorded. These "edit" scripts can verify information recorded in the lof fite. edit
script exits with a non-zero exit status, the commit is aborted.

The ‘loginfo’ file contains commands txecuteat the endbf a commit. The tet specified as a
commit log message is piped through the command; typical uses include sending mail, filing an ar
ticle in a newsgroup, or appending to a central file.

12 February 1992 3
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cvsignore .cvsignore
The default list of files (osh(1) file nhame patterns) to ignore duringvs update. At startup
time, cvsloads the compiled in default list of file name patterns ¢ggd)). Thenthe pefreposi-
tory list included inCVSROOT/CVSROOT/cvsignoreis loaded, if it gists. Thenthe peruser
list is loaded from $HOME/.cvsignore '.Finally, as cvstraverses through your directories, it will
load ay per-directory ‘.cvsignore ‘files whenger it finds one. These per-directory files are only
valid for exactly the directory that contains them, not for sub-directories.

history Create this file i fCYSROOT/CVSROOT to enable history logging (see the descriptionafs'
history ).
SEE ALSO
cvyl),
COPYING
Copyright © 1992 Cygnus Support, Brian Berlirard Jef Polk

Permission is granted to naknd distribute verbatim copies of this manualvided the copyright notice
and this permission notice are preserved on all copies.

Permission is granted to gppnd distribute modified versions of this manual under the conditionsefer v
batim copying, provided that the entire resulting\deriwork is distributed under the terms of a permission
notice identical to this one.

Permission is granted to gppnd distritute translations of this manual into another language, under the
above monditions for modified versionsxeept that this permission notice may be included in translations
approed by the Free Software Foundation instead of in the original English.

12 February 1992 4
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NAME
daily.conf — daily maintenance configuration file
DESCRIPTION

The daily.conf file specifies which of the standardtc/daily services are performedThe

[etc/daily script is run, by defaultvery night on aNetBSD system.

The variables described bel@an be set to “YES” or “NO” in théetc/daily.conf file. Mostdefault

to “YES”, but not all. Check théetc/defaults/daily.conf file if you are in doubt.(Note that you

should neer edit /etc/defaults/daily.conf directly, as t is often replaced during system

upgrades.)

find_core This runsfind (1) over the entire local filesystem, looking for core files.

run_msgs This runsmsgs(1) with the —c argument.

expire_news This runs théetc/expire.news script.

purge_accounting This ages accounting files imar/account

run_calendar This runscalendar (1) with the —a argument.

check_disks This uses thedf (1) and dump(8) to gve dsk status, and also reportailéd
raid (4) components.

show_remote_fs In check_disks, shoremote file systems, which are not reported on by default.

check_mailg This runsmailg (1).

check_network This runsnetstat (1) with the —i agument, and also checks tivehod (8) data-
base, and runaiptime (1) if there are hosts itvar/rwho

full_netstat By default, check_network outputs a summarized version of thetstat (1)
report. Ifa full version of the output run with theinv options is desired, set this
variable.

run_fsck This runsfsck (8) with the —n option.

run_rdist This runsrdist (1) with /etc/Distfile

run_security This runs thédetc/security script looking for possible security problems with
the system.

run_skeyaudit Runs theskeyaudit (1) program to check the S#i database and informs users

FILES

of S/Keys that are about to expire.
The variables described bel@an be set to modify the tests:

find_core_ignore_fstypes
Lists filesystem types to ignore during fived_core phase. Prefixinghe type with a ‘"
inverts the match.For example,procfs !local will ignore procfs type filesys-
tems and filesystems that are ol

send_empty _security
If set, the report generated by then_security phase will alvays be sent,ven if itis
empty.

NetBSD 3.0 January 27, 2008 1
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/etc/daily daily maintenance script
/etc/daily.conf daily maintenance configuration
/etc/defaults/daily.conf default settings,\erridden by/etc/daily.conf
/etc/daily.local local site additions téetc/daily

SEE ALSO

monthly.conf  (5), security.conf (5), weekly.conf  (5)

HISTORY
Thedaily.conf file appeared iNetBSD 1.3.

NetBSD 3.0 January 27, 2008

DAILY.CONF (5)
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NAME
dhclient.conf - DHCP client configuration file

DESCRIPTION
The dhclient.conf file contains configuration information diclient, the Internet Systems Consortium
DHCP Client.

The dhclient.conf file is a free-form ASCII text fildt is parsed by the recuvstdescent parser built into
dhclient. Thefile may contain extra tabs and newlines for formatting purpasegwords in the file are

case-insensite.  Comments may be placed anywhere within the fikegpt within quotes). Comments

begin with the # character and end at the end of the line.

The dhclient.conf file can be used to configure thehehaf the client in a wide variety of ways: protocol
timing, information requested from the servinformation required of the sey defaults to use if the

sener does not provide certain information, values with whichviaramle information provided by the

server or values to prepend or append to information provided by thersefhe configuration file can

also be preinitialized with addresses to use on networks thathdweDHCP servers.

PROTOCOL TIMING
The timing behavior of the client need not be configured by the lfsay timing configuration is pnided
by the usera fairly reasonable timing behavior will be used by default - one which results in fairly timely
updates without placing an inordinate load on the server.

The following statements can be used to adjust the timingvimetaf the DHCP client if required, e
eve:

Thetimeout statement
timeout time;

Thetimeoutstatement determines the amount of time that must pass between the time that thegtient be

to try to determine its address and the time that it decides thabtitjoing to be able to contact a sarv

By default, this timeout is sixty secondgfter the timeout has passed, if there arg satic leases defined

in the configuration file, or grleases remaining in the lease database tivat fwd yet expired, the client

will loop through these leases attempting to validate them, and if it finds one that appears to be valid, it will
use that lease’aldress. Ifthere are no valid static leases or unexpired leases in the lease database, the
client will restart the protocol after the defined retry interval.

Theretry statement
retry time

The retry statement determines the time that must pass after the client has determined that there is no
DHCP server present before it tries again to contact a DHCP .sdByadefault, this is fie minutes.

Theselect-timeoutstatement
select-timeouttime

It is possible (some might say desirable) for there to be more than one DHCP server sgrgivenaeet-

work. Inthis case, it is possible that a client may be sent more than one offer in response to its initial lease
discorery message. It may be that one of these offers is preferable to the other (e.gfelonmapthae

the address the client previously used, and the other may not).

The select-timeouts the time after the client sends its first lease @sgaequest at which it stopsaiting
for offers from servers, assuming that it has rexkit least one such faf. If no offers hae been
receved by the time theselect-timeouhas expired, the client will accept the first offer thatvasti

By default, the select-timeout is zero seconds - that is, the client veltteHirst offer it sees.
Thereboot statement
reboot time

When the client is restarted, it first tries to reacquire the last address itThasl.is called the INIT
REBOOT sate. Ifit is still attached to the same network it was attached to when it last ran, this is the
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quickest way to get startedThereboot statement sets the time that must elapse after the client first tries to
reacquire its old address before itegi up and tries to disceer anew address. Bydefault, the reboot time-
out is ten seconds.

Thebackoff-cutoff statement
backoff-cutoff time

The client uses an exponential bafflalgorithm with some randomness, so that if salrents try to con-
figure themselves at the same timeythgll not make their requests in lock-stepThe badoff-cutoff
statement determines the maximum amount of time that the client is allowed to back off, theahwtual v
will be evaluated randomly between 1/2 to 1 1/2 timestitme specified. lidefaults to tw minutes.

Theinitial-inter val statement

initial-inter val time

The initial-interval statement sets the amount of time between the first attempt to reackeraasenthe
second attempt to reach a s&rvEach time a message is sent, the irgebetween messages is incre-

mented by twice the current interval multiplied by a random number between zero antlibisegreater
than the backoff-cutbbmount, it is set to that amount. It defaults to ten seconds.

LEASE REQUIREMENTS AND REQUESTS
The DHCP protocol alles the client to request that the server send it specific information, and not send it
other information that it is not prepared to accept. The protocol alsesale client to reject offers from
servers if thg don’t contain information the client needs, or if the information provided is not satisfactory.

There is a variety of data contained in offers that DHCResgesend to DHCP clients. The data that can be
specifically requested is what are call@dCP Options DHCP Options are defined in

dhcp-options(5)

Therequeststatement

request[ option] [, ... option];

The request statement causes the client to request yhsdragr responding to the client send the client its
values for the specified optionsOnly the option hames should be specified in the request statement - not

option parameters. By dailt, the DHCP server requests the subnet-mask, broadcast-addressfsetne-of
routers, domain-name, domain-name-servers and host-name options.

In some cases, it may be desirable to send no parameter request liste dil.this, simply write the
request statement but specify no parameters:

request;
Therequire statement
require [ option] [, ... option }
The require statement lists options that must be sent in order for an offer to be ac¢&feesithat do not
contain all the listed options will be ignored.
Thesendstatement
send {[ option declaratior [, ... option declaratiof}}

The send statement causes the client to send the specified options to the server with the sheesfied v
These are full option declarations as describedhicp-options(5) Options that are alays sent in the
DHCP protocol should not be specified herezept that the client can specifyrequested-lease-time
option other than the default requested lease time, whicloibaws. Theother obvious use for this state-
ment is to send information to the senthat will allov it to differentiate between this client and other
clients or kinds of clients.

DYNAMIC DNS
The client nav has some very limited support for doing DNS updates when a lease is acquired. This is
prototypical, and probably doesmo what you vant. Italso only works if you happen tovemntrol
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over your DNS servemwhich isnt very likely.

To make it work, you hae © declare a By and zone as in the DHCP server (séepd.conf(5) for details).
You dso need to configure the fqdn option on the client, as follows:

send fgdn.fgdn "grosse.fugue.com.";
send fgdn.encoded on;
send fgdn.server-update off;

The fqdn.fgdnoption MUST be a fully-qualified domain nameYou MUST define a zone statement for
the zone to be updatedlhe fqdn.encodedption may need to be setda or off, depending on the DHCP
server you are using.

Thedo-forward-updates statement
do-forward-updates| flag] ;

If you want to do DNS updates in the DHCP client script (Hedient-script(8)) rather than having the
DHCP client do the update directly (for example, if you want to use SIG(0) authentication, which is not
supported directly by the DHCP client, you can instruct the client not to do the update usiogfdhe
ward-updates statement. Flag should betrue if you want the DHCP client to do the update, dalde if

you dont want the DHCP client to do the update. By default, the DHCP client will do the DNS update.

Theomapi port statement
omapi port [ port] ;

The omapi port statement causes the DHCP client to set up an OMAPI listener on the specified port.
Only one such port should be specififithe OMAPI listener will be sensit o connections from anlP
address, so it is important to also set up an OMAR Ik protect the client from unauthorized changes.

Theomapi key statement
omapi key[ key-id ];

The omapi key statement causes the DHCP client to chegkiaooming OMAPI messages to neafure
that the are signed by the specifiecek If a message is not signed by thisykit is rejected with an
"invalid key' error.

OPTION MODIFIERS
In some cases, a client may reeeiption data from the server which is not really appropriate for that
client, or may not recee¢ information that it needs, and for which a useful default vatistse Itmay also
receve information which is useful, but which needs to be supplemented with local inform&i@mhan-
dle these needs,\s®al option modifiers arevailable.

Thedefault statement
default [ option declaration ;

If for some option the client should use the value supplied by thersbuv needs to use some dak
value if no value was supplied by the sentkese values can be defined in de¢ault statement.

Thesupersedestatement
superseddq option declaratior] ;

If for some option the client shouldwadys use a locally-configured value or values rather than wdydte
supplied by the servethese values can be defined in shpersedestatement.

Theprepend statement
prepend] option declaration ;

If for some set of options the client should use a value you sugnplythen use the values supplied by the
servey if any, these values can be defined in pnepend statement. Therepend statement can only be
used for options which allo more than one value to bevgnh. Thisrestriction is not enforced - if you
ignore it, the behavior will be unpredictable.
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Theappend statement
append][ option declaratior ;

If for some set of options the client should first use the values supplied by tae ierw, and then use
values you supplythese values can be defined in #ppend statement. Thappend statement can only
be used for options which allomore than onealue to be gien. Thisrestriction is not enforced - if you
ignore it, the behavior will be unpredictable.

LEASE DECLARATIONS
Theleasedeclaration

lease {lease-declaratiof ... lease-declaration }

The DHCP client may decide after some period of time RR@TOCOL TIMING ) that it is not going to
succeed in contacting a serv At that time, it consults its own database of old leases and tests each one
that has not yet timed out by pinging the listed router for that lease to see if that leaseackuldtvs
possible to define one or mdiized leases in the client configuration file for networks where there is no
DHCP or BOOTP service, so that the client can still automatically configure its addreissis done with
theleasestatement.

NOTE: the lease statement is also used in the dhclient.leases file in order to record leases tkanhha
receved from DHCP serers. Someof the syntax for leases as described Wweko only needed in the
dhclient.leases file. Such syntax is documented here for completeness.

A lease statement consists of the leasgvird, followed by a left curly brace, folleed by one or more
lease declaration statements, followed by a right curly brace. Thevifadldease declarations are possi-
ble:

bootp;

The bootp statement is used to indicate that the lease was acquired using the BOOTP protocol rather than
the DHCP protocol. It is ner necessary to specify this in the client configuration file. The client uses
this syntax in its lease database file.

interface "string";

Theinterface lease statement is used to indicate the iateron which the lease ialid. If set, this lease

will only be tried on a particular intexfe. Wherthe client receies a kase from a seey, it always records

the interface number on which it rees that lease. If predefined leases are specified in the dhclient.conf
file, the interface should also be specified, although this is not required.

fixed-addressip-address

Thefixed-addressstatement is used to set the ip address of a particular |&4mse is required for all lease
statements. Thi address must be specified as a dotted quad (e.g., 12.34.56.78).

filename "string";

The filename statement specifies the name of the boot filename to Tkés is not used by the standard
client configuration script, but is included for completeness.

sever-name "string";

The sewver-name statement specifies the name of the boot server name to use. This is also not used by the
standard client configuration script.

option option-declaratiorn

Theoption statement is used to specify the value of an option supplied by tleg serin the case of pre-

defined leases declared in dhclient.conf, the value that the user wishes the client configuration script to use
if the predefined lease is used.

script " script-namé;

The script statement is used to specify the pathname of the dhcp client configuration script. This script is
used by the dhcp client to set each irategk initial configuration prior to requesting an address, to test the
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address once it has been offered, and to set theaicgsrffinal configuration once a lease has been
acquired. Ifno lease is acquired, the script is used to test predefined leasgsaifdaalso called once if
no valid lease can be identifiedzor more information, sedhclient-script(8).

vendor option space 'hamé;

The vendor option spacestatement is used to specify which option space should be used for decoding the
vendorencapsulate-options option if one is reedi Thedhcp-vendor-identifiecan be used to request a
specific class of vendor options from the servBeedhcp-options(5)for details.

medium "media setup

The medium statement can be used on systems whereonletinterfaces cannot automatically determine
the type of network to which thierre connectedThe media setup string is a system-dependent parameter
which is passed to the dhcp client configuration script when initializing theaiogerfOnUnix and Unix-

like g/stems, the argument is passed on the ifconfig command line when configuring the interface.

The dhcp client automatically declares this parameter if it uses a media type (seedihestatement)
when configuring the inteate in order to obtain a lease. This statement should be used in predefined
leases only if the network interface requires media type configuration.

renew date
rebind date
expire date

The renew statement defines the time at which the dhcp client should begin trying to contact its server to
renav a lease that it is usingTherebind statement defines the time at which the dhcp client shogid be

to try to contacainydhcp server in order to remets lease. Theexpire statement defines the time at which

the dhcp client must stop using a lease if it has not been able to contact a server in orderito rene

These declarations are automatically set in leases acquired by the DHCP waiemisbalso be configured
in predefined leases - a predefined lease whose expiry time has passed will not be used by the DHCP client.

Dates are specified as follows:
<weekday> <year¥<month>/<day> <hour>:<minute>:<second>

The weekday is present to neaik easy for a human to tell when a leagpiees - its ecified as a number

from zero to six, with zero being Sundayhen declaring a predefined lease, it cavapd be specified as

zero. Theyear is specified with the centurso it swould generally be four digitsxeept for really long

leases. Thenonth is specified as a number starting with 1 for JanuEmg day of the month is lénise

specified starting with 1. The hour is a number between 0 and 23, the minute a number between 0 and 59,
and the second also a number between 0 and 59.

ALIAS DECLARATIONS
alias { declarations ..}

Some DHCP clients running TCP/IP roaming protocols may require that in addition to the Igasaythe
acquire via DHCPtheir interface also be configured with a predefined IP alias so thatainehae a r-
manent IP address@n while roaming. The Internet Systems Consortium DHCP client ddesrpport
roaming with fixed addresses directiyt in order to &cilitate such experimentation, the dhcp client can be
set up to configure an IP alias using dtias declaration.

The alias declaration resembles a lease declaratioapethat options other than the subnet-mask option
are ignored by the standard client configuration script, and expiry times are igAadnguical alias decla-
ration includes an interface declaration, &dbaddress declaration for the IP alias address, and a subnet-
mask option declarationA medium statement shouldvee be included in an alias declaration.

OTHER DECLARATIONS
reject ip-address

Thereject statement causes the DHCP client to rejefersfirom servers who use the specified address as
a ener identifier This can be used tos@id being configured by rogue or misconfigured dhcpessyv
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although it should be a last resort - better to track down the bad DHCP server and fix it.
interface "namé { declarations ...}

A client with more than one network interface may requirteght behavior depending on which intexré

is being configured.All timing parameters and declarations other than lease and alias declarations can be
enclosed in an interface declaration, and those parameters will then be used only for Huee ithedf
matches the specified naménterfaces for which there is no interface declaration will use the parameters
declared outside of gnnterface declaration, or the default settings.

Note well: ISC dhclient only maintains one list of intecks, which is either determined at startup from
command line guments, or otherwise is autodetected. If you supplied the list of interfaces on the com-
mand line, this configuration clause will add the named interface to the list in such a way that will cause it
to be configured by DHCPWhich may not be the result you had intend@this is an undesirable side
effect that will be addressed in a future release.

pseudo "namé "real-namé { declarations ...}

Under some circumstances it can be useful to declare a pseudacmtanid hze the DHCP client acquire

a oonfiguration for that intedice. Eachinterface that the DHCP client is supporting normally has a DHCP
client state machine running on it to acquire and maintain its l@apseudo-interdice is just another state
machine running on the interface nanedl-name with its own lease and itsam state. If you use this
feature, you must puide a client identifier for both the pseudo-interface and the actual interface, and the
two identifiers must be dérent. You must also provide a separate client script for the pseudo-interface to
do what you want with the IP addresBor example:

interface "ep0" {
send dhcp-client-identifier "my-client-ep0";

}

pseudo "secondary" "ep0" {
send dhcp-client-identifier "my-client-epO-secondary"”;
script "/etc/dhclient-secondary”;

}

The client script for the pseudo-interface should not configure the interface up or down - essahitially
needs to handle are the states where a lease has been acquired or renewed, and the states where a lease has
expired. Seahclient-script(8) for more information.

media "media setup [, " media setuf) ... ];

The media statement defines one or more media configuration parameters which may be tried while
attempting to acquire an IP addresEhe dhcp client will cycle through each media setup string on the list,
configuring the interface using that setup and attempting to boot, and then tryingttbeene This can be

used for network interfaces which arecapable of sensing the media type unaided - whaheedia type
succeeds in getting a request to the server and hearing the reply is probably right (no guarantees).

The media setup is only used for the initial phase of address acquisition (the DHCPDISCOVER and
DHCPOFFER paaits). Oncean address has been acquired, the dhcp client will record it in its lease data-
base and will record the media type used to acquire the addtdsmneer the client tries to reme the

lease, it will use that same media type. The lease must expire before the client will go batingo c
through media types.

SAMPLE
The following configuration file is used on a laptop running NetBSD TBe laptop has an IP alias of
192.5.5.213, and has one interface, ep0 (a 3Com 3C58BaG9yting intervals hee been shortened some-
what from the default, because the client isvikim@o spend most of its time on networks with little DHCP
activity. The laptop does roam to multiple networks.

timeout 60;
retry 60;
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reboot 10;
select-timeout 5;
initial-interval 2;

reject 192.33.137.209;

interface "ep0" {
send host-name "andare.fugue.com";
send dhcp-client-identifier 1:0:a0:24:ab:fb:9c;
send dhcp-lease-time 3600;
supersede domain-name "fugue.com rc.vix.com home.vix.com";
prepend domain-name-servers 127.0.0.1;
request subnet-mask, broadcast-address, time-offset, routers,
domain-name, domain-name-servers, host-name;
require subnet-mask, domain-name-servers;
script "CLIENTBINDIR/dhclient-script";
media "media 10baseT/UTP", "media 10base2/BNC";

}

alias {
interface "ep0";
fixed-address 192.5.5.213;
option subnet-mask 255.255.255.255;
}
This is a ery complicated dhclient.conf file - in general, yours should be much simpiamary cases,
it’s afficient to just create an empty dhclient.conf file - the defaults are usually fine.

SEE ALSO
dhcp-options(5), dhclient.leases(5), dhcpd(8), dhcpd.conf(5), RFC2132, RFC2131.
AUTHOR
dhclient(8) was written by Ted Lemon under a contract with Vixie Labs. Funding for this project was pro-

vided by Internet Systems Consortium. Information about Internet Systems Consortium can be found at
http://www.isc.org.
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timeout E alj¢¥ ¥é¥o¥C¥O¥Eo-¥CYEYi¥n0-2ndné»lalad3cx»in-o/Fa«néit ¥UiY¥DuEY¥eY ¥»¥lologodoFa—
oCooEnooEEYACatagabaCoE -D2antalo»p Ond-endnbatif ¥C¥OY¥O¥E¥EnCalosal¥, ¥a¥a¥e¥¥EAInl 60
EAaCulif o3al¥ ¥o¥a¥C¥I¥EAIn-240®0¢ 4ali¢
oda-AAA2EYe V¥ o-ARAGY¥OY ¥a¥enE AépAnprinFoongag¢

¥8[V¥YCiVa¥ e ¥UiYu¥taEoboA (i AAUnicEoEoAn/EoonFan¥é V¥ lo-»AoAnFoooiopi¢

¥ ¥E¥o¥C¥0¥En|alsninénl¥eiYa¥taonOoEaAntoA j%,Un-a/EaRa/E|¢ ganojo«ani-
UoEngolaCatoiopolsol¥e iV ol ¥ C¥E¥i¥ioo»Ennabalif

njo-AAASDEYE|Y/¥04| C¥E ¥ ¥ CiYa¥ e ¥U Ya¥ AEanl |, AnlAUnio EnooEon¥é Ys¥inC i-
,GoEnAniodA °Ra.oEotoiopi¢ ¥ ¥é¥o¥C¥O¥EniAéuAopaing retry
0300l AaC¥X¥I¥YEYYEa0 0 /E3«apo»abalif

retry E,

retry time

retry E, olj¢¥ ¥é¥o¥(¥O¥Eo~ DHCP  ¥u¥%¥Po-A °Ro.ocEoooEE%ACH-ofFo«é  °EaO  DHCP
YUYV ¥DoEYCY ¥»¥lad»iaRoeapaCol OnE|¢-D2antagalUonp’ Ono-eodobolif ¥CY¥OYO¥E¥EnColj¢adainl 5
E-oCuatif

select-timeoutE

select-timeouttime

oCoBY¥IYAYEY V¥ Y.8aCi¢EE: Onl DHCP YU Ya¥Do-¥ V¥ O¥o0A0 T jolagnsaEninCaapal
(eYanlEyo-E¥obo.oooEooal°Q «odotoéopbol)if olsal¥ilc¢oCYLEal¥e Ve «¥a¥A¥»iv¥, (lease disco
ery message) o@al+pAlGoEn-o/E¢

¥ YEYa¥CY¥O¥YED-EL; Ool¥8 V¥t ATl Yor Yo roYado+roéadoEndatod/FAnbalif
olsoinéalaloAj¢atagAdTjo-AYalAGTjoenénal¥oba. ooa«nia-ojopa»nd
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(a0 oD(tY ¥é¥o¥(¥o¥Eo-"EA°»EINa o/Faan; ¥C¥EYi¥o-atogAGTjoE PabrinFoongn-i¢
A%,01A6T|oExl popoiaEaooEoE) £

select-timeout  ol¥ ¥éY¥u¥C¥O¥EQ-OCYLEnl¥8 |V E «ixpya  ©oA+;®u.-o/Ei¢ ¥ oEo oEpa 1
oAalAGT ¢ YVon-YeDuoYadato, Y4ilci¢ ¥ Ya¥Du«néalAGT¢ Yon-YeDAOAndninanénbaCal»p OaCalif wio-
select-timeout o-AUniogaboCoEaEoa«néndAdj ven-Y2DaoYsdotyeainEotaioDi¢

¥ ¥E¥o¥t¥O¥Enlolsala¢oECCYénEAPAdniagAdY ¢ Yon-YeDuoYada+Epainbalif
¥C¥O¥o¥e¥EnCalj¢select-timeout Alia] 0 EAaCulif

oAabogY¥ ¥E¥o¥C¥O¥EnPCYrenEY,5u+Y4en8A0T ¢ Yen - YeDroYsdat/Epaiabalif

reboot E,

reboot time

¥ ¥éYu¥C¥O¥EQlj¢o/Ey A atoénEi¢  °C 4oEEY»yn.o/Foonn, ¥CYE¥i¥looopuoy,e/EAn-AYalsaloEn.-abalif
o3gind  INIFREBOOT (%€ (i¥e¥OiY%¥E)  ¥%0AORE AEoOQobatif  °C auE/E°%a.o/Foon,oEa-
oEE+o ¥I¥AYEYI V¥ of

¥ ¥é¥Yu¥C¥0¥Ea-opuAAUA3D o/ annioDi¢adnia-2CodACAdnoy A EjuEnEngabolif reboot

E.oljC¥ YE¥o¥C¥O¥En-CCYenE Ann¥C¥EYi¥olo Y, EAd»IaRa/Fo«néit a¢o-
néodn/E, -0 oo¥C¥EVI¥o0E ™ «o -néoloEnlogopaCoE¢ -D24ataUnx»p’OnoARAEr-apolj£
¥C¥O¥O¥e¥EaCaljtreboot ¥¢ ¥o¥a¥t¥ ¥EAIn| 10 EAnCalif

backoff-cutoff E,

backoff-cutoff time

¥ YEY¥o¥C¥O¥ED¢»@ ¢ 0A2aE i»pAAED (lofpk  ¥C¥ey ¥eyo¥anojtataueAgAUxal i8¢, 6EOn-
oC»EiNa-abolifadnialj¢As o al¥ ¥E¥o¥(¥O¥Eo-/E+»puEYi«E-n0ARAéR o aEo.-asoEa-
oCodjC¥eY ¥ ¥I¥Eo-¥i¥AY o.o/u-opojotoEn-oEoongaloEnlogas oanGolif badkoff-cutoff

E,nlj¢i»pAAEOREusapnias °)CAg»p Ond-eAén-ubali£¥CYOYOY¥E¥EAIDl 2 E~oCalif

initial-inter val E,

initial-inter val time

initial-interval E, ol ¥ Ya¥Do@nl°Clénl¥ ey ¥»¥iol»iaRu«aéysjni»TaRapaCal Onl»p Onod

ARA&o - opali E¥A¥AY» | Va¥ ol O30al;¢¥a¥A¥» V¥ 00 1 20A+¢®nlogn,oOuEi¢ | 1:oRa] O30cE 0 ow«oé 1

o] Oolid 6AIn0¥en uyoaalal 2 CUrd ¢, YoRal O30rE 2An o nanloEaEnéobalif odo|Alwifaatkff

AlngngAcon nEngaE¢adal»p’ Ou-ARAGapoiabali£ ¥C¥OYO¥E¥EAInl 10 EAaCulif

Y6V ixpAnEYeY ¥ YI¥E
DHCP ¥XYIY¥EYYE0CaljCY YEYaYC¥O¥En«né¥ i V¥DuEADR- ¢ EAAGDIYOEnOA+nEnen!
ixpao-ogoéj¢YadutAEprivsaE+olaGooFonnEanA,nlY0E6nlA+nénEnnnénlnEixyan-a,0é oCoopolif
apag | C¥U Va¥Do«aénlAGT ¢ Yer - YoDoEY ¥E¥o¥C¥O¥EnlE-ixaEnlagysdEba-"paprinFan
¥itguaiCAGTjaunin, Y4OEGa-1Y4E~0CoEnn¥ilciCY ¥E¥a¥C¥O¥En-AdYj¢ Y0 -14Prd PAEYaloéosaEnioCo-

apolif

DHCP ¥UiY¥Don DHCP ¥ YEYnY(CYOY¥EnEA+n8AGTj¢ Yen YoDoE bobring¥Civa¥, nEali¢
opobofaboEnialo-a¢oéapolif AEACEIXUAaCune¥CiY/BHEP Ya¥x¥ ¥c¥OoE, AubuingoinloColif
DHCP ¥2¥x¥-¥c¥oai

dhcp-options(5)eEAéuAnpnin Eooopolif
requestE,

request [option] [, ... option];

request E,c0»@AeulagnloEaCity ¥E¥u¥CY¥O¥Enl|t¥uV¥DoEAD. |¢alsal
¥ ¥EYo¥(YO¥ERE+pAlntngnEnéoD|¢»@AsD o ¥a¥ XY . ¥c¥onlAlnpA+ngnen!  [xpanlogogaloEoEnéapbolif
request E,oEn|¥a¥x¥.¥c¥61vnAn+a0»@AsD . | C¥AY XY - ¥oY¥O¥NYEYA V¥ ni»@A&a- abu»nbi£

¥CY¥OYO¥E¥EnCal DHCP ¥ ¥é¥u¥¢¥6¥Enl subnet-mask, broadcast-addressistmeenfters, domain-
name, domain-name-servers, host-name ¥2¥x¥.¥c¥6aodixpaa-opalif
YaitcuEneoAn/Falixua¥e¥¥EadA o A+néoFnandoEn-EYabo. ooadoEnin¢aéopalif

olsalologn ndoEolj¢A+LA0E¥NYEYA V¥ no»@Aén-oEaa request E,nodYsfinnn/E2apon:
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request;
require E,
require [option] [, ... option }

require E oEnlj¢a¢aeAd ¢ Yen-YDa0¥ ¥E¥a¥t¥O¥En-Ysdu+/Epaingas ninE ¥jYa¥Da-A+oéaUa-
YaYx Y. ¥c¥Or0louor-abalif 16uoapuaias ¥a¥x¥-¥c¥onlaUn Fad bapaEanAoY ¢ Yon - Yeballu»éapaiopali£

sendE,

send { [option declaratior [, ... option declaratiof}}

send E,n0»@A8nlognloEnCiCY ¥EY¥o¥C¥o¥Enli¢
»@PABD-1; YA¥XY-¥CY¥OuO»PAsD-u; AlnC¥V¥DoEA+; ®ologngaluEnEngobalif o3a3aCr»PAéaCa-

DEY2¥xY.¥c¥0nli¢ dhcp-options(5) ©CAAlAapoio/Eooag¥e¥x¥ ¥c¥0Aé AotoUo/EaColif  DHCP
¥XYIY¥EYYEoCYinEA+néniag¥ayYx¥.¥c¥onl  o3osuEx@AéatagaUnaCalatnénpo»ndif Atayésted-
lease-time Y2¥x¥-¥c¥OnO¥CY¥OYO¥EY¥ED¥e i V¥i»p' O (2 »p’'0) °Es°olAleC»@AénlognsoEalaCa-
opol£o3alE po»EnlA¥YaivsilcaEn-ofAnéa«aE nanlolj¢ViE-pEEIalViilanly ¥é¥a¥t¥o¥EnEndeEinCa-
ngaen!oE Y40E000C¥YY¥DoEADD- A+ ®aloeyilcaColif

A°A2 DNS
Y2OR{ C¥ejYa¥ o3 EAnpnias OYaE DNS afit; .0otOnlos ndali¢
E6¥sinE AAGARCEYYY V¥ En-Y ¥éYo¥(¥O¥EnuEn¢aéapalif o3aial¥x¥i¥EY ¥o¥xA2aEoanlaCatoé¢
oAalsaén o¢aFas a-»xaAo/EoaagnénoEal/Eeoapo»adif odo.jtataEns o-6AEnaYi«E-nlaEnsain] DNS
¥Uiv¥Dol ElyY4OnoCotogaEnonoEnéi¢ olsal¥itcoE AnAnEalE -
opolifoEo/FointaéolsaloEaEonadoEaCatonif
o3ojad/E faua»néns odaEnlj¢DHCP ¥ Y:¥DolAsenC | °aE¥34iY¥000AE, AntagE-ixa-n¢ugabat (Y40°Ual
dhcpd.conf(5) aO»2¥4E)i£ opag j¢YijnioealoEY ¥E¥o¥(¥O¥ERC fqdn
YaYx¥ - ¥c¥On0ARAGnInEEixn-a¢agapatl:
send fgdn.fgdn "grosse.fugue.com.”;

send fgdn.encoded on;
send fgdn.server-update off;

fgqdn.fqdn Yayx¥-¥c¥oo| E-ao “° A’ oEYE¥a¥0¥0i¥nCoEntaiopoEngobo»adif
11, . alog¥¥i V¥ OnEADOIoEYY, V¥0E nd E-a° AépAcn-aEo+aioDoEnéabo»agif  fgdn.encoded
Yayx¥.¥c¥6al¢»EiNa.o/Faané DHCP ¥UiV¥PoEoéoAn/Eali¢ on a« off

nEARA&IOEE-xn-n¢ugén«nin-aiopa»ndiL

no-client-updatesE,

no-client-updates [flag] ;

DHCP ¥ Yé¥o¥C¥6¥En-A%AU DNS ot -0oiOnlngnéoaj¢ DHCP ¥ YE¥oYCYOYEYY RMioHE- (
script(8) »2Y4E) alAsenC DNS ajlls .00Quan aoysile (1ac"ebj¢DHCP

¥ ¥EYo¥CYOYEn-AVAUYIYYY¥ED-oEoanFon  SIG(0) C8%Und»EiNo.-oson¥iilc) nekslight-
updates E oO»EnAo/Ei¢il; -00l0nioEoonenlaE ¥ ¥é¥o¥(¥O¥EoEun oéosoEn-aCaapatif  DHCP
¥ ¥éYu¥C¥O¥En-1l; .ologndoEnoEYmbuEoo¥fiagrko true oEn.j¢ 114 -aloéo3uEa0EY40avsitial o
falsenEnlogntoEoEaEnénpalif ¥CY¥O¥O¥EY¥EaCal DHCP ¥ ¥é¥o¥¢¥O¥Eal DNS aftl; .ngtOnoopalif

¥a¥><¥-¥(;¥61/20%p»0
olsalyY ¥E¥a¥C¥O¥EnEnEnAn/EY,A°YaEalA-AUnCaEnn
YaYx¥ - ¥C¥OY¥CiYa¥ e a0YadntYsenAn, 08¢ E~IxnEYOEOn0Y40ntYenénFa«nAn, né
olog¥ilcaCita«nA|tolsainéalv0E6nEigiN2ACYLEYCYO¥O¥E¥ED|Aln-
¥ ¥éYu¥CY¥O¥EAIREA °Rolog¥ilgu-ntugabolif
opny ¢igiN2ACY2aCalatasn-¥i;Ys¥«¥EalY40E6nCEAn!ExixalatoéY40E 600
¥ ¥éYu¥C¥O¥En-Y40utnEnédiilgoantagapolif o3oloool¥,ilcodC-olos ndnE|¢
oon” aAo«al¥aYx¥-¥c¥6YsaYh»Oa-igiNaCaabol £

default E,

default [ option declaratior ;
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n¢oEYa¥x¥ - ¥c¥ouEnAoonE|¢
¥UiV¥Do«agAdTjopningAlndY ¥é¥o¥t¥O¥En-»EnioEotaiopoEnéaEnon-i¢

oan-¥iY¥Pa«néAla-AGTjopnioEntoioD 2, nén«al¥CYOYO¥EYEAInO»EnlE-ixn-a¢aé¥iilci¢
olsoiaéalAloodefault E, oCAGpAntaguinEn-oCoobalif

supersedeE,

supersede [pption declaratior] ;

n¢oEYa¥x ¥ -¥c¥ouEnAoonE|¢ oEaloénlaEAln-¥Y¥Do«aéAd jopainEnaj¢
YainE¥H V¥ «¥6oCARAapaing Alao»ExinEntaiopaEaénEnn¥ilci¢ alsoinéalAlad supersede

E,oCAépAningaioEn-aCaapolif

prepend E,

prepend [ option declaration ;

o¢oEYAYxY . ¥C¥6niYs IcaEnAnnn/FE|Cabat¥ee V¥ a-AbTjaloéAiad»Ennj¢

olsalY, o E¥|Y¥Da«éAdT jopnias Alo-a¢aiopalsaind»Enl¥ilcit olsoiaéalAlad prepend
E aCAépAniognioEa-aCaabolif prepend E,olE£¢ 6nlAlnoYsenénsaEalaCa-
nE¥¥xY. ¥c¥onEnloR[NoongadoEn-aCaapolif a3a]A©I6alY AC©apringnaanlaCala¢aéabo»ada-ij¢

o3oindlu»én o ilgi¢nEninén|nEN6 A nEnEnén«nii2AUnConpo»ndif
appendE,

append [option declaration ;

oCoEYYXY - ¥o¥0nlYs loaEnAnnn /| Caboo¥ | V¥Do«aéAd jauaing Alad»Eaaj¢

olsalY, oE¥ee V¥ a-AdTjologAlo-a¢aiopalsaind»Enl¥ilcie olpoiogalAlad  append
E aCAépAniognioEa-aCaabolif append E,olE£¢ 6rlAlndYsenénsaEalaCa-
nE¥¥xY. ¥c¥onEnloR[NoongadoEn-aCaapolif a3a]A©I6alY AC©apringnaanlaCala¢aéabo»ada-ij¢

nio-°3E ¢ oloéoE[Ys (iaCooEoon-é2joEoEnéopolif
¥eVa¥AE A
leaseAé A
lease {lease-declaratiof ... lease-declaration }
a¢aé»p O EXYIYEYRYEDTY, YoYRY6Y® »2Y4E) al 4j¢DHCP ¥ YEYo¥ Y6 ED]
YUY ¥Do@al¥ Y ¥»¥1oEA®, Un-olsolaEaFaooEEYACHngYsilgu-a¢agabalif
olsal»pAARC|CY ¥E¥o¥C¥O¥ED|YaE-a-»yaAn/Faaad|t Aaa¥e V¥ ol¥Civa¥ ¥UVa¥laoo
«a/Ejt»p OAUninEnEnAn/FaaaEon¥e ¥ adyscoEA nlj¢alsadaEpdo-oAnFaans  ¥&iY¥.oE  ping
00OnAn/Etaysain-igiN2ACY0EYE | Va¥tacoEr o«adA alUabalif  DHCP  ¥uj%¥O¥ed THBOO

¥ Y¥O¥o-A °Ro-oEon¥¥AYEYI Y4 alog n4oE¢ 1 aAE¥,anl .CAé
¥8[V¥oOY ¥E¥o¥CYO¥EARAGYOY ¥o¥saEAuAn o/Enloon/E ¢
¥ ¥éEYu¥CY¥O¥E-¥C¥E¥i¥ o0y« /E°A2nEARAGnConénénloEnlagntnEninCaapolif o3alghse

E oCtOonabolif

Ai°Q: lease E,olj¢DHCP  ¥ujY¥Du«néY,doty,eoAn, ¥8iYs¥tadls ntaéns ndoEi¢  dhclient.leases
¥O¥i¥a¥éoCoa»Eniniopalif °E2,nEAAlAntogys ¥ Nal¥- ¥6¥  ¥YAY ¥laEa| dhclient.leases
¥O¥i¥a¥8oColaREixnEninlniatoéopalif

AalAnd °A’oEnanlaEnlogn, ndjtalsalogaloE Y- ¥0¥ ¥AY ¥lodoso3aCuysiOn-apolif

lease E, ol C¥e{Yu¥1Y Va¥iiVa¥E ¢° Asesc,lj¢1 oA°EY.ani¥eivs¥tAg AE ¢
+!Azesc lo-A3ann; naolaClysA®auniabolif ¥8iV¥Aé AoEn.-o/E|tYsiniadnla-2ACY20Cal;

bootp;

bootp E afje¥éiva¥ion DHCP ¥x¥¥EY¥8aCalotaTj¢ HBO
¥x¥i¥E¥3¥En0iNaan/FY,e FAapnias a3aEndY, o-abalif

o3a[E noY ¥é¥o¥C¥O¥EARAEYOY | ¥o¥saE»PAGnlogEixnlA o o¢ugabo»adif

¥ YEYOYCYO¥EDimsalivoE nOYe VNGVt YU VY0¥  ¥o¥s /FanCrEnnnbalif

interface "string";
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interface ¥8[V¥E olj¢olsnl¥eiVa¥iool nEaloé¥a¥o¥ ¥O¥8i V¥ aoY, a-abolif
o3njo-ARAGoprioEaanéYsilc;tudal¥éiYs¥ialj¢»@Abaunin, ¥o¥o¥ ¥O¥8iv¥  %AnCalaR»EiNopaiopalif
¥ V¥Do«né¥e | Va¥noY,0otY,e0An, oEaj¢

¥ ¥éEYa¥C¥OYEalYiiaEnlsal¥e | Va¥tooY0otYenAn  ¥o¥o¥ ¥O¥§ VA EOtaendpls o-opalif dhclient.conf
¥O¥ ¥o¥enC»O0A°aE¥e | YVs¥taoAé A o FEoong¥ilci¢ixpanpaio EoEan
oloCalonj¢alsal¥ei ¥ aC¥a¥o¥ ¥O¥§i V¥ ndntaiosuE»@Aéa-aEotoioD oFagapoy»adif
fixed-addressip-address

fixed-address E ol/EAAGaI¥EiYs¥tal IP ¥CY¥E¥i¥oo»@Asnlog®YoE»Eanapolif olojnlataUa/En] lease
E,cEE-ixaColif  IP  ¥C¥E¥i¥ol (12.34.56.78 «aloénloE) YEYAYEEOn 4  oAAE-AY,°aC
»@Aéa.aEa+oioDoEnéapu»adif

filename "string";

filename E,ol»EiNatoe¥Oivu¥EX¥O¥ i ¥a¥él¥no»@Aéa-abalif
o3nialE, AAEY ¥E¥oX(¥O¥EARAGYY ¥E¥x¥EnCal»Eniniabu»ada-ij¢

AalAal °A’ad’ iintos ndnEosodaE’ oo Fotogapalif

selver-name "string’";

server-name E,oi»EiNatoé¥OiYa¥EYNV¥DI¥00»@A8n - apalif
o3nindE, YAAR0EY ¥E¥o¥CYO¥EARAGYLY ¥8¥x¥EnCul»Eniniabo»ndif

option option-declaratiorn

option E, ol ¥ Va¥Do«agAd T japniag¥¥x Y- ¥c¥onlAlno»@AéatognlaE» Ennopol £
n¢oénanij¢dhclient.conf aC»0A°AGUAYE|Y¥o-AE Aapoia/Eooné¥iilcoEali¢
oloal» A AGUAYE | Va¥lo-»EniaiogoYaEY Y¥E¥o¥C¥O¥EARAGYLY Y¥e¥x¥EaC»EINa-u/kE
iRo-ooAioo»@Aén.-opolif

script " script-namé;

script E,al dhcp ¥ YEYo¥CY¥OYEARAGYLY Ye¥xYEnl¥N¥I¥n0»@AeatagaloE»Eaaabalif
o3al¥1Y YE¥xYEo||C¥C¥EYI¥adixpan o, 08¢ EAREAGYjapnins ¥C¥EYi¥lao »a.as ot
Y&iY¥1a0Ye /E An- o /En«né¥o¥o¥ ¥O¥8iYa¥1al°CY22ARAGR0IOnAr , néotagACaE ¢ dhcp
¥ ¥EYa¥CY¥O¥Ea-3/EYa¥o¥ ¥O¥§iVa¥talsé IARAEROOn alaE» Ennapbalf ¥eiYu¥ta-Y,e /EAnCa-
oEa«oAog VailcoEal;¢

»OA°AGLAYE | Va¥lo-A PRaloé¥iilciCollainéad»iola, ndnEndal¥lyY ¥8¥x¥Eo-»Exiniabolif abog j¢i-

UoE¥eiY¥lo-00OnEnAca/FEAnéninEn«nAn; YiilcaCrajtadal¥ly ¥e¥x¥Eali¢ 1 260l FaO¥%:Dopaiopbolif
néué¥,Un-a afjdhclient-script(8) n0»2%En-o/Ea nAopanif

vendor option space 'hamé;

vendor option space E,alj¢vendorencapsulate-options YAYXE-NCH¥On0Ya0¢ ®a-a¢ ¥ailgi¢
Elitae2yonEnEnlyayx¥- ¥c¥616 Ono»EiNaloénUon«ad»@Aéataéns nadnE»EiNopaiabali£

YUY ¥Do«néal¥U¥O¥AYRY X ¥ ¥c¥onl EAAGRTY ¥é¥inoixpdntaga, nanEj¢  dhcp-vendor-identifier
o0»EiNotagninEo-oGoobalif y,U°Ukicp-options(5)n0»234En- 0o nAoponif

medium "media setup

medium E,olj¢AUASounia Eoong¥IYAYEYYa¥ al¥, Yo¥xoO¥I¥AYEYIYsY Ya¥o¥ ¥O¥§Ya¥tan
Yac FE°AeoEEYACaCranEaanganlnEY-¥1I¥FYAaCr»EnlosoEn-aCoopolif E, »0lo media setup
ol¥- Y EYACIA al¥N¥E¥4 ¥ nCit ¥oX oY YOY§| V118" (i2YealoY oE dhcp

¥ Y¥EYuYCY¥OYEARAGYY ¥e¥x¥EoEAlopoiobolif  Unix  ©2eoO  Unix  E+ol¥-¥¥/EYaoCalj¢
o3a(°(1¢, 0nl¥a¥0¥ ¥O¥§iVs¥aoARAGIngaEnE ifconfig ¥O¥PYOYE¥éY¥a¥onE Alauniapolif
YoiY¥1o0/EAnsa, nAnEYo¥6Y ¥O¥S | Vi¥ooARAGHInE OVoE tdhep ¥ YEY¥o¥CY¥O¥En-YA¥CYEYTY, ¥o¥x (

media E, a0»2¥E) oo»EiNoloédiitci¢dhep ¥ YAY¥oYCY¥OY¥En(j¢o3al¥N¥E¥avs¥ s oo
YuECRRoEAE An-obali E¥IYAYEYI V¥ ¥o¥o¥: ¥YO¥S V¥ o-Ya¥CY¥EY Y ¥a¥xa]
ARAGOOE-IxoEnlogsitcal (plag¥iilgoE Ang)i¢osalE no»0A°AGUAYE | Ya¥aC

»EiNo-oEo+oioDoEnéopoy»ndif

renew date
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rebind date

expire date

renew E,olj¢, %oR»EINAzeal¥eiVaootty - (renew) ologos o4oE¢ dhcp
¥ ¥éEYa¥C¥O¥Ea-»EINAsenl¥e|Va¥ooAd o o/ ain, ¥ V¥Do@al¥ey ¥»¥ial

»TaRadd«» o-aEotaioDoEoéoEoo/FEii»padAéuAn-alpeied E olj¢  ¥&j¥¥iooll, -alogansninEj¢dhcp

¥ ¥éYu¥C¥O¥Ean ooafojo«a] dhcp
¥UiV¥Do@al¥ Y ¥»¥lol»iaRaoss|a.-oEntaiopoEnéaEonEiinpooAéuAn.-abalif expire

E alj¢¥éiYs¥talll, -olos nanE¥ |V ¥DaE¥ Y ¥»¥loCooEo«aAns %4ilci¢ dhcp
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timeout 60;

retry 60;

reboot 10;
select-timeout 5;
initial-interval 2;

reject 192.33.137.209;
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interface "ep0" {
send host-name "andare.fugue.com";
send dhcp-client-identifier 1:0:a0:24:ab:fb:9c;
send dhcp-lease-time 3600;
supersede domain-name "fugue.com rc.vix.com home.vix.com";
prepend domain-name-servers 127.0.0.1;
request subnet-mask, broadcast-address, time-offset, routers,
domain-name, domain-name-servers, host-name;
require subnet-mask, domain-name-servers;
script "CLIENTBINDIR/dhclient-script";
media "media 10baseT/UTP", "media 10base2/BNC";

}

alias {
interface "ep0";
fixed-address 192.5.5.213;
option subnet-mask 255.255.255.255;
}
o3oia| dhclient.conf ¥O¥i¥a¥éoEn-aEnlE6¥inEEE» vEnAnlaCali£iEInE ¢
3gapnGo-»EiNatagoiolalolaga«nE EA+oEniotaColi£A s o al¥%ilgi¢dhclient.conf
¥O¥i¥a¥éoEn-a/E1onl¥O¥i¥a¥énoA A®ataéoAn+aClslsE-aEalataCalif
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‘@li¢ralu
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110
dhclient(8) al Vixie Labs aExnl-AloalnanEaC Ted Lemon a—Ysiiaaba.ag £ EU¥x¥i¥ ¥8¥ ¥Eal 874l Inter
net Systems Consortium ©-Adfja-aba.a;if Internet Systems Consortium ©oE @olaé¥sdEoalj¢
http://www.isc.org aEa¢ogopalif
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NAME
dhclient.leases - DHCP client lease database

DESCRIPTION
The Internet Systems Consortium DHCP cliezefs a persistent database of leases that it has acquired that
are still \alid. Thedatabase is a free-form ASCII file containing one valid declaration per lease. If more
than one declaration appears foreegilease, the last one in the file is used. The file is written as a log, so
this is not an unusual occurrence.

The format of the lease declarations is describethatient.conf(5).

FILES
/var/db/dhclient.leases

SEE ALSO
dhclient(8), dhcp-options(5), dhclient.conf(5), dhcpd(8), dhcpd.conf(5), RFC2132, RFC2131.

AUTHOR
dhclient(8) was written by Ted Lemon under a contract with Vixie Labs. Funding for this project was pro-
vided by Internet Systems Consortium. Information about Internet Systems Consortium can be found at
http://www.isc.org.
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NAME
dhcp-&al - 1SC DHCP conditionalaluation

DESCRIPTION
The Internet Systems Consortium DHCP client andesdpeth provide the ability to perform conditional
behaior depending on the contents of packety tteeeve. The syntax for specifying this conditional be-
haviour is documented here.

REFERENCE: CONDITIONAL BEHAVIOUR
Conditional behaviour is specified using the if statement and the else or elsif statedeamsditional
statement can appear anywhere that a regular statement (e.g., an option statement) caamdhmp@ar
enclose one or more such statememstypical conditional statement in a server might be:

if option dhcp-user-class = "accounting" {
max-lease-time 17600;
option domain-name "accounting.example.org";
option domain-name-servers nsl.accounting.example.org,
ns2.accounting.example.org;
} elsif option dhcp-user-class = "sales" {
max-lease-time 17600;
option domain-name "sales.example.org";
option domain-name-servers nsl.sales.example.org,
ns2.sales.example.org;
} elsif option dhcp-user-class = "engineering" {
max-lease-time 17600;
option domain-name "engineering.example.org";
option domain-name-servers nsl.engineering.example.org,
ns2.engineering.example.org;
}else {
max-lease-time 600;
option domain-name "misc.example.org";
option domain-name-servers nsl.misc.example.org,
ns2.misc.example.org;

}

On the client side, an example of conditional@ation might be:

# example.og filters DNS at its fireall, so we hae 1 use their DNS
# rvers when we connect to their netku  If we are not at
# example.org, prefer our own DNS server.
if not option domain-name = "example.org" {
prepend domain-name-servers 127.0.0.1;

}

The if statement and thelsif continuation statement both &koolean expressions as theigaments.

That is, thg take expressions that, whewauated, produce a boolean result. If the expressialuates to

true, then the statements enclosed in bracessioigptheif statement arexecuted, and all subsequesisif
andelseclauses are skipped. Otherwise, each subsegightlauses expression is checked, until an elsif
clause is encountered whose tasiuates to true. If such a clause is found, the statements in braces fol-
lowing it are e&ecuted, and then grsubsequentlsif andelseclauses are skipped. |If all thieand elsif
clauses are checked but none of their expressiaihsge true, then if there is @tseclause, the statements
enclosed in braces following tieéseare ealuated. Booleamxpressions thatvaluate to null are treated as
false in conditionals.

BOOLEAN EXPRESSIONS
The following is the current list of boolean expressions that are supported by the DHCP distribution.

data-expression-f data-expression-2

The= operator compares thalues of tvo data expressions, returning true ifyteee the same, false if
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they are not. If either the left-hand side or the right-hand side are null, the result is also null.
boolean-expression-dnd boolean-expression-2

The and operator eduates to true if the boolearxmression on the left-hand side and the boolean
expression on the right-hand side botkaleate to true. Otherwise, ivduates to #lse. Ifeither the
expression on the left-hand side or the expression on the right-hand side are null, the result is null.

boolean-expression-dr boolean-expression-2

The or operator galuates to true if either the boolean expression on the left-hand side or the boolean
expression on the right-hand sidegleiate to true.Otherwise, it galuates to &lse. Ifeither the rpres-
sion on the left-hand side or the expression on the right-hand side are null, the result is null.

not boolean-expression

Thenot operator galuates to true iboolean-expressioevduates to false, and returns falsédolean-
expressionevduates to true. Iboolean-expressioevduates to null, the result is also null.

existsoption-name

The exists expression returns true if the specified option exists in the incoming DHCP packet being
processed.
known

The known expression returns true if the client whose request is currently being processed is known -
that is, if theres a ost declaration for it.
static

The static expression returns true if the lease assigned to the client whose request is currently being
processed is demd from a static address assignment.

DATA EXPRESSIONS
Several of the boolean expressions abakpend on the results ofauating data ®pressions. Alist of
these expressions is provided here.

substring (data-expr offset length

Thesubstring operator ealuates the data expression and returns the substring of the result ofthat e
uation that starteffsetbytes from the beginning, continuing fangth bytes. Offsetandlengthare
both numeric gpressions. Iflata-expr offsetor lengthevduate to null, then the result is also null.
offsetis greater than or equal to the length of thdumted data, then a zero-length data string is
returned. Iflengthis greater than the remaining length of theleated data afteoffset then a data
string containing all data fromiffsetto the end of thewvaluated data is returned.

suffix (data-exprlength
The suffix operator valuatesdata-exprand returns the lagngthbytes of the result of thavauation.
Lengthis a numeric xpression. Ifdata-expror lengthevduate to null, then the result is also nul.
suffix evduates to a number greater than the length of ¥akiated data, then thevaduated data is
returned.

option option-name
The option operator returns the contents of the specified option in theepaxkvhich the server is
responding.

config-option option-name
The config-option operator returns thealue for the specified option that the DHCP client or server has
been configured to send.

hardware

The hardware operator returns a data string whose first element is the type of network interface indi-
cated in packet being considered, and whose subsequent elements aselinkelayer address. If
there is no packet, or if the RFC218len field is irvalid, then the result is null. Hardware types
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include ethernet (1), token-ring (6), and fddi (8Hardware types are specified by the IEERd
details on hw the type numbers are defined can be found in RFC2131 (in the ISC DHCRutigsirib
this is included in the doc/ subdirectory).

packet (offset length

The packet operator returns the specified portion of the padleing considered, or null in coxte
where no packet is being considere®iffsetandlengthare applied to the contents patlas in the
substring operator.

string

A string, enclosed in quotes, may be specified as a datession, and returns the text between the
guotes, encoded in ASCIIThe backslash (\') character is treated speciayin C pogramming: '\t’
means TAB, '\r means carriage return, \n’ means newline, and "\b’ means Aai}.octal value can

be specified with \nnn’, where nnn isyapositive actal number less than 040&ny hexadecimal
value can be specified with "\xnn’, where nn ig/gositive hexadecimal number less than or equal to
Oxff.

colon-separated hexadecimal list
A list of hexadecimal octet values, separated by colons, may be specified as a data expression.

concat @data-exprl ..., data-exprN
The expressions areauated, and the results of eaclalaation are concatenated in the sequence that
the subexpressions are listed. lyyanbexpression eduates to null, the result of the concatenation is
null.

reverse umeric-exprldata-exprl
The two expressions arevaluated, and then the result ofakiating the datax@ression is neersed in
place, using hunks of the size specified in the numeqicession. Br example, if the numeric
expression ealuates to fourand the data expressiomaiuates to twele bytes of data, then theverse
expression will galuate to twele bytes of data, consisting of the last four bytes of the the input data,
followed by the middle four bytes, followed by the first four bytes.

leased-address
In ary context where the client whose request is being processed has been assigned an IP address, this
data expression returns that IP address.

binary-to-ascii (numeric-exprlnumeric-expr2data-exprl data-exprl
Corverts the result of wluating data-expr2 into a text string containing one number for each element
of the result of ealuating data-epr2. Eachumber is separated from the other by the resulvaiie
ating data-gprl. Theresult of @aluating numeric-exprl specifies the base (2 through 16) into which
the numbers should be a@nted. Theresult of &aluating numeric-expr2 specifies the width in bits of
each numbewhich may be either 8, 16 or 32.

As an example of the preceding three typesxpfessions, to produce the name of a PTR record for
the IP address being assigned to a client, one could write the following expression:

concat (binary-to-ascii (10, 8, ".",
reverse (1, leased-address)),
".in-addr.arpa.");

encode-int umeric-expywidth)
Numeric-epr is evaluated and encoded as a data string of the specified width, iorkedbyte order
(most significant byte first). If the numeric expressigaiates to the nullalue, the result is also null.

pick-first-value (data-exprl ...exprn])
The pick-first-value function takesyanumber of data>gressions as its guments. Eackxpression
is evaluated, starting with the first in the list, until an expression is found that doegahaite to a
null value. Thatexpression is returned, and none of the subsequent expressionslaated. Ifall
expressions\eluate to a null value, the null value is returned.
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host-decl-name
The host-decl-name function returns the name of the host declaration that matched the client whose
request is currently being processed, if.aif no host declaration matched, the result is the rallle.

NUMERIC EXPRESSIONS
Numeric expressions are expressions thauate to an intger In general, the maximum size of such an
integer should not be assumed to be representable in fewer than 32 bits, but the precision ofggush inte
may be more than 32 bits.

extract-int (data-expr width)

The extract-int operator extracts an integer value in rertwbyte order from the result oba@uating
the specified dataxpression. Wdth is the width in bits of the inger to etract. Currentlythe only
supported widths are 8, 16 and 3#.the evaluation of the data expression dog¢grovide suficient
bits to extract an integer of the specified size, the null value is returned.

lease-time

The duration of the current lease - that is, thiEedihice between the current time and the time that the
lease expires.

number

Any number between zero and the maximum representable size may be specified as a xpirasyic e
sion.

client-state

The current state of the client instance being processed. This is only useful in DHCP client configura-
tion files. Possible values are:

» Booting - DHCP client is in the INIT state, and does not yeefm IP address. Th@&ext message
transmitted will be a DHCPDISCOVER, which will be broadcast.

* Reboot - DHCP client is in the INREBOQOT state. Ithas an IP address, but is not yet using it.
The next message to be transmitted will be a DHCRBRESY, which will be broadcast. If no
response is heard, the client will bind to its address ame tndghe BOUND state.

» Select - DHCP client is in the SELECTING state - it has vedeit lkeast one DHCPOFFER mes-
sage, but is waiting to see if it may reeeither DHCPOFFER messages from other sexv No
messages are sent in the SELECTING state.

* Request - DHCP client is in the REESTING state - it has reced at least one DHCPOFFER
message, and has chosen which one it will request. The next message to be sent will be a
DHCPREQUEST message, which will be broadcast.

* Bound - DHCP client is in the BOUND state - it has an IP addréksmessages are transmitted in
this state.

* Renav - DHCP client is in the RENEWING state - it has an IP address, and is trying to contact the
sener to renw it. Thenext message to be sent will be a DHCPREQUEST message, which will be
unicast directly to the server.

* Rebind - DHCP client is in the REBINDING state - it has an IP address, and is trying to coptact an
sener to renw it. Thenext message to be sent will be a DHCPREEZT, which will be broad-
cast.

REFERENCE: LOGGING
Logging statements may be used to send information to the standard logging chAnmeglging state-
ment includes an optional prioritfaal, error, info, or debug), and a data expression.

log (priority, data-exp}

Logging statements taknly a single data expression argument, so if you want to output multipleadata v
ues, you will need to use tlkencatoperator to concatenate them.
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REFERENCE: DYNAMIC DNS UPDATES
The DHCP client and servervethe ability to dynamically update the Domain Name Syst@¥ithin the
configuration files, you can definevagou want the Domain Name System to be updated. These updates
are RFC 2136 compliant soyaBNS server supporting RFC 2136 should be able to accept updates from
the DHCP server.

SECURITY
Support for TSIG and DNSSEC is not yetitable. Whenyou set your DNS server up to allapdates
from the DHCP server or client, you may be exposing it to unauthorized updatesgoid this, the best
you can do right nw@ is to use IP address-based packet filtering tavg@reunauthorized hosts from submit-
ting update requestbviously there is currently no way to provide security for client updates - this will
require TSIG or DNSSEC, neither of which is yedikable in the DHCP distribution.

Dynamic DNS (DDNS) updates are performed by usingdhgupdate expression. Thedns-update
expression is a boolean expression that takes four paramkétdrs.update succeeds, the result is true. If it
fails, the result isdlse. Thdour parameters that the are the resource record type (RR), the left hand side of
the RR, the right hand side of the RR and the ttl that should be applied to the record. The siamplast e

of the use of the function can be found in the reference section of the dhcpd.conf file, wehtreae
described. Irthis example seral statements are being used to enthle arguments to thens-update

In the example, the first argument to the first Bdns-update expression is a data expressidudtes ®

the A RR type. The secondgament is constructed by concatenating the DHCP host-name option with a
text string containing the local domain, in this case "sshple.net". Thehird agument is constructed

by corverting the address the client has been assigned from a 32-bit number into an ascii string with each
byte separated by a ".". The fourtlgament, the TTL, specifies the amount of time remaining in the lease
(note that this is'really correct, since the DNS server will pass this TTL out wieergerequest comes in,

evan if that is only a fe/ seconds before the lease expires).

If the firstdns-updatestatement succeeds, it is falled up with a second update to install a PTR RRe
installation of a PTR record is similar to installing an A RR except that the left hand side of the record is
the leased addressyeesed, with ".in-addr.arpa” concatenated. The right hand side is the fully qualified
domain name of the client to which the address is being leased.

SEE ALSO
dhcpd.conf(5), dhcpd.leases(5), dhclient.conf(5), diveit®, dhcpd(8), dhclient(8), RFC2132, RFC2131.

AUTHOR
The Internet Systems Consortium DHCP Distribution was written dzfy lemon under a contract with
Vixie Labs. Funding for this project was provided through Internet Systems Consottiformation
about Internet Systems Consortium can be foutndtjat/www.isc.org.
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194%]
dhcp-al - |SC DHCP oEn2n+n&%:0-iEOuEY2A

20Aa
Internet Systems Consortium ol DHCP ¥ ¥éYu¥CY¥O¥EEY¥Y¥Dolj¢oEnAnénd
Y40 ¢ ®@atag¥NY¥+¥AYEQEC (A 0.0 ¥0-TIEQ0/E 0ladtOnlCYllnd»yoAnbalif %0-iEQun-

AE°O0lE, EjadnsadoEY, a.0patif
»2Y4E: ¥0-IEQa/EC ]
%0-IEQu/E olaii¢if, else, elsif E oo»EiNo-o/E»@Aéa-abatif  ¥%0-iE ali¢AI%IE, (option E))
0-AD¥i2ACYLaE VY4800 EnsuEaCoaADY4i2ACY2aCatoé|¢  ubog udnlagnloEE 0d3¢oendaEnda2ACY,0Catif
¥ Ye¥DuEpo+08Y,0-1E, olYijoloéaloEaEngadoEa-A  nooCo.aga!:
if option dhcp-user-class = "accounting" {
max-lease-time 17600;
option domain-name "accounting.example.org";
option domain-name-servers nsl.accounting.example.org,
ns2.accounting.example.org;
} elsif option dhcp-user-class = "sales" {
max-lease-time 17600;
option domain-name "sales.example.org";
option domain-name-servers nsl.sales.example.org,
ns2.sales.example.org;
} elsif option dhcp-user-class = "engineering" {
max-lease-time 17600;
option domain-name "engineering.example.org";
option domain-name-servers nsl.engineering.example.org,
ns2.engineering.example.org;
}else {
max-lease-time 600;
option domain-name "misc.example.org";
option domain-name-servers nsl.misc.example.org,
ns2.misc.example.org;

}
¥ ¥E¥o¥CY¥O¥EAInCal;¢¥40-IEOREY2AnilanlYsjalnén nEnEnénCa.ngal:
# example.og dl¥O¥ | ¥o¥a¥ YO v¥enC DNS oo¥O¥EYEY  ologalaCi¢
# example.og VI¥AYEY¥ijvs¥ oE.-OQo-néoEoaloR|¢alsal DNS ¥uY¥Dad»EiNa-apolif
# example.og ok -Ou-nénlaColaEnndilci ¢V« Eal DNS ¥ujY¥Dudi¥Ae»EiNa.-obolif
if not option domain-name = "example.org" {
prepend domain-name-servers 127.0.0.1;
}
if E cE elsif -NAE olj¢ e, 6nEn o /E¥0|Va¥e Y ndYsendabolif
oAnpboé|¢odainéalE alj¢ E¥,2AapninénE¥0Y.¥eAlal-82ln0A A®ulogy, adYsenéapalif
Y,°olEYa2A- 6210 ¢ nEnEnéabftE olAY, Aol¥O¥iYa¥taCigréaing E u-Y,AtOopxai¢, AAwsi oF else
ol Adol¥¥¥A¥xopaiopolif olsaloCoEon¥ilci¢EY2A-&2n-, ¢ nEnEné elsif AAnEY:D2fialopoCi¢ A3nlogsE

elsif Adnly,°a-¥A¥SYAY ouniopolif
olspalogaloEAG- «EQu«nénE|¢AYs Anl¥O¥ V¥t AsenlE n-1,AtOopnii¢ AAGKEE elsenlAdoi¥iy-
¥A¥xapoiopolif olaUn/Eal if o2agn0 elsif

olAdo-¥A¥SYAY apnin, oaolaloEaly, ndy ¢ cEaEnénEonyiilcaCylbe  Adn-A °Rolog¥ilcit else
olAYs, Aol¥O¥ijVa¥ AcenlE o-E¥,2Aopniopolif
%0-inEcdann Falj¢EY2A-82la-duEnEne¥OV¥eY, aluaEn o E°-oiniabolif
¥Oi1/4¥é1/4°
°E21/,0{j¢DHCP CUEUE2nC, Y2oRY¥U¥Y jVa¥Enpain Eanos¥O v,y yaeal®ii+uCatig

data-expression-% data-expression-2
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= ya¥U¥iVa¥ e ali¢2 Al¥Civa¥ e VatnoEee30n-j¢13,Y40n-E+o Yitcal ¢ noEOD-j¢
A+ ioCoEoa¥ilcaiuadEQr-abolif © EQnan-a ni+!EQulonntaia«a-dal¥ilci¢-82alaEaEnéapalif
boolean-expression-dnd boolean-expression-2
and YaYO¥i V¥ ol 60, EORIYO | Va¥eya aE+ EOol¥OYa¥e V.o alivEyalEVa2A. - 820
& al¥iLG i C¢ ¢ BEEY2Anpaiabolif olsaloCoEan¥ilci¢peEEY2Aapaiobalf
° EQuan.o of+!EQnlaanlaio«a-60]3iici¢ e2laldnEnEaéabolif
boolean-expression-dr boolean-expression-2
or yayU¥iiva¥ e alje°, EQn¥Oiva¥eY, nE+ EQnl¥O Ve Y, aluantain«aEV2A  62lo-
&, al¥iLG C¢ ¢ BEEY2Anpaiabolif olsaloCoEan¥ilci¢pueEEY2Aapaiobalf
° EQnan.o al+!EQnloonlain«n-{5aivilci¢-é2alfonEnEnéabalif
not boolean-expression
not yayU¥ijva¥ e aliBoolean-expression  olEY2A.-&2la-pufalsilcic ¢ ¢ REE¥2Aopainbolif
apag jboolean-expression  olEY2A-&2la-¢ ¢ ol¥ilcCuTeEEY2Aopuniabalif boolean-expression
olEY2A-82l0-1601%ilc|¢-82lnanba, onEaEngabolif

existsoption-name

exists Y,eal;¢vaelyADYLY el Epll DCHP ¥N¥+¥A¥EAeoE|¢
»@Aapnin g ¥A¥xY. ¥c¥on-A ORolog¥iilcite ¢ c0EOD-ubolif

known
known Y,enli¢ixudAD+pAzealy¥ ¥é¥o¥t¥o¥En- 0ATalYilgi¢
olaEoioAYU¥I¥EAE An-o¢aé¥silcits ¢, a0EQr-opalif

static
static Yol ¢ixpaAD+pAsenly ¥é¥o¥C¥O¥En@nl¥e ¥ 3anéAda/Fo-i¢

AAAayc¥EYi¥saneAdnEnEnensninlaCatuAn, Yilgi¢e ¢ cOEOD - apalif
¥CiVa¥eYa®

AC150nT¥O | Va¥eYi°al | C¥CVa¥s Vo nIEY2A- 8210 (A n.aboti£ ¥CiVa¥, Vanootadaky, n.abati£

substring (data-expr offset length
substring ¥2¥U¥iiYu¥ ¢ ol jC¥CiYa¥e Ya°n0EY2Ar-i¢ E¥.2A- 62 Aaffdet ¥D¥o¥En«né3«»in-aAength
¥D¥o¥E-NAsolog ¥u¥O¥IYE¥e¥0¥° aoEOn.obofigetaE lengtholf aE ¢ 6AIY4° nCol;Hata-expr off-
set length  olooo®oin«o-6EEY2Aopaing¥lilci¢ -82ladobug 60EcEnéopolififset
o CEY2Anpaing ¥CiYa¥ e alAtau°Ed,a0Catoévilei¢ Aloy 0 ol¥CiYa¥e E »Ul6a-EQuuoiengtht
o-jCEY2Aopaing ¥CiYa¥sal ikt oéné AolAlopnguéAcoon¥ilci¢ E¥Y2Aouning ¥CiVa¥ offset
o«néY2AY,oboCalA ¥CiYa¥ 00 Poa ¥CiYs¥ s E, »U16a-EQouaiopolif

suffix (data-exprlength
suffix ¥a¥U¥ijV¥, oljdata-expradEv2An-i¢ E¥.2A-62l0l°C &déngth ¥D¥o¥EooEQr-opbaljfength
ol ¢ 6AIYs°aCalifdata-exprabag ailength olEY22A-82la-6ai¥ilc¢ -&é2lnanbag [6aEnEnéabsufiix
(IBAi: length w-Apo-ooaEx»xojaiopol) alEY2A-62l0-E¥2Aaunin, ¥CiYa¥ e niAtauneénéAganndsilci¢
E¥2Aopaing ¥Civu¥ e o~EQunpainbolif

option option-name
option YaYU¥iiVa¥ e ali 0¥ Va¥Da-~+pAnvselyAse ol ¥N¥+¥A¥E alAzeal¢
»@DAa .0 YAYXY ¥C¥Oul EAlI EnOEOn - abolif

config-option option-name

config-option YaYU¥IiYa¥ e aliC»DABD -0 ¥O¥x Y. ¥c¥OaEADT- ¢ DHCP
¥ ¥éYa¥C¥O¥Eabn, al¥Va¥Da-A+YsPalogngal ARAéauria, AlooEOr.opalif
hardware

hardware ¥a¥U¥iiYa¥¢ aliC¥CiVa¥e YI¥EYEYO0¥ n0EQu abolif ¥CjYa¥s ¥I¥EY¥EYo¥°al°ClsénlixACxlj¢
AD¥Y¥N¥+Y¥A¥E oY, al¥YAYEYI V¥ ¥o¥o¥: ¥O¥§ V¥ ol¥, ¥o¥xaCatadi¢
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,AA0I0BIXACHT|C¥ ¥E¥oX(YOYERIYEYOY ADYCYE¥I¥aColif ¥N¥+¥A¥Eo-A °Ro.oFandilcuan-a af

RFC2131 hlen YOYEVA¥EYED-Ip GoEYiilci¢ -&2o[5oEnEadapalif
VI ¥EYIYEY Y, Yo¥xoEal|0¥a ¥ u¥i¥AYE (1)iC¥E VY YO¥E¥6¥® (6)i¢ FDDI (8) u- bubaiabalif
¥IiVL¥EYI¥8YCY  Yu¥xal IETF oEnéoAn/Ep-Aéopaijc

oEnjoenloEY, ¥o¥xals 6Aln-AépAopaiogo«aiysU°Unl RFC2131 (ISC DHCP CUEUE2aCalj¢doc/
Yu¥O¥CYEYIY ¥E¥eéuEn¢néubual) up»2y4En-0/fEa oAayuonif

packet (offset length
packet YaYU¥iiYa¥ e aliCAD Y Y ¥N¥+YA¥Eal»BABESE-OEOnlo«i¢
AD¥Y¥N¥+¥A¥Eo-lpooE I®@aColfda0EQn.-obolif offset ©E  length  «lj¢  substring
YaYU¥iVa¥ e oE E+lioE | ¢¥N¥+¥AYEal £l AcEA-INapaiopolif

string
¥ YO[Y¥EnC3guénin, ¥I¥EYEYO¥°al¥CiVa¥ s Vu°nEn - u/E»@AG2ACY,aCataéit ¥ ¥OiY¥Eal Ond ASCII
¥ Y0¥ Va¥Er. s ol¥EY¥IYEOEQR - ubolif YDYAY YIYEYA¥.-¥§ V) E,»Gal C

¥x¥i¥¥é¥aningn oEEAEI°-ooopaiopal: aloEoioA \t' ol¥,¥Oooi¢\r alEd2padi¢\n’ ai2ptOndj¢\b’
al¥U¥eno °Oifa-obotif 8 ¢E¢oAil \nnn' aC»@AB2ACYaCacaéiennn of 0 °E%A 0377 °E2vial 8
¢E¢0AICaLE 16 (E¢O0AInl "wnn' oC»@A&?ACYaCatagienn of 0 °E¥%& OkPvol 16
¢E¢OAINCoLE

colon-seperated hexadecimal list
¥3¥i¥6aCTeAUnéain, 16 ¢ B¢ onlyay YEYAYEAIIYEYI¥EDD|¢ ¥CiVa¥s Vit oEn o/E»@A2ACY20CaLiE

concat @data-exprl ..., data-exprN
Y,eo-E¥2Aopni|¢3EEYRA - 82la-¥u¥ O alscEOREIC-éopainpati£
¥u¥Ovseoloonlain«alEY,2A - &2lu-6nEnEnévilci¢i¢-éal.62lalGuEnEngabalf

reverse umeric-exprldata-exprl
2 AclYao-EY2Aopai C¥CYa¥ e VarlEY2A . €2lo-aYsal¥4inCE ¢ A¥opaiobati£
E¢A¥anlj¢s 0AIYs°aCr@AéapningAcaopaiA+°laClOxiniopatif  180"aD¢ 0AIV alEY2A 820~ 4
0l%ilgaCi¢ ¥CiYa¥ Ve alEY2A - &2lu- 12 ¥D¥u¥EoEnEnéYilydse Vi olEY2A 82]alj¢YsjnlngaloE
12 ¥D¥a¥Eo|¥CiYs¥ ¢ nEaEnéopalif oloFainAj¢/EplialoC dal 4 ¥DY¥a¥E|t: ¢ Asenl 4¥DY¥o¥E¢oCYséal
4 YD¥u¥Ea| YaguEoEngopalif

leased-address
ooo«aEogE I@oEn?oon/Fnd;¢ Ixpay2elyAD¥,YoEoEoAnFannsy ¥é¥o¥(¥O¥EaE IP
¥CY¥E¥I¥o-3308A0nEoNalviici¢ nlsol IP ¥C¥EY¥I¥o-EQuuniabalif

binary-to-ascii (numeric-exprlnumeric-expr2data-exprl data-exprl
data-epr2 olE¥2A-62l00¥EYYIYEYIYEYEYOY¥ aEEN 1a.abatif  ulal¥/EYYIYEYI¥EYEY6¥° AsenCalit
data-epr2 olE¥2A-82al3EIxACr-i¢1  Aal;0AIREnEnéabolif 34 6Alnlj¢alsaiayaij¢oatd-e
olE¥2A-é2loEnénAn/EeAUnériobolif numeniprd olEY2A-620alj¢'8:0 (2 o«oé 16) aCu¢ugi¢
o3a] 8¢ 60E ¢ 0AIo-EN tapoiabolif numeric-expr2 olEY:2A-82]alj¢3/E ; OAIaIYO¥A¥EEyaCutoéi¢ 8,
16, 32 oloon®ojo«aCalif
oClséal 3  Aal¥:¥o¥xoly,colldaEn-o/Ei¢ ¥ ¥é¥a¥C¥O¥EnE3anéAoa/Foénins IP ¥C¥E¥I¥INal PTR
¥i¥3i1/4¥EDT‘|3/4A°0(\)A}A®ClnéO¢néoE»EI'NZA(;l/znél/4°n(‘)1/4“n-nl:ml

concat (binary-to-ascii (10, 8, ".",
reverse (1, leased-address)),
".in-addr.arpa.");

encode-int umeric-expywidth)
¢ 0AIY,°a-E¥2Anpnij¢»@Acopnias Eyol¥Ciya¥ s ¥I¥EYEY¥0¥° naE YIYAYEYI|YV¥ ¥DYa¥EYsg
(°C¥a°I¥D¥a¥En-°CY4¢) aC¥ ¥0¥3|Ya¥Eopaiopalif
¢ OAIY4° ol EY2A - 8210~ (Bl AlcEnEaédiici¢ - é2lnanba, [6aCalif
pick-first-value (data-exprl ...exprn])
pick-first-value ‘B¢, 6ali¢Co°O Anl¥CiVa¥ s VatudVienéEAnpalif
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YOYI¥Eo|Ae/E-n«né3EY,°u-EV2Aopnii¢  EV2A-82u-18aCrloEnnl/, o~ «EQn«nénpoCoinin-Asn-
apotif o3afYs°o-EQnpaij¢odnly, ok, 4A30108Y,° nlEY,2Anpniopo»ndiL
oloUo/Eoly, alEY2A .- 621a-6013itci¢6alAla-EQopaiopolif

host-decl-name
host-decl-name ‘B¢ 6ali¢ YoORIxpaYLeIyADY,Y aEnEnAn ooy ¥E¥o¥(¥O¥EnEYPY¥AYAalng¢
¥U¥YEAE AnllvsA°ooEQr-abatif cEal¥U¥IYEAE Ava¥P¥AY¥An.aEan¥ilci¢-&2lalduEnEnéapolif

¢ OAIYL°

¢ OAIYL°al|CEY42A. 82ln-A° , 6uEnEnéY, aCalif °IEIRE[¢CA° ¢, 0nl°CAG¥U¥a¥oa— 32

¥O¥A¥EInEpaCa¢agnE2y,AgataUonCaln¢agabu»ado-it A° ¢ 6alAAUa- 32

¥O¥A¥Eno+Un néosoEnla¢oéEAnbolif

extract-int (data-expr width)

extract-int YoYU Va¥ e ol i C¥IYAYE Y Y0¥ ¥DYa¥EYscalACs 600t
»@A8D- 0 ¥CiVa¥e Vae ol EYRA - 62lacnéy,enéliPo.-opalif  Eyalj¢vienéliPolA°; oal¥O¥A¥YEEYaColif
Y50R C¥U¥Y [Va¥EopaioEanosEyal 8, 16, 32 ofoonCaio«aCatif

¥CiVa¥e Va*alEY2A - €2lo-(C»@Aén-us AcoounlA° OnEYienéysDalaloE
YoLsE-aE¥OY¥AYEROAGYja-oEon¥itci¢dalAln-EQouaiabalif

lease-time

YeoRal¥e|YVa¥al " OuCalif nlaEnioA|¢,Y.oRal»plicE¥EiYa¥tal i, Aa~AUrioéx»plicEaiotaCalif
number

0 waéEYs, Yo2ACY2aECAG¥ ¥ oY alE °TalCa°Onl 6AIn0 ¢ 0AIYVs aEn-a E»@AG2ACYaColi£
client-state

Y&lyAD¥,Yal¥ ¥é¥o¥t¥6¥Eal 14Ral%8AORCLE DHCP

¥ ¥é¥a¥C¥O¥YEARAEY¥OY ¥a¥énEveoon FalaRINaColif Vgaé/FAnsAlalYsialAlagaCal;
« Booting - DHCP ¥ ¥é¥o¥C¥O¥Eol INIT 3%8A0nCuatoéit IP ¥CY¥EYi¥lnoaboA»yoAoba»abif
YsinEA+; ®@apniad¥a¥A¥»Y.¥ ol DHCPDISCOVER aCa¢néit¢ olainl¥O¥(V¥EY¥aY¥Eopaiopalif

* Reboot - DHCP ¥ YEYo¥CYO¥Eal INKREBOOT 3/46A00Q01i£ IP
¥CY¥EYI¥oo»yoAabolo-opoA»EiNa. o Eaoopo»adif VioEA+; ®@ouaing¥a¥A¥»iYs¥ ol DHCPRE-
QUEST aCa¢oéic o3aial¥O¥i | V¥ EXY¥aYYEopniabalif
+pAln-2; naElo3a oEnanE¢Y ¥E¥o¥C¥O¥En|alal¥ (¥ EYI ¥ IoE¥DY¥oYo¥ErR-i¢ BOUND

%0A00EA«°Un-opolif

« Select - DHCP ¥ ¥é¥o¥¢¥6¥Eni SELECTING %0AOnColif % nfo oEnd 1 Aal DHCPOFFER
YAYAY»(YVa¥ aiVid, ®a-opo-ag it Avual DHCPOFFER
YAY¥AY | Ya¥ n0AYaI¥ U Y¥Da«aéYsdotY,enen«aEnlo«AQoAnEaaabalif SELECTING
¥%0A0uCol¥a¥A¥»iVa¥ olA+; ®opniaba»adif

« Request - DHCP ¥ ¥é¥o¥¢¥o¥Eal REQUESTING %6A0OnCatE % ofn nfna 1 Aal DHCPOFFER
YAY¥AY»(Ya¥,00Y40 ®1- ¢ olsalaloAnlaEaindixpudataga«ArAda-aba-ag £
VioEA+; @opoioe¥a¥A¥»iv¥ oi DHCPREQUEST  Ya¥A¥»iVi¥ nCotogit  oloinl¥O¥iV¥EY-
¥a¥¥Fouoiabolif

. Bound - DHCP ¥ YéY¥o¥C¥G¥Eni BOUND ¥%BAORCoLE [P ¥CYEYi¥ndYséin.o/Eonapalif
o30]%,0A00CaI¥a¥AY» V¥ olA+; ®apaiopo»adif

* Renav - DHCP ¥ ¥éYo¥(¥0¥Eol RENEWING %BAO0Colif IP  ¥CY¥EYi¥laoYsel-
o-0/En20g8{¢olninglly -ologn, nanEY|Y¥DoEAUASO»1oRoEnaapolif
Vi A+ @opoine¥a¥A¥s(ve¥, oi DHCPREQUEST YAa¥A¥» (¥ 0Cotodic

o3ainl¥iV¥DoEAYAUY e YEY¥aY ¥ Eopaiopalif

« Rebind - DHCP ¥ ¥é¥o¥¢¥o¥Eo| REBINDING %BAOGCoLf P YCYEY¥i¥iodYseio.o/Fongit
o3ajngils -ataéos naoECo°Ool¥iv¥DoEAUASO»TaRoEannbalif Y4inEA+; ®@aunia8¥a¥AY» Ya¥ ol
DHCPREQUEST ¥a¥A¥»{Vs¥ nCatagjt odaial¥O¥ V¥ EYNAYIYEapaiapalif
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»2Y,E: ¥i¥°

¥i¥°E no»EiNn-o/EjCE Yoa¥iv YAYAYIYEnE %OEGn0A+; ®2ACYaCoLE ¥iI¥°E ofj¢%EI-2ACY:0E  priority
(fatal, error, info, debugalonatoio«) oE¢ ¥CiYa¥e Ya°n0Ysenéapalif

log (priority, data-exp}

¥i¥°E alj¢A+10l¥CiYa¥ e VaooU e 6rloRYsgnéopalif E£¢ 001¥CiYa¥ e Alndysblln.og no¥iilegbncat

Yoy U¥iiVa¥ e aO»EiNa. o Eolsainéad|¢-énladE-ixo-n¢odapalif

»Y4E: E°A2oE DNS 14 .

DHCP ¥ ¥&Yo¥CY¥OYEOEYpv.¥Dali¢  /E°ACaEYEYAYOYO¥ | V¥aY YI¥/EYanll, -nlosCYslio~atasapatif
ARA&¥O¥ ¥a¥eAzeaE toEnlogn!nEYEYAYoYO¥ [ V¥aY-¥I¥/FY¥anolls -a.o/ERa-ooo«i¢  ABpAZACYaColif
11;.0f RFC 2136 oEY:¥%oAo/Fonosogodj¢ RFC 2136 oO¥U¥Y[Y¥Enlod DNS ¥pjv.¥Duijc DHCP
¥UiVa¥Do«réallly -ooY,oo+EQn+2ACY,aE» xainiapalif

Yr¥YAYEY/EYE
TSIG g0 DNSSEC alopoA¥p¥Y Y¥Eauoia/Eonabo»ndif DHCP
¥UiVa¥Dubog ol¥ ¥é¥a¥t¥o¥Ea«wnénllls .00Y,0o+EQutnéngaloE DNS
¥UiY¥DooARAEnEYG ¢, ¢, Aalipaatt; .cEADR.o/E DNS ¥UjY¥Doo» alodoEcEnEngn«aio.aiopo»adif
o3njnQEou+nén nanECEnlaaCong ClERIEYEali¢ IP

¥OYEV¥IYU V¥ tal¥Ny+¥AYEYO¥EYEY  no»EiNa-a/Ei¢

,¢ Aolipoo¥U¥¥En«aénlil; - ixuaE 10aodib»RaotagnsnEaCalif

1Anén«aE|¢ Y% ¥:00Col¥ ¥E¥o¥C¥O¥Enlll; .aEADOInEY» Y AYEY A ¥EnOAGjutaeEYE jal a¢odopo»nlif
3ojog dnEn| TSIG o« DNSSEC n-E-ixoCalo=i¢ aal DHCP CUEUEaEriapoA’papbuain/Eoonpo»adif
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NAME
dhcp-options - Dynamic Host Configuration Protocol options

DESCRIPTION
The Dynamic Host Configuration protocol al® the client to receé options from the DHCP serr
describing the neterk configuration and various services that amlable on the netark. Whenconfig-
uring dhcpd(8) or dhclient(8) , options must often be declared. The syntax for declaring options, and the
names and formats of the options that can be declared, are documented here.

REFERENCE: OPTION STATEMENTS
DHCP option statements alays start with theoption keyword, followed by an option name, followed by
option data.The option names and data formats are describedvbelbis not necessary toxdaustvely
specify all DHCP options - only those options which are needed by clients must be specified.

Option data comes in a variety of formats, as defined below:

The ip-address data type can be entered either as »guli@t IP address (e.g., 239.254.197.10) or as a
domain name (e.g., haagen.isg)orWhenentering a domain name, be sure that that domain nameagsolv
to a single IP address.

The int32 data type specifies a signed 32-bit gaie The uint32 data type specifies an unsigned 32-bit
integer Theintl6 anduintl6 data types specify signed and unsigned 16-bigere Thent8 anduint8
data types specify signed and unsigned 8-bigare Unsigne@-bit integers are also sometimes referred
to as octets.

Thetext data type specifies an NVT ASCII string, which must be enclosed in double quotezanfimies
to specify a root-path option, the syntax would be

option root-path "10.0.1.4:/var/tmp/rootfs";

The domain-name data type specifies a domain name, which must not enclosed in double quibigs.
data type is not used foryaexisting DHCP options. The domain name is stored just as if it werexa te
option.

The flag data type specifies a booleaalue. Booleangan be either true or false (or on or off, if that
makes more sense to you).

The string data type specifies either an NVT ASCII string enclosed in double quotes, or a series of octets
specified in hexadecimal, separated by coloRer example:

option dhcp-client-identifier "CLIENT-FOQO";
or
option dhcp-client-identifier 43:4¢:49:45:54:2d:46:4f.4f;

SETTING OPTION VALUES USING EXPRESSIONS
Sometimes is helpful to be able to set thele of a DHCP option based on some value that the client has
sent. D do tis, you can usexpression ealuation. Thedhcp-eval(5) manual page describesvihdo
write expressions. @ assign the result of arvaluation to an option, define the option as follows:

option my-option= expression;

For example:

option hostname = binary-to-ascii (16, 8, "-",
substring (hardware, 1, 6));

STANDARD DHCP OPTIONS
The documentation for theaxious options mentioned belas taken from the latest IETF draft document
on DHCP options.Options not listed bel® may not yet be implemented, but it is possible to use such
options by defining them in the configuration filelease see the DEFINING NEW OPTIONS heading
later in this document for more information.
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Some of the options documented here are automatically generated by the DHCP server or by clients, and
cannot be configured by the uséihe \alue of such an option can be used in the configuration file of the
receving DHCP protocol agent (server or client), forample in conditional expressions. \Wever, the

value of the option cannot be used in the configuration file of the sending agent, becaaheetiredeter

mined onlyafter the configuration file has been processed. In the following documentation, such options
will be shown as "not user configurable"

The standard options are:
option all-subnets-localflag;

This option specifies whether or not the client may assume that all subnets of the IP network to which
the client is connected use the same MTU as the subnet of tharkéwhich the client is directly
connected. Avalue of true indicates that all subnets share the same M\hlue of false means that

the client should assume that some subnets of the directly connected networkengwyatiar MTUs.

option arp-cache-timeoutuint32,
This option specifies the timeout in seconds for ARP cache entries.
option bootfile-nametext

This option is used to identify a bootstrap filesupported by the client, it shouldJeathe same dééct
as thefilename declaration. BOOP clients are unliédy to support this option. Some DHCP clients
will support it, and others actually require it.

option boot-sizeuint16,
This option specifies the length in 512-octet blocks of the default boot image for the client.
option broadcast-addresdp-address

This option specifies the broadcast address in use on theschaimtiet. Led values for broadcast
addresses are specified in section 3.2.1.3 of STD 3 (RFC1122).

option cookie-sewers ip-addresq, ip-address. J;

The cookie server option specifies a list of RFC 865 cookie servatabte to the client.Servers
should be listed in order of preference.

option default-ip-ttl uint8;
This option specifies the default time-tedithat the client should use on outgoing datagrams.
option default-tcp-ttl uint8;

This option specifies the deflt TTL that the client should use when sending TG@fheats. Thenin-
imum value is 1.

option dhcp-client-identifier string;

This option can be used to specify a DHCP client identifier in a host declaration, so that dhcpd can find
the host record by matching against the client identifier.

Please beware that some DHCP clients, when configured with client identifiers that are ASCII te
will prepend a zero to the ASClxe Soyou may need to write:

option dhcp-client-identifier "\0foo";
rather than:

option dhcp-client-identifier "foo";
option dhcp-lease-timeuint32

This option is used in a client request (DHCPDISCOVER or DHCPREQUEST) to thikoclient to
request a lease time for the IP addrdssa server reply (DHCPOFFER), a DHCP server uses this
option to specify the lease time it is willing to offer.
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This option is not directly user configurable in the server; refer tméhelease-timanddefault-lease-
timeserver options ihcpd.conf(5).

option dhcp-max-message-sizaint16,

This option, when sent by the client, specifies the maximum sizeyagaponse that the server sends
to the client. When specified on the sanif the client did not send a dhcp-max-message-size option,
the size specified on the server is used. This works for BOOTP as well as DHCP responses.

option dhcp-messagéext

This option is used by a DHCP server to provide an error message to a DHCP client in aABHCPN
message in thevent of a failure. A client may use this option in a DHCPDECLINE message to indi-
cate wly the client declined the offered parameters.

This option is not user configurable.
option dhcp-message-typaints;

This option, sent by both client and semgecifies the type of DHCP message contained in the DHCP
packet. Possible values (taken directly from RFC2132) are:

DHCPDISCOVER
DHCPOFFER
DHCPREQUEST
DHCPDECLINE
DHCRACK
DHCPNAK
DHCPRELEASE
DHCPINFORM

This option is not user configurable.

coO~NO UL WNBE

option dhcp-option-overload uint8;

This option is used to indicate that the DHCP 'sname’ or ‘file’ fields are bewrtpaded by using
them to carry DHCP options. A DHCP server inserts this option if the returned parametexseritl e
the usual space allotted for options.

If this option is present, the client interprets the specified additional fields after it concludes interpreta-
tion of the standard option fields.

Legd values for this option are:

1 the 'file’ field is used to hold options
2 the 'sname’ field is used to hold options
3 both fields are used to hold options

This option is not user configurable.

option dhcp-parameter-request-listuint16,

This option, when sent by the client, specifies which options the client wishes the server to return.
Normally, in the ISC DHCP client, this is done using tequeststatement. Ifhis option is not speci-

fied by the client, the DHCP server will normally retuwerg option that is &lid in scope and that fits

into the reply When this option is specified on the santhe server returns the specified options.

This can be used to force a client toetagtions that it hasthrequested, and it can also be used to tai-

lor the response of the DHCP server for clients that may need a more limited set of options than those
the server would normally return.

option dhcp-rebinding-time uint32

This option specifies the number of seconds from the time a client gets an address until the client tran-
sitions to the REBINDING state.

This option is not user configurable.
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option dhcp-renewal-timeuint32

This option specifies the number of seconds from the time a client gets an address until the client tran-
sitions to the RENEWING state.

This option is not user configurable.

option dhcp-requested-addresgp-address

This option is used by the client in a DHCPDISCOVER to request that a particular IP address be
assigned.

This option is not user configurable.

option dhcp-sewer-identifier ip-address

This option is used in DHCPOFFER and DHCPREQUEST messages, and may optionally be included
in the DHCRCK and DHCPMK messages. DHCP servers include this option in the DHCPOFFER

in order to allav the client to distinguish between leaséerdf. DHCPclients use the contents of the
'server identifier’ field as the destination address for BRICP messages unicast to the DHCP eerv
DHCP clients also indicate which ofveeal lease offers is being accepted by including this option in a
DHCPREQUEST message.

The value of this option is the IP address of the server.

This option is not directly user configurable. Seesttrwer-identifieserver option irdhcpd.conf(5).

option domain-nametext

This option specifies the domain name that client should use when resolving hostnames via the
Domain Name System.

option domain-name-severs ip-addresq, ip-address. |;

The domain-name-segws option specifies a list of Domain Name System (STD 13, RFC 1035) name
servers gailable to the client. Servers should be listed in order of preference.

option extensions-pathtext

This option specifies the name of a file containing additional options to be interpreted according to the
DHCP option format as specified in RFC2132.

option finger-sewver ip-addresq, ip-address. |;

The Finger server option specifies a list of Finger essraailable to the client. Seners should be
listed in order of preference.

option font-servers ip-addresq, ip-address. J;

This option specifies a list of X Mow System Font serverssalable to the client. Seers should be
listed in order of preference.

option host-namestring;

This option specifies the name of the client. The name may or may not be qualified with the local
domain name (it is preferable to use the domain-name option to specify the domain name). See RFC
1035 for character set restrictionghis option is only honored byhclient-script(8) if the hostname

for the client machine is not set.

option ieee802-3-encapsulatiofiag;

This option specifies whether or not the client should use Ethernet Version 2 (RFC 894) or IEEE 802.3
(RFC 1042) encapsulation if the interface is an EtherAetalue of false indicates that the client
should use RFC 894 encapsulatighivalue of true means that the client should use RFC 1042 encap-
sulation.

option ien116-name-serers ip-addresq, ip-address. |;
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The ienl16-name-servers option specifies a list of IEN 116 namersewailable to the client.
Servers should be listed in order of preference.

option impress-severs ip-addresq, ip-address. |];

The impress-server option specifies a list of Imagen Impressrsemgilable to the client.Servers
should be listed in order of preference.

option interface-mtu uint16;
This option specifies the MTU to use on this irded. Theminimum legd value for the MTU is 68.
option ip-forwarding flag;

This option specifies whether the client should configure its IP layer for packerdarg: Avalue of
false means disable IP forwarding, and a value of true means enable IP forwarding.

option irc-server ip-addresq, ip-address. ];

The IRC serer option specifies a list of IRC serversikable to the client.Seners should be listed in
order of preference.

option log-sewers ip-addresq, ip-address. |;

The log-server option specifies a list of MITS UDP log serversvailable to the client. Servers
should be listed in order of preference.

option Ipr-servers ip-address|, ip-address. |;

The LPR server option specifies a list of RFC 1179 line printeesemailable to the client.Servers
should be listed in order of preference.

option mask-supplierflag;

This option specifies whether or not the client should respond to subnet mask requests usirgy ICMP
value of false indicates that the client should not resp@ndalue of true means that the client should
respond.

option max-dgram-reassemblyuint16,

This option specifies the maximum size datagram that the client should be prepared to reassemble.
The minimum lgd value is 576.

option merit-dump text

This option specifies the path-name of a file to which the dieote image should be dumped in the
evant the client crashesThe path is formatted as a character string consisting of characters from the
NVT ASCII character set.

option mobile-ip-home-agentip-addresq, ip-address. |;

This option specifies a list of IP addresses indicating mobile IP home agaitdabla to the client.
Agents should be listed in order of preference, although normally there will be only one such agent.

option nds-contextstring;
The nds-context option specifies the name of the initial Netware Directory Service for an NDS client.
option nds-sewers ip-addresq, ip-address. |;
The nds-servers option specifies a list of IP addresses of NDS servers.
option nds-tree-namestring;
The nds-tree-name option specifies NDS tree name that the NDS client should use.
option netbios-dd-sewer ip-addresq, ip-address. |;

The NetBIOS datagram distribution server (NBDD) option specifies a list of RFC 1001/1002 NBDD
servers listed in order of preference.

option netbios-name-severs ip-addresq, ip-address.];
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The NetBIOS name sev (NBNS) option specifies a list of RFC 1001/1002 NBNS namesiserv
listed in order of preference. NetBIOS Name Service is currently more commonly referred to as
WINS. WINSservers can be specified using the netbios-name-servers option.

option netbios-node-typeuint8;

The NetBIOS node type option allows NetBIO&woT CP/IP clients which are configurable to be con-
figured as described in RFC 1001/1002. The value is specified as a single octet which identifies the
client type.

Possible node types are:

1 B-node: Broadcast - no WINS

2 P-node: Peer - WINS only

4 M-node: Mixed - broadcast, then WINS

8 H-node: Hybrid - WINS, then broadcast
option netbios-scopestring;

The NetBIOS scope option specifies the NetBI®& & CP/IP scope parameter for the client as speci-
fied in RFC 1001/1002. See RFC1001, RFC1002, and RFC1035 for character-set restrictions.

option nis-domaintext

This option specifies the name of the clisitlS (Sun Network Information Services) domaifihe
domain is formatted as a character string consisting of characters from the NVT ASCII character set.

option nis-sewers ip-addresq, ip-address. J;

This option specifies a list of IP addresses indicating NIS senvalalde to the client.Seners should
be listed in order of preference.

option nisplus-domaintext

This option specifies the name of the clietiS+ domain. The domain is formatted as a character
string consisting of characters from the NVT ASCII character set.

option nisplus-sewers ip-addresq, ip-address. |;

This option specifies a list of IP addresses indicating NIS+ servaitalde to the client. Servers
should be listed in order of preference.

option nntp-server ip-addresd, ip-address. |;

The NNTP server option specifies a list of NNTP ssrvailable to the client. Seners should be
listed in order of preference.

option non-local-source-routingflag;

This option specifies whether the client should configure its IP layer to fatevarding of datagrams
with non-local source routes (see Section 3.3.5 of [4] for a discussion of this tApieJue of alse
means disall forwarding of such datagrams, and a value of true meansfaltarding.

option ntp-servers ip-addresq, ip-address. |

This option specifies a list of IP addresses indicating NTP (RFC 1035) sersitabla to the client.
Servers should be listed in order of preference.

option nwip-domain string;
The name of the NetWare/IP domain that a NetWare/IP client should use.
option nwip-suboptionsstring;

A sequence of suboptions for NetWare/IP clients - see RFC2242 for details. Normally this option is
set by specifying specific Net&/IP suboptions - see the NETWARE/IP SUBOPTIONS section for
more information.
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option path-mtu-aging-timeout uint32

This option specifies the timeout (in seconds) to use when agthgMPTU values disogered by the
mechanism defined in RFC 1191.

option path-mtu-plateau-tableuint16[, uint16... J;

This option specifies a table of MTU sizes to use when perfornaitigWTU Discwery as defined in
RFC 1191. The table is formatted as a list of 16-bit unsignegdrgeordered from smallest todast.
The minimum MTU value cannot be smaller than 68.

option perform-mask-discovery flag;

This option specifies whether or not the client should perform subnet maskedisasing ICMP A
value of false indicates that the client should not perform maskwdiscoA value of true means that
the client should perform mask diseoy.

option policy-filter ip-address ip-address
[, ip-address ip-address];

This option specifies polcfilters for non-local source routingThe filters consist of a list of IP
addresses and masks which specify destination/mask pairs with which to filter incoming source routes.

Any source routed datagram whosexnbop address does not match one of the filters should be dis-
carded by the client.

See STD 3 (RFC1122) for further information.
option pop-sewner ip-addresq, ip-address. ];

The POP3 senrr option specifies a list of POP3 serverailable to the client.Seners should be listed
in order of preference.

option resource-location-severs ip-address
[, ip-address.];

This option specifies a list of RFC 887 Resource Locationeseraailable to the client. Servers
should be listed in order of preference.

option root-path text

This option specifies the path-name that contains the dlieat disk. The path is formatted as a char
acter string consisting of characters from the NVT ASCII character set.

option router-discovery flag;

This option specifies whether or not the client should solicit routers using the RouteseBisnecha-
nism defined in RFC 1256A value of false indicates that the client should not perform routendisco
ery. A value of true means that the client should perform router dsgo

option router-solicitation-addressip-address
This option specifies the address to which the client should transmit router solicitation requests.
option routers ip-addresq, ip-address.. ]

The routers option specifies a list of IP addresses for routers on thesclidamiét. Routershould be
listed in order of preference.

option slp-directory-agentboolean ip-addresf ip-address. |;

This option specifies twthings: the IP addresses of one or more Service Location Protocol Directory
Agents, and whether the use of these addresses is mandé#tbing initial boolean value is true, the
SLP agent should just use the IP addresaes gilf the value is false, the SLP agent may additionally
do actie a passve nulticast discwery of SLP agents (see RFC2165 for details).

Please note that in this option and the slp-service-scope option, the term "SLP Agent" is being used to
refer to a Service Location Protocol agent running on a machine that is being configured using the
DHCP protocol.
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Also, please beveare that some companies may refer to SLP as ND$ou have an NDS directory
agent whose address you need to configure, the slp-directory-agent option should work.

option slp-service-scop®oolean text

The Service Location Protocol Service Scope Option specifiz¢hings: a list of service scopes for
SLR and whether the use of this list is mandatolfythe initial boolean value is true, the SLP agent
should only use the list of scopes yid®d in this option; otherwise, it may use its own static configu-
ration in preference to the list provided in this option.

The text string should be a comma-separated list of scopes that the SLP agent should use. It may be
omitted, in which case the SLP Agent will use the aggieel list of scopes of all directory agents
known to the SLP agent.

option smtp-sewer ip-addresq, ip-address. |;

The SMTP server option specifies a list of SMTP serveadable to the client.Seners should be
listed in order of preference.

option static-routesip-address ip-address
[, ip-address ip-address];

This option specifies a list of static routes that the client should install in its routing cache. If multiple
routes to the same destination are specifieg,dfeelisted in descending order of priority.

The routes consist of a list of IP address paliise first address is the destination address, and the sec-
ond address is the router for the destination.

The default route (0.0.0.0) is an g destination for a static routélo ecify the default route, use
therouters option. Also,please note that this option is not intended for classless IP routing - it does
not include a subnet mask. Since classless IP routingnghemost widely deployed routing stan-
dard, this option is virtually useless, and is not implemented pyifatine popular DHCP clients, for
example the Microsoft DHCP client.

option streettalk-directory-assistance-serer ip-address
[, ip-address.];
The StreetTalk Directory Assistance (STDA) sgraption specifies a list of SPDservers aailable to
the client. Servers should be listed in order of preference.
option streettalk-sewver ip-addresq, ip-address. ];

The StreetTalk server option specifies a list of StreetTalk semnvalabde to the client.Seners should
be listed in order of preference.

option subnet-maskip-address

The subnet mask option specifies the clgeatbnet mask as per RFC 950. If no subnet mask option is
provided anywhere in scope, as a last resort dhcpd will use the subnet mask from the subnet declara-
tion for the network on which an address is being assigHeudever, any subnet-mask option declara-

tion that is in scope for the address being assigned weiltide the subnet mask specified in the subnet
declaration.

option subnet-selectiorstring;

Sent by the client if an address is required in a subnet other than the one that would normally be
selected (based on the relaying address of the connected subnet the request is obtained from). See
RFC3011. Note that the option number used by thiesésv118; this has notvadys been the defined

number and some clients may use a differeatue. Use of this option should beyasded as slightly
experimental!

This option is not user configurable in the server.

option swap-sewer ip-address

This specifies the IP address of the clestiap srver.
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option tcp-keepalive-garbageflag;

This option specifies whether or not the client should send Bepalve messages with an octet of
gabage for compatibility with older implementationd. value of &lse indicates that a garbage octet
should not be sent. A value of true indicates that a garbage octet should be sent.

option tcp-keepalive-interval uint32

This option specifies the interval (in seconds) that the client TCP should wait before sending a
keepalive message on a TCP connectidFhe time is specified as a 32-bit unsignedgateA value of

zero indicates that the client should not generagpéive messages on connections unless specifically
requested by an application.

option tftp-server-nametext

This option is used to identify a TFTP semand, if supported by the client, should/énghe same
effect as thesewer-name declaration. BOO®P clients are unlikely to support this optioBome
DHCP clients will support it, and others actually require it.

option time-offsetint32,
The time-offset option specifies the offset of the clgeaibnet in seconds from Coordinated nsal
Time (UTC).

option time-sewvers ip-addresd, ip-address. J;

The time-server option specifies a list of RFC 868 time serveailalale to the client.Seners should
be listed in order of preference.

option trailer-encapsulation flag;

This option specifies whether or not the client shougbtiate the use of trailers (RFC 893 [14]) when
using the ARP protocolA value of false indicates that the client should not attempt to use trallers.
value of true means that the client should attempt to use trailers.

option uap-sewners text

This option specifies a list of URLS, each pointing to a user authentication service that is capable of
processing authentication requests encapsulated in the User Authentication Profdepl (AP

seners can accept either HTTP 1.1 or SSLv3 connectitiribe list includes a URL that does not con-

tain a port component, the normal @ef port is assumed (i.e., port 80 for http and port 443 for https).

If the list includes a URL that does not contain a path component, the path /uap is asfumeck

than one URL is specified in this list, the URLs are separated by spaces.

option user-classstring;

This option is used by some DHCP clients asag for users to specify identifying information to the
client. Thiscan be used in a similar way to thendorclass-identifier option, Ui the value of the
option is specified by the usepot the \vendor Most recent DHCP clients ¥ a vay in the user inter
face to specify the value for this identifiesually as a text string.

option vendor-class-identifierstring;

This option is used by some DHCP clients to identify the vendor type and possibly the configura-
tion of a DHCP client. The information is a string of bytes whose contents are specific énthe v
dor and are not specified in a standartb e what endor class identifier clients are sending,
you can write the following in your DHCP server configuration file:

set vendor-string = option vendor-class-identifier;

This will result in all entries in the DHCP serviease database file for clients that semdor-
class-identifier options having a set statement that looks sometterigidik

set vendor-string = "SUNW.UItra-5_10";

The \endorclass-identifier option is normally used by the DHCP eaete determine the options
that are returned in theendor-encapsulated-options option. Pleasesee the VENDOR
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ENCAPSULATED OPTIONS section later in this manual page for further information.
option vendor-encapsulated-optionstring;

The vendor-encapsulated-optionsoption can contain either a singlendorspecific value or one

or more endorspecific suboptions. This option is not normally specified in the DHCRrserv
configuration file - instead, a vendor class is defined for eaotioy vendor class suboptions are
defined, @alues for those suboptions are defined, and the DHCP server makes up a response on that
basis.

Some default behaviours for well-known DHCP client vendors (currghéyMicrosoft Whdows
2000 DHCP client) are configured automaticablyt otherwise this must be configured manually -
see the VENDOR ENCAPSULATED OPTIONS section later in this manual page for details.

option www-sever ip-addresq, ip-address. ];

The WWW server option specifies a list of WWW servesslable to the client.Seners should
be listed in order of preference.

option x-display-managerip-addresq, ip-address. |;

This option specifies a list of systems that are running theintldW System Display Manager
and are waailable to the client. Addresses should be listed in order of preference.

RELAY AGENT INFORMATION OPTION
An IETF draft, draft-ietf-dhc-agent-options-11.txt, defines a series of encapsulated options that a relay
agent can add to a DHCP patkvhen relaying it to the DHCP serv The server can then makddress
allocation decisions (or whater other decisions it wants) based on these options. The server also returns
these options in greplies it sends through the relay agent, so that the relay agent can use the information
in these options for detery or accounting purposes.

The current draft defines owoptions. D reference these options in the dhcp serspecify the option
space name, "agent", followed by a period, followed by the option ndimes. not normally useful to
define values for these options in the serdthough it is permissible. These options are not supported in
the client.

option agent.circuit-id string;

The circuit-id suboption encodes an agent-local identifier of the circuit from which a DHCP client-to-
sener packet was reosd. Itis intended for use by agents in relaying DHCP responses back to the
proper circuit. The format of this option is currently defined to mdordependent, and will proba-

bly remain that \ay, dthough the current draft alles for for the possibility of standardizing the format

in the future.

option agent.remote-idstring;

The remote-id suboption encodes information about the remote host end of a dikaihples of
what it might contain include caller ID information, username information, renid#atldress, cable
modem ID, and similar thingsin principal, the meaning is not well-specified, and it should generally
be assumed to be an opaque object that is adminislyatjuaranteed to be unique to a particular
remote end of a circuit.

THE CLIENT FQDN SUBOPTIONS
The Client FQDN option, currently defined in the Internet Draft draft-ietf-dhc-fqdn-option-00.txt is not a
standard yet, but is in sufficiently wide use already that we ingplemented it. Due to the complexity of
the option format, we lwa implemented it as a suboption space rather than a single optiageneral this
option should not be configured by the user - instead it should be used as part of an automatic DNS update
system.

option fgdn.no-client-updateflag;

When the client sends this, if it is true, it means the client will not attempt to update its A record.
When sent by the server to the client, it means that the shendd noupdate its own A record.

option fgdn.sewer-update flag;

10
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When the client sends this to the sgrit is requesting that the server update its A record. When sent
by the servelit means that the server has updated (or is about to update) thes éliestord.

option fgdn.encodedflag;

If true, this indicates that the domain name included in the option is encoded in DNS wire format,
rather than as plain ASClixe Theclient normally sets this to false if it doessupport DNS wire
format in the FQDN option. The server should/als send back the same value that the client sent.
When this value is set on the configuration side, it controls the format in whifddth&dnsuboption

is encoded.

option fgqdn.rcodelflag;
option fgqdn.rcode2flag;

These options specify the result of the updates of the A and PTR records, velgpentl are only
sent by the DHCP server to the DHCP cliefihe values of these fields are those defined in the DNS
protocol specification.

option fgdn.fqdn text

Specifies the domain name that the client wishes to use. This can be a fully-qualified domain name, or
a gngle label. If there is no trailing generally update that name in some locally-defined domain.

option fgdn.hostname--never set:-

This option should ner be t, but it can be read back using tiion andconfig-option operators
in an expression, in which case it returns the first label ifgthefgdn suboption - for example, if the
value offqdn.fgdn is "foo.example.com.”, thefiggdn.hostnamewill be "foo".

option fgdn.domainname--never set--

This option should ner be t, but it can be read back using tigion andconfig-option operators
in an pression, in which case it returns all labels after the first label fgdmefqdn suboption - for
example, if the alue of fqdn.fqdn is "foo.example.com.”, themfgdn.hostname will be "exam-
ple.com.". Ifthis suboption value is not set, it means that an unqualified nasesent in the fqdn
option, or that no fqdn option was sent at all.

If you wish to use anof these suboptions, we strongly recommend that you refer to the Client FQDN
option draft (or standard, when it becomes a standard) - the documentation hetehjsaskl incomplete

in comparison, and is just intended for reference by people who already understand the Client FQDN
option specification.

THE NETWARE/IP SUBOPTIONS
RFC2242 defines a set of encapsulated options feelNdetWare/IP clients.To use these options in the
dhcp serer, specify the option space name, "nwip", followed by a period, Vg by the option name.
The following options can be specified:

option nwip.nsg-broadcastflag;

If true, the client should use the NetWare Nearest Server Query to locate a NetWareflP Hex\be-
haviour of the Nuaell client if this suboption is false, or is not present, is not specified.

option nwip.preferred-dssip-addresq, ip-address. |;

This suboption specifies a list of up toefilP aldresses, each of which should be the IP address of a
NetWare Domain SAP/RIP server (DSS).

option nwip.nearest-nwip-sewer ip-address
[, ip-address.];

This suboption specifies a list of up toefilP aldresses, each of which should be the IP address of a
Nearest NetWare IP server.

option nwip.autoretries uint8;

Specifies the number of times that a Nat&/IP client should attempt to communicate with\emi

11
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DSS server at startup.
option nwip.autoretry-secsuint8;

Specifies the number of seconds that a [degiiP client should wait between retries when attempting
to establish communications with a DSS server at startup.

option nwip.nwip-1-1 uint§;

If true, the NetWare/IP client should support NetWare/IP version 1.1 compatibilitys is only
needed if the client will be contacting Netware/IP version 1.1 servers.

option nwip.primary-dss ip-address
Specifies the IP address of the Primary Domain SAP/RIP Service server (DSS) for thesedl&W

domain. TheNetWare/IP administration utility uses thiglue as Primary DSS server when configur
ing a secondary DSS server.

DEFINING NEW OPTIONS
The Internet Systems Consortium DHCP client and server provide the capability to defioptioas.
Each DHCP option has a name, a code, and a struciilie.name is used by you to refer to the option.
The code is a numbensed by the DHCP server and client to refer to an option. The structure describes
what the contents of an option looks like.

To define a ne option, you need to choose a hame for it that is not in use for some other optioxanfer e

ple, you cart use "host-name" because the DHCP protocol already defines a host-name option, which is
documented earlier in this manual page. If an option name dappear in this manual page, you can use

it, but it's probably a good idea to put some kind of unique string at thmfieg so you can be sure that
future options dort’take your name. For example, you might define an option, "local-host-name", feeling
some confidence that no official DHCP option name wat etart with "local”.

Once you hee chosen a name, you must choose a cdete.site-local options, all codes between 128 and
254 are reserved for DHCP options, so you can pigloaa of these. In practice, some vendongehiater-
preted the protocol rather loosely andiédased option codealues greater than 128 themsslv Theres

no real way tooid this problem, but i rot likely to cause too much trouble in practice.

The structure of an option is simply the format in which the option data appears. The ISC DHEP serv
currently supports a¥esimple types, lile integers, booleans, strings and IP addresses, and it also supports
the ability to define arrays of single types or arrays of fixed sequences of types.

New options are declared as follows:
option new-namecode new-code= definition;

The values ohew-nameand new-codeshould be the name youJeadosen for the ne option and the
code you hee chosen. Thalefinitionshould be the definition of the structure of the option.

The following simple option type definitions are supported:
BOOLEAN
option new-namecode new-code= boolean ;

An option of type boolean is a flag with alwe of either on or &{or true or &lse). Saan example use of
the boolean type would be:

option use-zephyr code 180 = boolean;

option use-zephyr on;

INTEGER

option new-namecode new-code= signinteger width ;

The signtoken should either be blanknsignedor signed The width can be either 8, 16 or 32, and refers
to the number of bits in the iger So for example, the following tw lines shov a definition of the sql-
connection-max option and its use:

12
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option sqgl-connection-max code 192 = unsigned integer 16;
option sgl-connection-max 1536;

IP-ADDRESS
option new-namecode new-code= ip-address ;

An option whose structure is an IP address carxpeessed either as a domain name or as a dotted quad.
So the following is an example use of the ip-address type:

option sql-server-address code 193 = ip-address;
option sql-server-address sqgl.example.com;

TEXT
option new-namecode new-code= text ;

An option whose type is text will encode an ASCII text strirgr example:

option sql-default-connection-name code 194 = text;
option sql-default-connection-name "PRODZA";

DATA STRING
option new-namecode new-code= string ;

An option whose type is a data string is essentially just a collection of bytes, and can be specified either as
guoted text, like the text type, or as a list of hexadecimal contents separated by colons whose values must
be between 0 and FH-or example:

option sql-identification-token code 195 = string;
option sql-identification-token 17:23:19:a6:42:ea:99:7¢:22;

ENCAPSULATION
option new-namecode new-code= encapsulateidentifier ;

An option whose type iencapsulatewill encapsulate the contents of the option space specifiiele iri-
fier. Examples of encapsulated options in the DHCP protocol as it currently exists includentioe-v
encapsulated-options option, the netware-suboptions option and the relay-agent-information option.

option space local;

option local.demo code 1 = text;

option local-encapsulation code 197 = encapsulate local;
option local.demo "dema";

ARRAYS

Options can contain arrays ofyaof the aboe types except for the text and data string types, whichtaren’
currently supported in arrays. An example of an array definition is as follows:

option kerberos-servers code 200 = array of ip-address;
option kerberos-servers 10.20.10.1, 10.20.11.1;

RECORDS

Options can also contain data structures consisting of a sequence of data types, which is sometimes called a
record type. For example:

13
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option contved-001 code 201 = { boolean, integer 32, text };
option contved-001 on 1772 "conwance";

It's dso possible to hee gotions that are arrays of records, for example:

option new-static-routes code 201 = array of {
ip-address, ip-address, ip-address, integer 8 };
option static-routes
10.0.0.0 255.255.255.0 net-0-rtr.example.com 1,
10.0.1.0 255.255.255.0 net-1-rtr.example.com 1,
10.2.0.0 255.255.224.0 net-2-0-rtr.example.com 3;

VENDOR ENCAPSULATED OPTIONS
The DHCP protocol defines theendor-encapsulated-optionsoption, which allows vendors to define their
own options that will be sent encapsulated in a standard DHCP opfitie. format of thevendor-encap-
sulated-optionsoption is either a series of bytes whose format is not specified, or a sequence of options,
each of which consists of a single-byendorspecific option code, followed by a single-byte length, fol-
lowed by as manbytes of data as are specified in the length (the length does not include itself or the option
code).

The value of this option can be set in one af tivays. Thdirst way is to simply specify the data directly
using a text string or a colon-separated list of hexadeciaha¢s. Br example:

option vendor-encapsulated-options
2:4:AC:11:41:1:
3:12:73:75:6€:64:68:63:70:2d:73:65:72:76:65:72:31:37:2d:31:
4:12:21:65:78:70:6f:72:74:2f:72:6f:6f:74:2f:69:38:36:70:63;
The second way of setting thalwe of this option is to ha the DHCP server generate andor-specific
option huffer. To do his, you must do four things: define an option space, define some options in that

option space, provide values for them, and specify that that option space should be used to generate the
vendor-encapsulated-optionsoption.

To define a n& option space in which vendor options can be stored, use the option space statement:
option spacename;

The name can then be used in option definitions, as described earlier in this docEonemample:

option space SUNW;

option SUNW.server-address code 2 = ip-address;
option SUNW.server-name code 3 = text;

option SUNW.root-path code 4 = text;

Once you hee cefined an option space and the format of some options, you can set up scopes that define
values for those options, and you can say when to use th@mexample, suppose you want to handle tw
different classes of clients. Using the option space definition shown in the previous example, you can send
different option alues to different clients based on tlendorclass-identifier option that the clients send,

as follows:

class "vendor-classes" {
match option vendor-class-identifier;

}

option SUNW.server-address 172.17.65.1;
option SUNW.server-name "sundhcp-serverl7-1";

subclass "vendor-classes" "SUNW.UItra-5_10" {

14
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vendor-option-space SUNW,;
option SUNW.root-path "/export/root/sparc";
}

subclass "vendor-classes" "SUNW.i86pc" {
vendor-option-space SUNW,;
option SUNW.root-path "/export/root/i86pc";
}

As you can see in the preceding examplgul@ scoping rules applgo you can define values that are
global in the global scope, and only define values that are specific to a particular class in the local scope.
The vendor-option-spacedeclaration tells the DHCP senvto use options in the SUNW option space to
construct thevendor-encapsulated-optionsoption.

SEE ALSO
dhcpd.conf(5), dhcpd.leases(5), dhclient.conf(5), diveit®, dhcpd(8), dhclient(8), RFC2132, RFC2131,
draft-ietf-dhc-agent-options-?7?.txt.

AUTHOR
The Internet Systems Consortium DHCP Distribution was written dzyy lemon under a contract with

Vixie Labs. Funding for this project was provided through Internet Systems Consottiformation
about Internet Systems Consortium can be foutndtjat/www.isc.org.
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substring (hardware, 1, 6));



dhcpd-options(5) dhcpd-options(5)

E,%a DHCP ¥2¥x¥.¥c¥0
viioEY, olfijloEYayxy. ¥o¥onk PatospsOniie DHCP Ya¥x¥. ¥c¥6oE PalagoC, -ol IETF
YE¥EYOYEE Yofin«néninanlaGalif
13%A°a--CoUnpnin/EanoEanya¥x¥. ¥c¥oalj¢aboAY,AAGapnio EaooFann«ain-aiabo»ado-;i¢
ARA&¥OY¥ ¥o¥soEApAntagalaEnCitalsnlaenlnEYaYxY - ¥c¥on0»En ngn«ain aiapa»adif
%Un.o afj¢osalAgaliOg - u-¥a¥x¥ - ¥o¥onlAGuA | xa«aéAsa uy000»2%,En-a/Fn oAaponif

o3a3aEplL0npainFEoone¥a¥xy. ¥c¥onlaloAaloon nAo«alj¢DHCP ¥UjY¥Dodo-o of
¥ ¥é¥o¥(Y¥O¥EnEnguAn/EY B A2EA A®upningodnlaCit¥ee V¥ oEalARAGRCoobo»nbif
oysaiaenlnEYaYx¥- ¥c¥6nlAlnl| 645 ®Aln] DHCP ¥XYIYEYRYEY ¥ ¥EYOYE
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option all-subnets-localflag;

EU¥a¥x¥.-¥c¥onlj¢¥ ¥é¥o¥(¥o¥Ea-AUAninFaaas P ¥IYAYE¥ijva¥ ol A Yu¥O¥i¥A¥Eo-
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option arp-cache-timeoutuint32,

EUYa¥x¥-¥c¥6nl[CARP YYAYAY- YAY YO¥EYeolY  YoYa¥e¥I¥EoOEA; 60C»@Asn.obolif
option bootfile-nametext

EUyeyx¥.-¥c¥oalieu E°¥O¥j¥a¥sno»@Asnlogan, ndaE»EiNa-apolif
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Aé AcE/E+o_ (2lnd»yoAopuolif name
¥ ¥E¥n¥C¥O¥ERC Colnl¥ayx¥. ¥o¥Ono¥¥Y (Va¥En-n/Eonngndalnly, nEoanCa-aga)if DHCP

¥ ¥é¥a¥C¥O¥YEnEnenAn/Enl¥pyYYs¥Enloéninlo-atoéi¢ Y4AYE-¢ UnEn o/ aanénialo-at¢oéapalif
option boot-sizeuint16,
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3.2.1.3 A4oE p-Aéopaia/Eoaabolif
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¥ YAV VA VDY XY - ¥C¥0nl | C¥ ¥E¥a¥t¥o¥Ea-IgiN2ZACYmE RFC 865 ¥ YAy
(V¥ YA¥Dal¥EYIYEnO»@AGa-obali£ ¥jYs¥Dalj¢i¥Aenpningninla«nélicuEY¥eY¥En.-u/Fo nAopogif
option default-ip-ttl uint8;
EUYYxY - ¥c¥0nl[C¥ YE¥o¥CY¥O¥En-¥CiYa¥ ¥°¥é¥anoA+sDatoéoEaaE»EiNataUaj¢
¥CY¥OYO¥EYEDIA A »p O (TTL) no»@Aéa-opatif
option default-tcp-ttl uint8;
EUYa¥x¥-¥c¥oaljC¥ YE¥o¥¥o¥En- TCP ¥»¥°YA¥O¥EnoA+Y,DatoénEnoE»EiNataUani¢
¥CYOYO¥EYEal TTL no»@Aéa.obolif °C¥,®AIal 1 oCalif

option dhcp-client-identifier string;
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EU¥a¥x¥-¥c¥6n0»EnAn/E | ¢¥O¥¥EAE AAaenC DHCP ¥ YEYoYCYO¥EYEI»Ono
»@AéologadoEn-oCanpolif o3al¥ ¥EY¥o¥(¥OYEY+Ei»OnC¥ElcrotOnludaEaCi¢ dhcpd
niol,al¥U¥I¥EQI¥IV3|/4¥EROE | «olnéndaEn-oCaapolif

DHCP ¥ Yé¥n¥CYO¥EniAseaEaii¢ASCII Y/EVYIYEoE ngoAn/EY YE¥o¥CYO¥EY Ei»Onn
ARAgopmiog ilgi¢alenl  ASCH  ¥/E¥Y¥EolAe/E-oE 0 nouAotoéonioio-ot¢ogadoEoE
Ai°Oo-o/En nAoponi£ avol¥iilci¢

option dhcp-client-identifier "foo";
oCaloEa j¢°E2YalngnlaEpysOnlogE-ixa-a¢neaCa-acalif

option dhcp-client-identifier "\0foo";

option dhcp-lease-timeuint32
EU¥AX¥-¥c¥6al|C¥ ¥EYoYe¥O¥Eixpa (DHCPDISCOVER ubugal DHCOPRED olAsecCit
¥ YEYoX(YO¥En- P ¥CYEYI¥ol¥eYu¥isp Ondixuaniogos caoE»EiNopaiobolif  abog ¥uiY¥D+pAd
(DHCPOFFER) alAeenCi¢DHCP Y|iY¥Du-AGY, 00 Do¥e Va¥inp Ond
»@AéatogaloEnd¢asal¥a¥xy. . ¥c¥oal»Eniaiabalif
EUyaYx¥-¥c¥oal 0¥ Y¥DaCal¥ee ¥ o-AYAUARAG ngn3aEn|aCaapboxsahépd.conf(5) ol
max-lease-timeE default-lease-time ¥{jY,¥D¥a¥x¥-¥c¥0a0 »2¥,Ea.-0/F0 nAopagif

option dhcp-max-message-sizeint16,
EUYRYx¥ - ¥o¥Onl[CY¥ ¥E¥o¥CYO¥En«aeA+YsDapnia, YilciC¥pVa¥Do-¥ YEY¥o¥C¥Oo¥EnE
A+YsDatogolaUoEal+pAlcPCAc¥U¥ 0¥ a0»PAGD - opalif
¥UiV¥DoCARAGOpTIn Y4ilG| ¥ ¥EY¥O¥C¥OYED- dhcp-max-message-size YaY XY ¥C¥OR0
A+ ®u.ufEudaEo«oAn OV oE | ¢adal¥y¥DoCARAG nins Alo-»EiNopaiapatig o3oia[TBOO
+pAGaCod DHCP +pAlcEE+iicE A 0ln-ubolif

option dhcp-messagéext
EU¥aX¥-¥c¥6al[ ¢ Y4820~ ang »pok{¢DHCP  ¥pi¥s¥Do- DAEPNAYAY» Y¥ AeenC DHCP
¥ YEYa¥CY¥OYEaDY Y Vu¥a¥A¥» V¥ noAoTjoluéaluE»EiNa-apbalif
opag ¥ YE¥o¥C¥O¥ED-iCAGYs opaing ¥N¥E¥Ai V¥ oOUAEY D o  lyitnoy, oo, ndaEj¢  DHCPDECLINE
YA¥AY> V¥ AsenCEUYAYxY - ¥c¥ono»EnlulaEniatoéopolif
EUya¥x¥ - ¥c¥onljt¥eeiYs¥o-ARAGRngén3aEn[aConbo»adi£

option dhcp-message-typaints;
EUYaYXY-¥C¥60l | C¥ ¥EYa¥CYO¥EnE Y V¥Dal1 Y400 «aéA+14Dapaij¢ DHCP
¥N¥+¥A¥En- podaCaané DHCP YA¥AY»Ya¥ al¥ ¥o¥xod»@Asa -opalif
EU¥a¥x¥.¥c¥on-Yiené EAngAinlj¢°E2YnloEnengaCol (RFC2132 nénéulsalababE ¢ e)if

DHCPDISCOVER
DHCPOFFER
DHCPREQUEST
DHCPDECLINE
DHCRACK
DHCPNAK
DHCPRELEASE
DHCPINFORM

EUya¥x¥-¥c¥onljt¥eeiYa¥o-ARAGngn3aEn[aConbo»adi£
option dhcp-option-overload uint8;

EU¥¥x¥-¥c¥6aij¢DHCP 'sname’ oo af ‘file’ YOYE | V¥e¥Eoni¢ DHCP
YaYx¥.¥c¥OnoE Y »yologn, nanEploalpoR2an®aEaEnAn/FoongndaEad Yy olajoE»Enjaiopalif DHCP
¥iv¥Pali ¢EOuNopaing ¥NY¥EYA| YVa¥ e o C¥a¥xY-¥c¥onEAlYsitanéAda/Eoéaing

coO~NO UL WNBE
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16" OnoAf24an- 1., ¥itci CEUYR¥ X ¥ ¥C¥O0n0AP Epo-abati£
EUYa¥x¥.¥c¥6n-A ORa-us ¥ilciC¥ ¥E¥u¥e¥O¥EnljCE Yanl¥ayxy. ¥o¥O¥OYE | Vu¥e¥Eal
20Ysda-Y5R»a-ag di¢»@Aéaunias EO2A¥OYE Va¥E¥En20Y440010naabolif
EUya¥x¥.¥c¥oniApAonEAlnlj¢ E2Y,nlAloénCal;

1 'file’ YO¥E [ YVa¥E¥E -] C¥aYx¥.- ¥C¥OEY »yuE»EINapoia/Fapol

2 'sname’ ¥OY£[V¥E¥En-jCY¥a¥xY-¥C¥OE Y »yoE»EINapainEapal

3 1%Eyol¥O¥E | Va¥EYEn-|C¥aYx¥ - ¥CY¥OEY »yaE»EiNopoia/Eapol

EUya¥x¥ - ¥c¥onljt¥eeiYs¥o-ARAGngn3aEn[aConbo»adi£
option dhcp-parameter-request-listuint16
EUYaYx¥ - ¥c¥0al[C¥ ¥E¥o¥C¥Oo¥En«néA+YsDapnias %ilgi¢

¥ Y¥DOEEOAGND BEY0laeYaYxY-¥CY¥Ou0¥ ¥EYo¥e¥o¥Ea-»@Aen-obatif  Ai%i ISC  DHCP

¥ ¥é¥Yu¥C¥O¥EaCuaguest E,0oiNooo £ OQoiaiabalif

EUYRYXY.¥cYOn-Y¥ ¥E¥o¥t¥O¥En«aé»@AgapniaEa«nAn, ¥itciCAIVI DHCP ¥Uiva¥Dali¢

Y13V ¥x fEA0CI, Go«oA+pAlnEYyabognlaUn Enl¥2¥x¥. ¥c¥0n0EQu - upolif
EUYYx¥ - ¥o¥Ou-¥UiYa¥DYanCr@AGapnin, ¥4ilci C¥UYa¥Dolavsal»@AGopain g ¥a¥x¥ - ¥c¥6ao

EOo-apatif o3ajal|¢¥ ¥E¥o¥(¥O¥Ennixu4n oEa«nAn Ya¥x¥ - ¥o¥on0 ¢Y¥ YEYa¥t¥o¥EnE

I~ AontaéniaE»EiNapaiapolif
obug | CAIYYY V¥Do-EOuly¥aY x¥. ¥c¥on¥»¥A¥EnonunénEAO, AntogE-ixalatneg
¥ ¥E¥o¥(Y¥O¥EEADD o/Ej¢DHCP ¥Y:¥Dai+pAlnoA’ AcolognlaEndx»EiNopaiopolif

option dhcp-rebinding-time uint32

EUYaYx¥ - ¥c¥Oa[[CY¥ YE¥o¥CYO¥En-¥C¥EYi¥ a0y, EAn - o/Ea«aé REBINDING ¥.6A00E

°U10untognbaCal»p’ OnoEA 0nC»@AsD-upolif
EUya¥x¥ - ¥c¥onljt¥eei ¥ o-ARAGnén3aE[aConbo»adi£

option dhcp-renewal-timeuint32

EUYaYx¥ - ¥c¥Oal[CY¥ YEY¥o¥CYO¥En-¥C¥EYi¥iaoY,eEAn - o/Ea«aé RENEWING ¥6A00E

°U10untognbaCal»p’ OnoEA 0uC»@AsD-apolif
EUya¥x¥ - ¥c¥onljt¥eeiYa¥o-ARAGngn3aEa[aConbo»adi£
option dhcp-requested-addresgp-address

EUYAYXY-¥C¥60i|C¥ ¥EY¥o¥C¥O¥En-i¢CDHCPDISER  /FanCAEAAGH] 1P YCY¥E¥iVio-
330eAonFnéoinéosnEadixpantaéaiaE»EiNapoiapolif

EUya¥x¥ - ¥c¥onljt¥eeiYa¥o-ARAGngn3aEn[aConbo»adi£

option dhcp-sewer-identifier ip-address

EUya¥x¥.¥c¥6nlj¢DHCPOFFER oE DHCPREQUEST ¥a¥A¥»ivs¥ AsenC»EiNouaij¢ obog DHC-
PACK aE DHCPNAK Ya¥A¥»iYs¥ AsenEnd boproiogéndaEo-a¢aéopalif DHCP

YU Ya¥DolCY¥ ¥é¥o¥e¥O¥Ea~  (IBAI:  E£,0¥ujY¥Du«nénl)  ¥&jY¥wiAdYsad  feElaCo-
néoenlj¢DHCPOFFER aEEUYa¥x¥. ¥c¥6n0 bojopalif DHCP ¥ ¥é¥a¥(¥Oo¥En|j¢DHCP

YUY ¥Du@¥eYEYYaYYEalosataUa/Ea] DHCP Ya¥A¥»ivs¥ ol ° ASYCY¥EYiYioEsend identi-
fier YO¥E|V¥EYEQ/EAiFoo»EiNo.apalif abo; DHCP ¥ Yé¥o¥(YO¥Eal; ¢ DHOBEREQ
Ya¥AY»Ya¥ AcenEEUY¥xY. ¥c¥6n0 Prjj¢

E£¢ 0nl¥e V¥ alAGYs aloErindYsdu+ Epains o«adys o-abolif

EUyaYx¥-¥c¥6aiATali¢¥piva¥Dal IP ¥C¥EVI¥InCalif
EUyayx¥.-¥c¥onalt¥ae V¥ a-A%AUARAGIngn3oEnlaCoopoysdaphd.conf(5)al server-identifier
¥Ui%¥D¥a¥X¥-¥g¥éﬁb>>2%En-n/En_nAnunnif,

option domain-nametext
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EUyayYx¥ - ¥c¥oal; C¥E¥A¥o¥O¥ jva¥ay-¥I¥/FY¥ano»EiNa - o E¥YU¥Y¥EIY40020 - éaloénEaaE
¥ YE¥o¥C¥O¥En-»ENalaUn¥E¥a¥a¥6iYmon@Aéa.apalif

option domain-name-severs ip-addresq, ip-address. |;
domain-name-seers Y2¥x¥-¥c¥oolj¢¥ ¥é¥o¥(¥o¥En-igiN2ACYnE YEYAYOYOY | Va¥aY-¥I¥/FYa (STD
13, RFC 1035) ol¥ {YA¥ YUV ¥D oY YI¥E nO»@AGD - obolif
¥UiV¥Dolj¢i¥Acopaingninla«nélscuEY¥eY¥¥En.o/Fu nAopaaif

option extensions-pathtext
EUyayx¥ - ¥c¥oalCAE2AYRY XY - ¥c¥6nd boa¥ Q¥ ¥oX¥eal¥ 0¥ ¥o¥e|Yao»PAéa - abolif
o] AE2ANRY ¥ ¥c¥0al[CRFC2132 oCu-Aéopoia/Fooné DHCP  ¥A¥x¥.¥c¥onlvsiy, oE+eoAn/E
20Ysaapaiapatif

option finger-sewver ip-addresq, ip-address. |;
Finger ¥jY.¥DYa¥x¥ ¥c¥0uliC¥ YEYu¥C¥Oo¥Eo-igiN2ACY0E  Finger ol¥e¥¥End »@Aén-ubalif
¥UiVa¥Dolj¢i¥Aeopningninla«nélscuEY¥eY¥¥En.o/Fo nAopaaif

option font-servers ip-addresq, ip-address. J;
EUYaYxY-¥o¥onl|CY Ye¥o¥eYO¥En-igiN2ACY0E X indbv  System  ¥OYOXOYEYYa¥Dood
»@A8o.-apalif ¥uiV¥Dolj¢i¥Aeopningnanlo«aélscuEY¥e¥I¥En.0/Fo” nAopagif

option host-namestring;
EUY2¥x¥ - ¥c¥onlj¢¥ Ye¥o¥C¥O¥En %A no»@AsD - abolif
30l13,A°0]| C¥i| V¥« E¥E¥A¥ 0¥ 0l YanE Y,y apapainFoonFodj¢aanEn oA nin«apooo»n

(¥E¥a¥o¥01%n0»@AéntoénEalj¢domain-name Yoy x¥.¥c¥6ni»EiNoon? «aga.opol) £
E »0Y.,1colACIonEnAnna/Fal RFC 1035 aO»2¥,En.-0/Ea aAopaaif
¥ ¥éEYuYCY¥O¥EYDY ¥6ul¥U¥¥EYn-ARA&auoia/EonnEonyile (ataEnioA  rc.conf(5)

aCY6E, »Ul6nEARAGopminEnnnéyile) alaBiklient-script(8) o-EU¥a¥x¥-¥c¥6a0A%An.apolif

option ieee802-3-encapsulatiofiag;
EUya¥x¥. ¥c¥onlj¢¥a¥oy ¥O¥S| V¥ o—Yo V¥ U¥I¥A¥EnCatoe¥iilcaE ¢
¥ ¥E¥o¥CYO¥Eo-¥o ¥ I¥IYAYEYD,¥ ¥c¥6 2 (RFC 894) oE I|EEE 802.3 (RFC 1042)
aloEaAnéal¥«¥x¥»¥821oa0»EiNataUan«ad»@Aéa-abalif Al false olj¢¥ ¥é¥o¥¢¥o¥Eo- RFC 894
o] ¥« ¥ x¥»¥82%00»EiNoloUooCotoéadoEnd °Olfa-abolif Al true ofj¢¥ ¥é¥o¥(¥O¥Eo- RFC 1042
ol¥«¥x¥»¥82%500»EiNalaUnnCo¢agnsoEnd °Olfa-apatif

option ien116-name-serers ip-addresq, ip-address. ];
ien116-name-seers YaYx¥-¥c¥onli¢ ¥ YEYo¥ ¥ O¥En-igiN2ZACY20E IEN 116
YV AY VYD OTYEVI¥E nO»BAGD - nbal £
¥UiV¥Dolj¢i¥Aeopaingninla«nélscuEY¥eY¥¥En.o/Fa nAopaaif

option impress-severs ip-addresd, ip-address. |];
impress-serar YaYx¥-¥c¥onli¢ ¥ YEYo¥C¥O¥En-igiNZACY20E Imagen Impress
¥ V¥Dol¥e¥I¥EO»@A&a- obolif ¥uiYu¥Dal|¢i¥Aouningoinlo«nélscoE¥EY¥¥ED - 0/Fa nAoyanif

option interface-mtu uint16;
EUyay¥x¥ - ¥c¥onal¢adalya¥o¥ ¥O¥§i V¥ oEAPa.-o/E»EiNalog  MTU  wO»@Aéa.obolif  MTU
oEAPnlog°CY@alApAcAinl 68 aColif

option ip-forwarding flag;
EUYR¥ Y- ¥c¥0nl[¢¥ ¥E¥o¥C¥O¥En-|t¥NY+¥A¥EnoAYA+alognenlaE Yi«E-ol IP A@ooARAénlaUa-
o«oO»@A&a-abatif Al false ol IP A¥%A+ooly, GoEatagnoEnd°OlEa-i¢ Al true af IP A%A+aoi-
,UnEntogosoEnd°Olfa-opotif

option irc-server ip-addresq, ip-address. ];
IRC  ¥uV¥DY2¥x¥ ¥C¥Onl ;0¥ ¥eYo¥e¥o¥EnnigiN2AC,0E  IRC  ol¥e¥i¥Eoo»@Aéa.-opalif
¥UiVa¥Dolj¢i¥Aeopaingninla«nélscuEY¥eY¥¥En.o/Fu nAopaaif
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option log-sewers ip-addresq, ip-address. |;
log-sener  YA¥x¥.¥c¥OaliC¥ YEYo¥C¥O¥Eo-igiN2ACY:0E  -MTB  UDP  ¥i¥°¥u¥¥baol
¥E¥YEnO»@A&a-ubolif ¥iY.¥Dal¢i¥Aeauniagoinio«nélcoEYEY¥ED 0/ a nAayonif

option Ipr-servers ip-address|, ip-address. |;
LPR ¥ Va¥DYR¥x¥ - ¥c¥oali¢ ¥ YEYo¥CY¥O¥En-igiN2ZACYL0E RFC 1179
YEX¥OYO¥XYEYO¥ ¥ YV¥Dul¥e¥I¥End»@A8n.-ubnlif
¥UiV¥Dolj¢i¥Aeopaingninla«nélscuEY¥eY¥¥En.o/Ffu nAopaaif

option mask-supplierflag;
EUy2¥x¥.¥c¥6alj¢ICMP aO»EiNo-o; ¥U¥O¥I¥AYEYPYLY [xpdaEADo.-o/E|¢
¥ ¥E¥o¥Y¥O¥En-+pAlnioUnawad»@Aén.-obatif Al false  alj¢¥ ¥é¥o¥¢¥o¥Eo-+pAdntalo-
oCuEooosoEnd°Olfa-abatif Al true alj¢¥ ¥é¥o¥C¥o¥Eo—+pAlntaUnnCotoénsnErng°Olfa-abolif

option max-dgram-reassemblyuint16,
EUYaYx¥ - ¥c¥0al[CY¥ ¥e¥o¥C¥o¥En-0/EAEaRIOn/ErilsaE+noataln
OCAGYC V¥ ¢ ¥o¥EYa¥¥o¥oad»@Aén.opbolif °C®alAuASAlal 576 aColif

option merit-dump text
EUYaY Y. ¥c¥6nl[¢¥ ¥E¥o¥(¥O¥Ea-¥ ¥éY¥AY ¥anlugaEnn]
¥ Y¥EYa¥CY¥OYEQIYIYCY¥oYa VY, a-¥A¥O¥xaunind¥O¥ ¥a¥enl¥N¥!¥,00»@Aba - apalif
¥RN¥1alysfiv,ealj¢NVT ASCII E »0Y%,1¢olE »(a«néoEngE »Ul6aCatif

option mobile-ip-home-agentip-addresq, ip-address. |;
EUYa¥x¥.¥c¥onlj¢¥ ¥é¥o¥C¥O¥En-igiN2ACY.nEYAY¥DYoYe IP YU V¥a¥ |Ya¥ ¥8¥O¥ED] IP
¥CY¥EYi¥lal¥e¥1¥Eoo»@AsD - apalif
¥iYAY ¥8YO¥ED(Ci¥Agopningnanln«aélscoEYe¥IYEn - o/fFn nAopanif a;uAn-jCAIYIY VLY ¥E¥O¥EQ]
1 oAaCo.ngalig

option nds-contextstring;
nds-contat ¥a¥x¥-¥c¥0olj¢NDS ¥ ¥é¥u¥C¥O0¥Ening nanioClsénl atetw
¥CYEVIY ¥EYEYV¥O¥all%A no»@Aéa-abalif

option nds-sewers ip-addresq, ip-address. |;
nds-servers Ya¥x¥-¥c¥0al{¢NDS ¥ ¥¥Dual IP ¥C¥E¥I¥ ol ¥e¥I¥Eno»@AGn - abalif

option nds-tree-namestring;
nds-tree-name Ya¥x¥.¥c¥oolj¢NDS ¥ ¥é¥n¥C¥o¥En-»EiNalaUn NDS ¥AYE{Yaal
1%A°00»@A8a-apalif

option netbios-dd-sewer ip-addresq, ip-address. |;
NetBIOS ¥Ci¥a¥¢¥°¥e¥aCUEU¥uv%¥D (NBDD) ¥2¥x¥.¥c¥oolj¢ RFC 1001/1002 of NBDD
¥UiV¥Dol¥e¥I¥E D Ci¥Aeopaingninla«nélscaE»@A&a-apolif

option netbios-name-severs ip-addresq, ip-address.];
NetBIOS  ¥ijva¥a¥uiv¥b  (NBNS)  ¥a¥x¥.¥c¥6alj¢ RFC  1001/1002 of  NBNS
¥liVa¥aYpV¥Dol¥e¥1¥Enoj ¢i¥Adopningnanln«aéyscuE»@Aéa-abalif ,¥°RaCalj¢NetBIOS
¥liVa¥a¥pv¥O¥tal WINS oE, FoDuoingoloEalEyo-A noaCalif netbios-namesserv
Yy x¥.¥c¥6n0»EINa-a/E{¢WINS ¥uiY¥Dao»@AE2ACY,aColi£

option netbios-node-typeuint8;
NetBIOS ¥IjY.¥E¥; ¥o¥x¥a¥x¥.¥c¥ooli¢ ARAE2ACY:0E NetBIQE GCP/IP ¥ ¥E¥o¥(Y¥O¥EDoi¢
RFC 1001/1002 oEpY.OnpnioFoongoéanloEARAGR-abolif
AlalA+°ialyayY ¥/E¥A¥EoEn. o/E»@ABopaliC¥ ¥E¥o¥C¥O¥EY ¥o¥xnd°Olfn -apalif

»EIN2ACY2aE¥ | Va¥E ¥ ¥o¥xalY, ol AlagoCal;
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1 BYIY¥E: YO¥ | V¥EYAYIYE - WINS juo-
2 P YY¥E: ¥YO¥C - WINS aioR
4 M YIVYE: ¥RYAY ¥ - YOI ¥EYYAYIYE oE WINS
8  H YijVa¥E: ¥i¥o¥OYEYAYE - WINS AcEYO¥ |V ¥EYNAYIYE

option netbios-scopestring;
NetBIOS Y131, ¥x¥a¥x¥.¥c¥0nl[¢CRFC 1001/1002 cEp-Aéounia/FoangéngolaE|¢ ¥ ¥éYa¥(C¥O¥Eal
NetBIOS wer TCP/IP ¥W3iY¥x¥NY¥E¥a V¥ a0»@A8a.obalif  E »(Y% colACIonEnAnnn Aol
RFC1001, RFC1002, RFC1035 ad»2¥En-o/a oAapoaif

option nis-domaintext
EUYaYx¥ - ¥c¥0nl[CY¥ ¥E¥o¥CYo¥En] NIS (Sun Network Information Services)
¥EY¥AYa¥0oo0»@A8n - opalif ¥YE¥a¥o¥0niviv,ealj¢NVT ASCII E,»(Ys,1¢olE, »Un«aéaEngE »(ioaCatif

option nis-sewers ip-addresq, ip-address. J;
EUYAYXY-¥C¥Onl[ 0¥ YOYoYCYO¥ED-igiN2ACY0E  NIS  ¥piva¥Poovsml P ¥e¥Eiviol
¥E¥YEnO»@A&a-obolif ¥iY.¥Dal¢i¥Aeauningoinio«nélcoE¥EY¥ED 0/ a nAayonif

option nisplus-domaintext
EUYAYXY-¥C¥6al | C¥ ¥E¥o¥eC¥O¥ED] NIS+ YEYAYo¥6ali %A ao»@Aéa.obatif
YE¥a¥a¥6aiYsiiyaaljENVT ASCII E, »Ys,1¢alE, »Un«nénEnéE »(16aCali

option nisplus-sewers ip-addresq, ip-address. |;
EUYAYXY - ¥C¥Onl[CY YOYoYOYO¥En-iIgiN2ZACY0E  NIS+  ¥ujve¥Dodvsol [P ¥eYEiviol
¥E¥YEnO»@A&a-ubolif ¥iY.¥Dal¢i¥Aéauniagoinio«nélcoEYEY¥ED 0/ a nAayonif

option nntp-server ip-addresd, ip-address. |;
NNTP  ¥uiva¥DYa¥xY - ¥C¥6ai|C¥ ¥EY¥o¥e¥O¥En-igiNZAC,aE  NNTP  ol¥e¥i¥End»@Aéa-abolif
¥UiV¥Dolj¢i¥Aeopaingninla«nélscuEY¥eY¥¥En.o/F o nAopaaif

option non-local-source-routingflag;
EUYaYx¥ - ¥c¥6alCEO¥i V¥ «¥EnE»PA -DIO (non-local source route) aO»yaA
¥CiVa¥e ¥o¥éYanoAA+olognenloE | CY ¥e¥o¥C¥o¥En-Yi«E-al IP A@noARAéolaUnn«ad »@Aéa-abal
(EUtalUcEoAnaa/Eo] (4] ol 3.35 Adpo»2¥,Ea.0/Fo” oAopon)if Al alsef
olalsaloenlaEYCiYa¥ s ¥°¥é¥aniAv.A+aopus2An. oEonadaEad°Olfn- ¢ Al true
olAYA+u62A0°OlEn-obatif

option ntp-servers ip-addresq, ip-address. |;
EU¥AYXY-¥C¥6al[ 0¥ ¥OYoYOYO¥En-igiN2ACY.0E  NTP  (RFC  1035)  ¥piv¥PooYimt [P
¥CY¥EYi¥loo»@A8a-ubolif ¥uiv¥Dolj¢i¥Aeopaingninla«nélscuEY¥eY¥¥En.o/Fa nAopaaif

option nwip-domain string;
NetWare/IP ¥ ¥é¥a¥¢¥6¥Ea-»EiNataUa NetWare/IP ¥E¥4¥o¥6all%A°aColif

option nwip-suboptionsstring;
NetWare/lP ¥ ¥é¥o¥CYO¥EINol¥u¥O¥RYxY - ¥o¥onlY- (Va¥e¥o¥ioCatif  %Uao i  RFC2242
0O»2¥,Ea-0/F0” nAopagif Al CEUYaYx ¥ ¥c¥oal EAAED] rMet\P
¥u¥OY¥x ¥ ¥c¥0no»@AEnlagnioEaC ARAéopainpatif auoénEné¥,dE ool @alepwW
YUY OY¥x ¥ - ¥c¥0 xal¥ia0»24En- 0 fFa oAayonif

option path-mtu-aging-timeout uint32
EU¥2¥x¥-¥c¥6al{¢RFC 1191 aCApAapainépYAaCE ™ «apaiog ¥N¥ MTU Aicl
¥ Ya¥ Y0¥ uE»EINalag¥ ¥Ya¥a¥C¥I¥YE (EAALC]) nd»@Aén-abalif

option path-mtu-plateau-tableuint16[, uint16... J;
EUY¥X¥-¥C¥6nlj¢RFC 1191 oCAépAopmicé¥N¥: MTU A+  (Path MTU  Disgp
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YuP»U»poE»EiNopaiog MTU al¥p¥a¥eaiEYs00»@AGn - opalif
Evalleiys ol ¢°CY@u«nélacuECAcubaCaljt16 ¥O¥A¥EEAlelun-A° 6nl¥e¥¥EnCali£ °CY® MTU
ol 68 néné¥®opn o/EajoEnéapo»n6if

option perform-mask-discovery flag;
EUYY Y. ¥c¥6nl|¢¥ ¥E¥o¥(¥O¥Ea~ ICMP od»EiNa-oEY¥u¥O¥I¥AYE¥PYY Apc+nd YA»UnloUa-
n«aO»@A8a-apalif Al alse aljCY ¥E¥o¥C¥O¥En-¥P¥Y Apl+adYsA»UataUa-
oCuEooodoEnd°Olfa-abalif Al true ol C¥ ¥é¥o¥C¥O¥Ea-¥P¥LY Auc+ooYsA»Untalo-
oCutoéadaEnd°Olfa - opalif

option policy-filter ip-address ip-address

[, ip-address ip-address];

EU¥a¥x¥-¥c¥6nl|CEO¥ | Va¥«¥EaE»@AL-DIOAO, seuEADlogY Y ¥e¥ ¥O¥EYEY  nO»@AéD - ubalif
¥O¥EYEY nli¢IP ¥CY¥EYi¥IoEYPYY olAEn¥e¥1¥Eo«néaEné|¢
ApAdntaé»PAe-DIOAO, seopaing ¥CiVa¥ s ¥o¥e¥aiNal¥O¥EYEY oEoFné
° Ae/¥b¥Y olAEnO»@A&n-opalif
Y4i¥O¥AY XY CYE¥i¥a-¥OYEYEY nlannlainFaiA-ico. aEao»@PAE-DIOAO, seopaing,
¥CiVa¥ ¥o¥EYanliCY ¥E¥u¥C¥O¥En-CE polaUonColif
opaénEné¥,dEonl STD 3 (RFC1122) no»2¥En-o/Fa aAopaaif

option pop-sewner ip-addresq, ip-address. ]
POP3 ¥ Y¥DYa¥x¥ . ¥c¥0uliC¥ YEYu¥C¥Oo¥Eno-igiN2ACY,0E  POP3  ol¥e¥l¥Ead»@Aén.-opolif
¥UiV¥Dolj¢i¥Acopaingndnla«nélscuEY¥eY¥¥En.o/Fa nAopaaif

option resource-location-severs ip-address

[, ip-address.];

EUYa¥x¥.¥c¥onl|¢¥ ¥é¥o¥e¥o¥Ea-igiN2ACYaE RFC 887
YONYo V¥ IN ¥4 V¥ - ¥CY¥ O YVa¥Drl¥E¥ Y EnO»@AGD - npali£
¥UiYa¥Dolj¢i¥Aeopningndnla«nélscuEY¥eY¥¥En.o/Fo nAopaaif

option root-path text
EUYR¥xY-¥cYOnl|¢Y ¥E¥oXCYOYEIYE [ V¥EYCYEYY u- bopaioé¥N¥!¥00»@Aén-abalif
¥RN¥1aly5fiv,ealj¢NVT ASCII E, »0Y%,1¢olE »(a«néoEngE »Ul6aCatif

option router-discovery flag;
EUYeYx¥ ¥c¥6ali¢RFC 1256  oCAépAopniog¥si¥%¥: Auc+  (Router \RIgJo  pilsmo
»EINa-a/E|¢¥eé Ya¥, noixAAntaUoo«nd»@A&a-abatlif Al alsd
oljC¥ ¥EY¥o¥CYO¥En-¥8 Ys¥, Auo+a0YuA»UntoUaaCaEaaadaEad°Olfn-apalif Al true
ofjC¥ ¥EYo¥C¥O¥ED(Ye V¥ ApC+n0YsA»UntaUnaCa¢oénsnEnd°Olfn-opalif

option router-solicitation-addressip-address
EUYRYx¥-¥C¥Onl[CY Y¥E¥o¥CYO¥ERIYE|Va¥ s IXAARIA+1ADACYCYEYi¥a0»@A&a.apolif

option routers ip-addresqd, ip-address.. ];
routers YaYx¥.¥e¥6nl|¢Y ¥éX¥o¥C¥O¥EalYU¥OYI¥AYE Y,AnEnCoe¥s vy ol IP
Y¥OYEYI¥IoI¥eYI¥EnO»PAsD-ubalif ¥& V¥ oljCi¥Aeapningninlo«aélscaE¥eY¥¥Ean .o/ o oAapoaif

option slp-directory-agentboolean ip-addresf ip-address. |;
EU¥2¥x¥ -¥c¥6nlj¢2 oAaltalUao»@A&a-apot; 1
oACEY,AnT¥ U V¥ OYI¥IYH VoY ¥OYO¥ X YIYEYSYEYCYEYIY YEYEY [V4¥ ¥8Y¥O¥E (Service Location Protocol
Directory Agent) ©l [P ¥CY¥E¥i¥WwEi¢ olojoéal¥C¥E¥I¥al»EiNa- A©Atu«aEnla«aCalif

oCY4éal¥OiYs¥éAinn true aCa¢aiaDi¢SLP ¥iV¥ ¥8YO¥ED Ca, nAly o aéning P
¥CY¥E¥I¥oloRao»EiNalaUonColif  Alo- alfe  oCoCoioDi¢SLP  ¥'jVa¥ ¥§¥O¥En(j¢SLP
¥iY¥ ¥SYO¥ED] CYa/E°Alnan o olY45 /E° AP EYDYEYAY-

YAVYEApC+a0AE2AnCOnAn/Eoillsanopo»nd (¥4Un-o ol RFC2165 a0»2¥4Ea-a/a nAopon)if
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EUYaYx¥ - ¥c¥OuE slp-service-scope ¥2¥x¥-¥c¥OuEn2oon/Ei¢ jOSLP ¥ jYs¥, ¥8¥O¥EjxoExnl¢DHCP
¥x¥i¥EY¥eooiNoonEARAGDpTIn ¥DY¥ - ¥0348aC
AE°%Ta. 0 /Eonn@¥ V¥ O LYY+ VoY - YOYO¥ XYY EYSYEY |Va¥ ¥8Y¥O¥EnO»Pu-u/FnangnoEnE
Ai°Qn-a/Eo oAaponif
opag j¢ann” oAo«al 8fEal SLP a0 NDS oE AnfoCoongadaEoauandEQu+a/Fo nAoponif oda- NDS
YCYEVIY YEYOY [Y¥ ¥8YO¥En-n¢né|Cullnl¥C¥EYI¥adARAGIDEE-ixn- n¢ué¥ilcaii¢ slp-directory-
agent ¥a¥x¥.-¥c¥6o-igiNaCongalooaColif

option slp-service-scop®oolean text
YUV OYINIY A YAY YCYOY XYY EYSYEaTY V¥ O IV /¥ x Yo XY ¥c¥0nii¢ 2 oAaiaiUno»@Aen.apat;

SLP INaTYp V¥ O¥II3 ¥ x ol YeYI¥E o E | ¢odal¥e¥1¥Eal» EiNo-ACA%n«nEna«aCatig
0C146al¥OVa¥s Ao true aCo¢oioDi¢SLP ¥ jYa¥ ¥EYOYE Ol CEUYAYXY-¥o¥ 6ot nens
A6 opaing ¥y ¥xal¥e¥¥EolaRad»EiNataUaaCali£

olsolaCoEo+oioDj¢olal¥aY x¥. ¥c¥0nCAGjauning¥e¥¥EnEi¥Acn o /E|¢ alsoioygaial Cl-
A2o]ARAéod»EnAn/Enallsonapa»ndif

text E »Gi6aij¢SLP ¥ V¥ ¥SY¥OY¥E n-»EiNotoUnyiysyyxalic¥s¥o¥pTeAUnéal
¥é¥¥FEoFo.o/Ea oAoyoonif o3aia|Y,EI-2ACY2aCi¢aYsal¥iile SLP

¥ Ya¥ ¥8Y¥O¥ED|j¢YaE-n-AlaAnEaané
oloUn/Eal¥CYEYIY YEYEY (V¥ ¥EYO¥ERI¥IYS Y ¥ xal°i3c¥e¥I¥End»Ennabalif

option smtp-sewer ip-addresq, ip-address. |;
SMTP YU Vo ¥DYRY XY ¥o¥0al 0¥ ¥E¥a¥ ¥ O¥En-igiN2ACY.aE SMTP YU Va¥Dol¥e¥1¥E )
»@A8o.-apalif ¥uiV¥Dolj¢i¥Aeopningnanlo«aélscuEY¥e¥I¥E . 0/Fo nAopngif

option static-routesip-address ip-address

[, ip-address ip-address];

EUY¥xY-¥c¥onlj¢¥ ¥EY¥o¥(¥O¥En--DIOY¥AY¥AY - ¥aoEAERpoanUa
AAA2.DlOnl¥e¥I¥End»@Aa.ubolif /E+o ° AéoEADu.o/EEE, 6al-DiOu-»@A&aunia/Fonnéyiilcalj¢
i¥AeAUo-Adn oEnélsclgaCYe¥¥Enpniabalif
Dlonl 1P ¥CY¥E¥iI¥o|AERI¥e¥¥En«néuEngobalif OCY2Enl¥C¥EYi¥iol° ACY¥CY¥EYi¥laCa¢agic 2
EOIUnI¥C¥EYi¥ialnsal® AGoEADRInEYE | Ya¥  ol¥CYE¥I¥laColif

¥CYOYOYSYE Dio (0.0.0.0) afi¢AAA2-DionEADG o /EnlEOAURE® AenCatif
¥CYOYOYEYE -Diono»@AéatagaEnlj¢ routers YaYx¥.¥c¥6n0»EINa.-a /o nAopogif

opag CEUYEXY.-¥c¥onljC¥ YE¥I¥i¥iaE P -DIOA©, 5en0°0¢ bo-ug nanlaCal
oEooodaEaEA° Qo o/E2Yoponif oloia¥u¥O¥I¥AYEYPYLY nd buduCaaabu»abif Y4OR|¢Y ¥E¥IYI¥ioE
IP -DIOA©®, zenl¢toanAnEnata A 3«opoia/Eoong
DIOA®, &E, YsanEalnCi¢EUYY XY ¥o¥onVAYARGEIOIEDCRtE  nYsn-n/EjCYPYoY ¥i¥AYOYE
DHCP ¥ ¥E¥o¥(¥o¥Enoalo njnEnlogaga Aloéaing, DHCP

¥ ¥é¥n¥CYO¥EnEn[,AAGopnioEnoopo»ndif
option streettalk-directory-assistance-serer ip-address
[, ip-address.];
Street®lk Directory Assistance (STA) ¥ Y¥DYa¥x¥. ¥c¥6al[¢ ¥ ¥E¥o¥t¥o¥En-igiN2ACY.RESTD
ol¥8¥¥EnO»@A&a.obolif ¥liY.¥Dal¢i¥Aéouningoinio«nélcoE¥EY¥En o/ a nAoyanif
option streettalk-sewver ip-addresq, ip-address. ];
StreetBlk YUY DYRY XY ¥C¥6ui| ¢ ¥ YEYoYCYOYED-igIN2ACYs0E StigetT
ol¥8¥¥EnO»@AGa - obolif ¥iY.¥Dal¢i¥Aéouningoinio«nélcoEYEY¥En o/ a nAayanif
option subnet-maskip-address
YHYO¥IYAYEYPYIY Yayxy . ¥c¥onl|¢RFC 950 S VA Y T
¥ YEYOYC¥O¥E YUY OYIYAYEYPYIY no»@Ad-obalif
13, 1,¥x AgenlaEndo Ena¥ ¥ O¥IYAYEYDYLY Ya¥xY. ¥e¥oo-»@Asopnia/FoooEon¥ilci¢
°Cysay,6 AEnEr-o/Ej¢dhepd ol | C¥C¥EY¥i¥a038aneAdn/FrgaloEn.u/Fonng
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YIYAYEYI V2 ol¥p¥OY¥IYAYEAE An«aé|t¥u¥O¥I¥AYEYPYY no»EiNa-abalif
o.o«a- | C¥C¥E¥I¥a03anéAdn/FogaloEn. a/Foons¥I¥YAYEY V¥ ol¥¥sV¥xAzenl cEonjagnlaE
YU¥OYIYAYEYDYLY Ya¥x¥ . ¥c¥0A8 AoCatoAn/Eoit
YU¥OYI¥AYEAE AnCr@Aéopaios ¥YU¥O¥IYAYEYPYY oE[¥Ago.obolif

option subnet-selectiorstring;
(Ixpan-YeDapoiay ¥u¥O¥I¥AYEoE o AnEo~oias ¥E¥I V¥ Y ¥D ol ¥ C¥EXI¥oE duAnon /)
Al¥iA2AdoopringoCatainlodnlaColaEan¥u¥O¥I¥A¥E¥C¥E¥I¥la-E-IxoEYilgi¢
¥ ¥éYu¥(C¥O¥En-A+YsDa.abolif RFC3011 a0»2¥,En-0/Ea oAapoaif
o3al¥ i YVa¥DoEnloon Fx»Enioiag¥aY x¥ - ¥C¥O¥EYO¥Dal 118 aCuolif
3ol ¥E¥O¥Da EAa«waéntoAnEAéuAopoia/Eonn; ¥E¥O¥DaColaEa ¢
°aolAloo»EINologY ¥é¥o¥t¥o¥EnaA RologndaEaEAi° Qo o/ nAayanif
3al¥2¥x¥-¥c¥onl»EiNal%, 1A 3A%0Co¢uénE? o nénUnnCo-agal!
EUYaYx¥-¥c¥oal 0¥ Y¥DaCal¥ae | Ya¥ a-ARAGngnloEa[oCoopuy»adi£

option swap-sewer ip-address
EUYR¥x¥. ¥c¥On[j¢Y YEYo¥CYOXEnlYI¥YAY Y V¥D0] IP ¥CY¥EYi¥ino»@Aén.abalif

option tcp-keepalive-garbageflag;
EUyeyx¥.-¥c¥oali¢ Aanl,AAGoEal R1Aalos nanEj¢¥ ¥RalYaY ¥/AEY¥AYEQE iYsinE¢ TCP ¥-
(VXY CYEYa¥OYAYAY» V¥ n0Y ¥E¥o¥(¥Oo¥En-A+néaUnn«ad»@Aéa-opolif Al alse f
ol ¥ ¥Rol¥aY ¥/E¥A¥EadpA+ogaUnaCoFannoEad°Olfa-apolif Al true
ofj ¥ ¥Roly¥aY ¥/F¥A¥EadA+ogaUnaCa¢aénsaEad°Olfa-apolif

option tcp-keepalive-interval uint32
EUYRYxY.¥c¥0nljCY¥ ¥E¥a¥C¥O¥Eal TCP  o-¥V¥x¥C¥é¥o¥@epdle) Ya¥A¥»iV¥ nd TCP
AUA33,40EA+; ®ologA’eEAOoAaUn O30 (EAA+°T) aO»@Aén-opolif »p Orl 32
¥O¥A¥EEAzelun-A°; 6aCrBA&n-opalif Al 0
ol | CYCY XYY+ V¥ -¥o¥Ou-IAY, A2nEixpan-oEoo AogiC¥ ¥é¥a¥C¥o¥Ean AUA3Y,8aEY-
V¥ X¥C¥EYa¥OYAYAY» V¥ oA A®nlaJonCoEooadaEnd°Olfn - opalif

option tftp-server-nametext

EU¥2¥x¥ ¥c¥oal TFTP YUY ¥Dro»@A&atagnlaE» EINapolj¢¥ ¥E¥o¥t¥o¥En-
¥U¥YYe¥En.o/Foané¥iilcoEal  sever-name A&, AcE/E+o  (2lnd»yoAabolif BOP
¥ ¥EYu¥CY¥O¥EQlCEUYR¥ XY ¥C¥OnO¥UYY (Va¥En . oEannCa.ogalif DHCP

¥ ¥éYa¥C¥O¥YEaEnenAn/Eal¥p¥YYs¥Ea o/ oonéoinlo-atoé|t
Y4APYE-¢ UnEn.o/Enonéojnla-ntaéapalif
option time-offsetint32,
time-offset Yoy x¥.¥c¥oal ¢ AeArsi»p (UTC) a0 8AAcER-a/E|¢
¥ ¥EYoXCYOYE YUY OYI¥AYE R ¥ O¥»¥AYEaOEARC»@Agn - ool £
option time-sewvers ip-addresq, ip-address. J;

time-serer YaYxY.¥o¥On||CY ¥E¥oX¥(¥O¥En-igiN2ACYnE RFC 868 »pli¥pVa¥Dal
¥E¥YEnO»@A&a-obolif ¥uiY.¥Dal¢i¥Aeauniagoinio«nélcoE¥EY¥ED 0/ a nAayonif

option trailer-encapsulation flag;

EUY¥xY.¥cY¥Onl[CARP  ¥x¥¥EY¥E»EIN»paEiCyY Ye¥o¥t¥O¥En-YEYI¥a¥é»EINal ¥I¥ ¥.¥'[V¥ - ¥c¥0
(RFC 893 [14]) aoatoUoo«ad»@Aén-abalif Al alsk
oljC¥ ¥EYo¥C¥O¥En-¥EYi¥a¥é»EiNao»ioRoénUnnCoEonnE Olfn-obalif Al true
ol ¥ ¥EY¥o¥(¥O¥En-¥E¥i¥a¥é»EiNao»iaRagnUanCataenE Qlfn-abalf

option uap-sewers text
EUyaYx¥ - ¥c¥onaljC¥ae V¥ CEYU¥XYI¥EYsYE (UAP) oEEfiabuaing C8%Uixuano
YoelyatoéClillalatne¥ee V¥ C8YU¥ N V¥ O¥ladnlsain,ni»@a- o Fanng URL

10
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ol ¥8¥¥EnO»@A&a.-obalif UAP ¥ui¥¥Dal HTTP 1.1 AUA3a SSLv3 AUA30aY,60+Y,enéasaEn-aCa-
abalif Y&YIYEoE bobaiag URL oE¥YY¥EESE o~ Pubnia/FaEon¥ilcalj¢
Al%4ial¥CYOYOYEYEYY (Va¥Ea-2y,Aéapniabal (cAopboé http oEol 80 EOQjthttps oErnl 443 EO)if
¥E¥I¥EoE popains, URL cE¥N¥oIESE -0~ bubain/EoEan¥itcalj¢ ¥N¥ial /uap cE2¥Aéopaiobolif 2
oA°E¥,8n] URL a-~o3al¥e¥¥EoE»@Asopning %ilciCURL al6CoaCTeAUnéninpolif

option user-classstring;

EUyayx¥ - ¥c¥onalC¥ae| V¥ oYt E10E000¥ ¥é¥o¥CY¥O¥EnE»@AbnlagY,6AEnEr-a/E|¢ oon nAo«o]
DHCP ¥ ¥é¥Yu¥C¥O¥EaC»Enininpalif o3ojaf endor-class-identifier
YaYx¥ . ¥c¥OuE E+iinExEnininpataqj¢
olso] Alalj¢¥U¥0¥AaCalaEa™ | t¥ei V¥ aEneoAnE»PAGapniapolif  °CY4niaUcEadoEa]l  DHCP
¥ YA¥o¥e¥O¥En(j¢osaly,+Ei»OnEAind»@Asninén; ndnl ¥eeiVa¥ ¥o¥o¥ ¥O¥S V¥ noE+a a/Fanapalif
0301yt Ei»Onl; CAIV¥EYYEE »G16aCatE

option vendor-class-identifierstring;
EUYaYxY-¥c¥6ai| CYUYOYAY, ¥o¥xnd|t2ACY.aCatainD DHCP ¥ YEYo¥CY¥O¥ERTARAGRD
Yu+Elotagng odoE ¢aon oAo«al DHCP ¥ ¥E¥o¥C¥O¥EaC»Eriniapalif
o3aY40EGRl Al Eal| C¥U¥O¥A Clol¥DY¥o¥EE »Ul6aCi¢E, YanCalu-Aéaunia/Fonabu»ndif
¥ YEYO¥C¥O¥ED-A+1LDolneYUYOYAY ¥é¥ 1/ +Ei»OnddiC8otngnEnlic  °E2/4a]ARAGRd  DHCP
¥Uiv¥DARASYOY  ¥o¥enF2An o/Ea nAopa:
set vendor-class option vendor-class-identifier;
o3alARAGEI[CDHCP ¥piva¥Dol¥e VY Civay e ¥Uiv¥¥O¥ ¥o¥sAaenl ¢ °E2nloéalnE set E nd»yoh
vendor-class-identifier ¥2¥x¥.¥c¥6o0 A+oAn/En ngY ¥é¥o¥¢¥Oo¥EntaUn/Faly ¥O¥E¥EaEiNa-apalf
set vendor-class "SUNW.Ultra-5_10";
vendorclass-identifier ¥2¥x¥.¥c¥6alj¢Al3%si DHCP Server nEnéoAo/Eghdor-encapsulated-
options Yoy x¥ . ¥c¥0AzeaCEQOnpnineYa¥x¥. ¥c¥oad-eAéataéalaE»Eniniapalif
apnénEoevdEonli¢dhcpd.conf ¥p¥Eyayeye¥Uivy ol VENDOR ENCAPSULATED OPTIONS o
¥i00»2¥4En-0 /o oAopanif

option vendor-encapsulated-optionstring;

vendor-encapsulated-options  ¥2¥x¥-¥c¥6ali¢1 oAcl¥U¥6¥A CIAij¢ pdo-o af 1

oAabag alalsoi°EY,Enl¥UY6¥A, CI¥pu¥O¥aYxY ¥c¥6nd Palobalif  EUYA¥x¥-¥c¥oali¢Al%i  DHCP
¥ ¥DolARAE¥O¥ ¥o¥eoCARAGaningnaalaCal a¢oéabo»abi£
Al%4iaij c¥U¥O¥AY ¥é¥lo-YU¥O¥AESaE AduAopai|¢

YU¥OYAY ¥EYIy ¥ OYaYx¥ - ¥C¥6u-ABPABpD] | Colal¥u¥O¥aY XY - ¥¥6aiATan AépAapoi;¢DHCP

¥UiYa¥DulalsaingadoinEaE+pAGndoAEORYEn20p0liE
néo Aloéoin, DHCP ¥ Y6YoYCYGYEYUYG¥A (°fofoEndai  Microsdfidods 2000 DHCP
¥ ¥éEYu¥CY¥O¥E) ,przoioon” oAo«al¥CY¥OYO¥EYEalEfaCalj¢
o3a¥aYx¥-¥e¥oalYa« E°A2nEARAGoRinbalo-j¢oYsalAY,aiodnioE @a.o/Fali¢
Y,8/E°aCARAER - uEotoiopoEnéabo»udif  ¥UCUdihcpd.conf of VENDOR ENCAPSULRD
OPTIONS ol%ind »?¥Ea-0/Ea oAapaaif

option www-sever ip-addresq, ip-address. ];
WWW  ¥piVa¥DYaY XY ¥c¥6aljCY YE¥aYCYo¥En-igiNPACY,0E  WWW  ol¥e¥i¥End»@Ada.-apalif
¥UiVa¥Dolj¢i¥Aeopningninla«nélscuEY¥eY¥¥En.o/Fu nAopaaif

option x-display-managerip-addresq, ip-address. |;
EU¥AYX¥-¥0¥Oal| C¥ ¥EYoYCYO¥ED-igIN2ACYs0E X inclv System
YCYEVIYXYIYoYPY(iY¥ ¥800Y4A100. 0/EonnsY. YI¥/FYAn¥EeVI¥End»@AGn- abal £
¥C¥EYi¥ial|¢i¥Aéouningninio«nélcoE¥EY¥ED . o/Fa oAayonif

YOV Va¥ | Ya¥ ¥ EYOYEVAOE O¥¥XY-¥C¥0
IETF YE¥é¥O¥E draft-ietf-dhc-agent-options-11.txt ©Ealj¢ DHCP ¥é¥ij¥¥ jY.¥ ¥§¥0¥Ea~ DHCP
¥N¥+¥A¥Ead DHCP  ¥u¥¥PuEA%A+ologoYi¢  DHCP  ¥N¥+¥A¥EoEEQ?AniogndaEniaCa-
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oE°liCal¥«¥x¥»¥E2lhanias ¥A¥ XY ¥C¥0a AépAopaia/Eoaapalif
¥UiYa¥DoljCosoinénl¥aY x¥ . ¥c¥onE dulAn¢¥C¥EYI¥3aA0al-eAd (n&j¢uysnlA¥IEYLAC)
0olOnlodaEn-aCoabalif abag ¥ YV¥DaliC¥e¥ i Ya¥ |Ya¥ ¥8¥0¥EadAla - o/EEOupninénEal¥N¥+¥A¥EoER]
o3ainénl¥aYx¥-¥c¥ono AEpain EEQn-opatif

olojoEneoAc/EYEYI | Ya¥ [Va¥ ¥EYOYEalCCUATAYC Y« ¥IYOYEYEYOY¥ nEaEnd

10nlog nanEj¢osoinéol¥ayx¥ - ¥c¥onE baboiné¥0E6roigiNaCoopalif

YORoI¥EYE¥O¥EREa| 2 oAanl¥ayx¥.-¥c¥oo-AépAopaiaFonabolif DHCP
¥ Ya¥DaCaloinéal¥¥x¥ - ¥c¥oa0»2Y,EalogaE ol C¥2¥x¥ - ¥c¥016 Ol "agent"
ola¢oEaE¥O¥EY¥EnduAnt|talsal AuEYAY XY - ¥C¥0I¥n0A30ta/Fa nAaynnif

¥ Y¥DoCodoinéal¥ayx¥ . ¥c¥oalAlnoAepAntagadaEalj¢ Al¥sin¢opagi-

UnColatogabo»ado-jtudiEopnia/fFaaopalif

o3ninéal¥aYx¥-¥c¥oaliCY ¥E¥u¥C¥O¥EnCal¥uYY YVa¥EopaioFaaopoysadif

option agent.circuit-id string;
circuit-id YUY OYRYXY-¥o¥OnTj ¥ YEYoYCYOYEn«néY i Va¥Dogl DHCP ¥R¥r¥A¥EDd
YaBu+Ya@aAn YUV AYEOOY, ol 0¥ Ya¥ ¥ EY¥OYE Y V¥ «¥EaE¥ i Va¥¥A¥EY+El»Ono
¥'¥6¥3iYs¥Ea.o/Fonabolif  o3ojolj¢DHCP  +pAucdoA-AUcEYpV¥AYEa@oEA+a@EQu»aénéali¢
¥'{Ya¥ ¥8¥O¥EnEnguAn/E»EniningndaEnd° O bo-o/Faanpolif
| YoOR| Codal¥¥x Y- ¥e¥onlYaiiy, ol AGUARI¥U¥O¥AIA cEcEoAn/Enang¢
A¢ E-o3alopaby»AopaingaCa.agali£ -1« Y4l@adalvaiiv,o-E Yhra2viauniag2ACY,A-
04, %ORaI¥YEXE¥OY¥EnEni»Anpaio Eaaapolif

option agent.remote-idstring;
remote-id YUY OYRY XY ¥C¥6al| ¥V AYE ol A 0Ty e YA/ EYO¥I¥Ea]
Y,0EGR0¥ ¥0¥3Va¥En.o/Fonabolif uiainE popriogaCotainl3E0nlj¢YsjalngalnEndnlaCalif /YD |
ID YOES C¥er | Va¥TI VDL 0| CYEYANE  ATM YOYEVIVL Ot ¥OYEYA¥CYA IDj¢
oloal AYol E+II0ESEGE TASARE]j¢adnlyayxy - ¥c¥onl°OlfniuAndadoEAGpApain Eaaaba»adif
oo« Al¥40| C¥ U V¥ ¥AYE ol EAAGQIYEYA | V¥EY ¥O¥EoEADD uE°i° OnCatognga!
"Ely¥%8EY¥Uaproiog j¢aEnduén«al¥2¥O¥ ¥8Y ¥FoFlo ngoUonialaCalif

¥ YEYn¥CYOYE FQDN ¥p¥OYa¥xY ¥c¥6

VR CYO¥OY, (VY I¥YAYEYEYEYOYE draft-ietf-dhc-fqdn-option-00.txt 8C AépAnpaio/Eoongy YEY¥a¥C¥O¥E

FQDN Yayx¥.¥c¥6nl¢aboAE YsanEoEoAnEalooopo»ndif 0.a«o-olaCoEYsLLE-L-

o igiNopoiaEo2ag¢2eiloansniadysAAGL - o Faaabalif

YaYx¥. ¥c¥onl sy a-E£» nEn  ndj¢udadaCalj ¢ A+ EED|¥¥xY - ¥c¥ouCalnEa j¢

¥u¥O¥¥x¥ ¥c¥016  OnEY,AAGD - u/Enoopalif

°IEIA20Eal;¢EUYa¥x¥-¥c¥oaljt¥ae V¥ oEneaAn/EARAGuninénanlaCalaEn ¢ Ya<E® DNS

11, ¥ YIY/EYAal°IEGuED o /E»EniningaUanialaCali£

option fgdn.no-client-updateflag;
EU¥¥x¥. ¥c¥On-¥ ¥E¥n¥C¥o¥En«néA+Y,Dapning ¥ilgi¢adaion true aCo¢niobi¢
¥ ¥éYa¥C¥O¥EnYi«Eal A Yi¥3 Y ¥Endll; -o.0EooadoEnd°Olfa.obolif
YU Ya¥Da«ngY ¥EYo¥C¥O¥EaEA+YDopnias Yailcal[C¥ ¥EYa¥tYO¥Eal Ya«E-nl A ¥i¥3Vi¥Enolls -olog
oUooColaEnm3aEnd°Olfa-opalif

option fgdn.sewer-update flag;
EUYRYx¥ - ¥o¥Ou-¥ ¥EYo¥C¥O¥YEn«né¥ Y ¥DaEA+YsDapoias ilci¢  ¥UjV¥DoEY ¥EYo¥(¥o¥Enl A
YIY3{V¥EQlll; .adixpan-o Fonabolif  ¥UjY¥Do«aéA+sDopains Yl C¥ U Va¥Do-Y¥ ¥E¥oXC¥o¥Eal A
YI¥3{V¥ER) 11 0.0, (nda-o alodalalo®ll; .ologoEodo) n(;n¢nén3nEnb°O]£n-npnli£

option fgdn.encodedflag;
true nGa¢oAng »pjC¥R¥xY-¥o¥6uE bopoing¥EYA¥n¥6i¥0-i¢ o;oAnl ASCIl ¥/E¥¥¥EoCalaEn j¢DNS
¥i¥oX¥a¥OYOV¥P¥AYERC ¥ ¥0¥3Y,¥Enynio/FoonéosoEndY, o-0/Enpalif ¥ ¥E¥n¥(¥O¥En(j¢YsE-nm
FQDN Yayx¥.¥c¥6a DNS Yi¥o¥a¥OYo,V¥p¥A¥ER)
¥U¥YYe¥En. o/EaEonyilc CAIHinsal¥u¥O¥aYx¥ - ¥c¥6ao false oEARAém-obolif
¥UiV¥Dol¥ioE 0¥ ¥é¥o¥e¥O¥En-ARAGD oy nlaEF+a AlnoARAé - o/EEQniaUonColif
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o3a|Alo-ARAE¥O¥ ¥o¥saEARAGrInFonn g »pidph.fqdn YUY OYRY X ¥ ¥C¥6n0
¥ Y0¥ Vu¥Enlne¥OYO Vu¥b¥A¥EROAO aen-opalif

option fgdn.rcodelflag;

option fgdn.rcode2flag;
o3ajnénl¥aYx¥. ¥c¥onlolsain,aij¢A VI3 Va¥EQE PTR YI¥S{Ya¥Ea(ll, .. 6200y, a-apalf
a3ojoéalj¢cDHCP ¥ Ya¥Do«oé DHCP ¥ ¥é¥au¥(¥o¥En@nlaRA+néaiapalif
o3ninéal¥O¥E | V¥E6¥EnlAlalj¢DNS ¥x¥i¥E¥3¥8-3EnEngngAépAapain/Faaapolf

option fgdn.fqdn text

¥ YA¥o¥C¥O¥En-»EINaOEY0a¥EXA¥oXoiYm0»PAsn . abalif

o3ojal ° A’ VanYpopaing ¥E¥A¥o¥014aCoajCA+oinl¥é¥U¥enCoallbonnpasadif  cAn-l%ACE .

E,»Uo-"paboiaEotoioDj¢alsoll¥4Aal ° A Yseu¥,bapuoia Fo2aéa;¢

¥ VA¥Dol AlY40 C ¥ Va¥«¥enEA8pAopain ¥E¥4¥o¥oAaenlalsalisAcnolt, -a-apolif
n4n-aloiaéal¥p¥O¥¥x¥. ¥c¥6no»EiNa - néaloE» xoAn FaanéalaCataioDi¢ ¥ ¥éYoYCY¥O¥E FQDN
Yoy x¥. ¥cYOnI¥E¥EYOYE (nan-o alj¢E YeanEnEnAn, »palalsalE 14d) n0»2Y4EaloémsoEndy o ¢ 43400 -abalif
o3olE, Ysfial¢olsnl¥EXE¥O¥EnEEenUn/EAc» CARCED °A'aCataé¢ ¥ ¥E¥o¥YCY¥O¥E FQDN
Yoy x¥. ¥c¥ou-3EnonloCaEly20n. oFoong s nE»2¥,EauaingasaEad A+oE°Q, ba.-u/EoongninlaCalif

NetWare/IP ¥U¥O¥2¥x¥-¥c¥0

RFC2242 af;¢Nwell al NetWare/IP ¥ ¥EYo¥CYOYE N ol x¥n¥e2sapain,
YaYx Y. ¥c¥OnlAEaOA@pAn-o/Eanapalif DHCP
¥ Ya¥DoE n?oon Fosoiaénl¥a¥x¥- ¥c¥oo0»EiNalagaEalj ¢¥a¥x¥ - ¥c¥616 Ol "nwip"
ol AoE¥O¥e¥a¥EoouAnt|tolsol SoEYa¥xY. ¥c¥0I¥00A%tn/Fo nAopaaif °E2Y,aly¥a¥x¥ - ¥c¥ou-»PA&aCa-

opal:

option nwip.nsg-broadcastflag;
true aCotoAng VilciC¥ ¥E¥o¥t¥O¥Enl¢NetWare/IP ¥;¥Dol°lAOnd AuctolcE NetWare Nearest
Sener Query no»EnlaUonCalif EU¥U¥O¥2Yx¥-¥c¥on- alsef
oGo¢oAns vilci¢ndn o al»@AeouaiaEa«nAng Yaitgal velNo
¥ ¥E¥n¥CYO¥En| £ Clalu-~AéayaioFonnpo»ndif

option nwip.preferred-dssip-addresq, ip-address. |;
EU¥u¥O¥2¥x¥-¥c¥onEali¢5 aAapboCol IP ¥CY¥EYi¥Iol¥e¥¥EoO»@AGn - opalif
nlsnin¥,aial¥C¥EYi¥inljcNetWare ¥EXAYo¥6 SAP/RIP YYD (DSS) of IP ¥¢¥E¥I¥InColif

option nwip.nearest-nwip-sewer ip-address

[, ip-address.];

EU¥U¥O¥2¥x¥-¥c¥6nEal(i¢5 aAapboCol IP ¥CY¥EYi¥Iol¥e¥I¥EoO»@AGn - opalif
olsoio¥,aial¥C¥EYi¥alj¢faAUal Nethe 1P ¥uj%¥D (Nearest NetWare IP Server) =©i IP
¥CY¥EYi¥inColif

option nwip.autoretries uint8;
W E°»paECNetdie/IP ¥ ¥E¥o¥C¥O¥Eo-iCisna néain, DSS ¥UiY%¥DoE  2;20Al;®uo»iaRuéaUo-
n«nb»@AéD-nanﬁ

option nwip.autoretry-secsuint8;
W /E°»poEj¢Netdre/IP ¥ YE¥n¥(CYO¥En-i¢isn néning DSS YiVa¥DoE
Al ®@ao3liontaé»poEj¢¥e¥EYé¥on] 02; EAAOnAaUann«ad»@Aén-apalif

option nwip.nwip-1-1 uint§;
true oCa¢oAn, ¥itci¢NetWare/IP ¥ ¥éYu¥C¥O¥EQl NetWare/IP ¥DiYa¥ ¥c¥0 1.1
DO¥U¥YVa¥En.-u/FoongaUaaCatif  odoialjC¥ YEY¥o¥CYO¥En- oNetW  ¥DjYu¥ ¥c¥6 1.1
ol¥pY¥DoE Al ®oloé»polaRE-ixaColif

option nwip.primary-dss ip-address
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NetWare/lP  ¥EYAYoYOul¥xYEYo¥DYAYEYAYoY6 SAP/RIP  ¥piv¥O¥¥yv¥D (DSS) ol IP
YCYEVIVIoo»@AGD. apalif ¥r¥«¥O¥AYE DSS YU V¥DaIARAG» ok | GiXetr
‘Ely¥oe VX EYEYOV/EYED(|¢ nialAlnd¥x¥E¥o¥bY¥e DSS ¥iv¥DuEn-o/Ex»EiNa-apalig

¢ U~¥R¥XY ¥o¥oalAGpA

Internet Systems Consortium DHCP ¥ ¥éEYu¥CY¥O¥EREYYa¥Dali¢

¢ H¥R¥X ¥ ¥C¥O0n0AGADlog Y408 A 0 ja- 0 Eaaabol £ alsoioyaial DHCP
YAy x¥.¥c¥6al| C134AOEYS | Vo¥E | ¢1YAnnd»yoAn Faaabalif

1%4A°al; ¢»EINY,On-¥a¥x¥ - ¥c¥6n0»2Y,EntloéaloE» EiNopaiopali£ ¥3iY,¥Exalj¢DHCP
YU V¥DOEY YEY¥o¥(¥O¥ED-¥2¥ XY ¥C¥0n0»2Y,EntagalaE »EINatagEOQleenCalif

s AnaljC¥2¥x Y- ¥c¥onl EAlEo-uEnloganlnEninla«aduysOn-a/Eonapalif
¢ H-¥R¥X¥ - ¥Cc¥On0AGpAntagoEn| CAY,0l¥a¥ x¥. ¥c¥onCol»Eninin/FoonEan|¥,A°n0

A2oOE-ixo-n¢oéabolif a0 oPj¢"host-name” oE Aall%A°ai»EINaCoopo»rdif
oEooo!ojodj¢alal¥pYEYaYeYe¥Uivs¥ nEvPo/Foos ngaloEi¢  DHCP  ¥x¥i¥E¥3¥éo-'(uE  host-name
YaYx¥.¥c¥6n0A8pAn- u/Eoongn«néaColif o3al¥bYE¥a¥e¥e¥U va¥, nEYsDa/Fo-
o/EoonF oYY x¥-¥c¥olYoEaéop »EoAn/Epillsonapo»nda-itys-
[evsDu/En nEYa¥xY. ¥c¥OouEY»AnEnénEnongalnE ¢

YaY XY ¥C¥01¥4al°CYoénE EEYa«rlE »UlononAntognsaEalj¢A; E~ooanlja aCa-acalif 1aa"oDi¢,gvs°ol
DHCP YaYx¥. ¥c¥onEn| "local" aC»lapogninla-oEaaniaCi¢ "local-host-name"

oE Acli3Acalj¢ann néo«®Ag a-o0/EABPABCongaCa.ogal £
13%A°00A2A00 1 aé|CY4ial¥3| V¥ EndA2aDaloDaEngabo»adif DHCP  ¥2¥x¥.¥c¥onl 128 w«né 256

opaCol¥siV¥Eal|¢ YUNOXYEY [ VoY« ¥EYRY XY - ¥e¥6INnE - u ElYsldauninFaaagalaCi¢
o3alAgenl¥3|Ys¥EnEnénEninCuaAtnOnsaEn-nGaapolif
YAV oEal C¥x¥I¥EYS¥En0Y, jtatannpooafE20Y44n-o/Faoad¥U¥0¥An-ataéi¢ 128 ngoéAco-

oo Aloy¥a¥x¥ . ¥c¥6¥3iVu¥Ead»ENa-a/Fooapalf a3allaAénoEUASRE20EOutneEYE jnla¢néapo»adn-j¢
Y4A°Y oEninYsolAganEl4A8n0°(op plalodnlaCoioEnnnCa-acalif

Yayx¥.¥c¥onsAnnEnlj¢ A+aEYaYxY - Yo OnI¥C iV a~EYs, YoopaioFoong-AY,caCatif 1R ISC DHCP
¥UiV¥DalCA° . 0i¢¥OVa¥eAl CE »UldaYsa-a/E P ¥CYE¥i¥ioEaooAa, ¢
ooa” aAo«alA+VLA0EYCiYa¥ - ¢ aO¥ULY | Va¥ED o /Flngi¢

obog A+ I¥CiYa¥¢ - ¢ aICUT00E, CABYACaI¥CiYa¥,, - ¢ 16aICUTOn0AGPADInESaEnAaCrapalif

¢ H-¥R¥X ¥ ¥c¥0nl ¢ E2Y4nlagnlaEAE Aapniabol;

option new-namesode new-code= definition;

new-name ©E new-code ®©lAlalj¢s -u-¥2¥x¥-¥c¥6INoEn¢aEn; a-A2ndoAnianlaCalifefinition

ol C¥ayx¥-¥c¥oalsAnalAéuAnCali£

°E2/al A+LLA0EYRY ¥ - ¥c¥6al- ¢ AGUAD-Y¥U¥Y | Y¥EapniaFaaabol;

¥Oiva8Al

option new-namecode new-code= boolean ;

¥OiVa¥e. ¢ ol¥a¥x¥.¥c¥onljton abogolf ¢hac.o ol true o« false) o©lAiad »yoA¥O¥é¥°nCalif
¥Oiva¥eé- ¢ nl»EiNTanlj¢°E2YsalngaloEaEnéapal;

option use-zephyr code 180 = boolean;

option use-zephyr on;

A°.0

option new-namecode new-code= signinteger width ;

sign ¥EYs¥ ¥60l;¢10Cophsigneq¢signedaionntain«aCotif width of 8, 16, 32 nlooolnin«aCi¢A°: ol
bit  ¢000Yso.opatif  [aoePj¢°E24el 2 1Oxlj¢sgl-connection-max  ¥2¥x¥-¥c¥ooiAéuAnE
»EINEjadYs a-abal:

option sqgl-connection-max code 192 = unsigned integer 16;
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option sgl-connection-max 1536;

IP ¥C¥E¥i¥

option new-namecode new-code= ip-address ;

IP ¥CY¥EYi¥L. ¢ ol1YhAnn0»yoAYayx Y. ¥c¥onl | C¥E¥A¥a¥0iYman o of YEYA¥ETeAUxéal 4
A° ¢ 68CEYs Yoopniaboli£ °E2Y,nli¢IP ¥C¥E¥I¥L. ; ol»EiNIaaCol:;

option sql-server-address code 193 = ip-address;
option sql-server-address sqgl.example.com;

¥/EYYIYE
option new-namecode new-code= text ;

Y/EYNIVE - ol¥a¥xY-¥C¥OaTiCASCI YEVYEE »(1000¥ ¥6¥3|V¥En - ubalif 140 oD:

option sql-default-connection-name code 194 = text;
option sql-default-connection-name "PRODZA";

¥CiYa¥ E »ulo

option new-namesode new-code= string ;

¥Ci¥a¥¢ E »016- ¢ nl¥a¥x¥-¥c¥6nl ¢ EUY.AAE niAtnE ne¥DYoYEalys 1cATaCalig Y/EY-
YI¥E.; oloénlaEY ¥oiY¥Eopning ¥/E¥YI¥EoC»@AGapningn«i¢ oda-o” of¥3¥i¥oTeAUnéal 16
¢ E¢ OnI¥E¥I¥EaC»@Aéapmiabalf o3al»p¥3¥i¥oaCTeAUnénia; Az Ealj¢0 RIS FF

ol’ OnlAlaCoEntaioDoEagapo»nif 140 0D:

option sql-identification-token code 195 = string;
option sql-identification-token 17:23:19:a6:42:ea:99:7¢:22;

Y ¥X¥»¥E2L)H

option new-namecode new-code= encapsulateidentifier ;

Y EXY»¥E2Y5. s nl¥aYx Y. ¥o¥oudigntifier oC»@AGapning Ya¥x¥.¥c¥0T0 OnlAze  End¥«¥x¥»¥82lsn.opalif
OB DHCP  ¥xYI¥EY3YEoEA ORulog¥«¥x¥»¥&2ys¥a¥xY. ¥c¥onlldaligndorencapsulated-options
Yayx¥.¥c¥oj¢netware-suboptions ¥2¥x¥-¥c¥6i¢ relay-agent-information ¥2¥x¥-¥c¥6oEoEoCol{f

option space local;

option local.demo code 1 = text;

option local-encapsulation code 197 = encapsulate local;
option local.demo "dema";

cui6

YaY XY ¥o¥On i CYEVNIYE s oEX¥CiVa¥e B »U10- ¢ °E3°nl¥4814Onlonn«aE oY CiYa¥,, ¢ ol

CUi6na’ boandaEn-~oCoabolif ¥/EY-
YIYE . ; oEXCiVa¥¢ E,»016- ¢ ol ¢, 10RCUTOnCri¥u¥Y jVa¥Eaunia/FEonapu»ndif
CUl6AépAriiaai°E2Y,o]AlaéoCal:

option kerberos-servers code 200 = array of ip-address;
option kerberos-servers 10.20.10.1, 10.20.11.1;

YiY3[Vu¥E
YaY XY YC¥Orl C¥CiYa¥s - ¢, ol 0aCLlLLARIUDInEYCYa¥ s YrAnnd boandoEninCoapalf
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o3pjofo.-oDo. oD¥I¥SV¥E ¢ oE, AoDuajopolif (30 oD:

option contved-001 code 201 = { boolean, integer 32, text };
option contved-001 on 1772 "conwance";

opag ¥ V¥EaICUIonIYaY x¥ - ¥c¥6n0»yaAntoEndaCaabolif (40 op:

option new-static-routes code 201 = array of {
ip-address, ip-address, ip-address, integer 8 };
option static-routes
10.0.0.0 255.255.255.0 net-O-rtr.example.com 1,
10.0.1.0 255.255.255.0 net-1-rtr.example.com 1,
10.2.0.0 255.255.224.0 net-2-0-rtr.example.com 3;

YUY OYAYEXY»¥E2LHYAY XY ¥CYE
DHCP  ¥x¥i¥E¥¥éuEnlj¢ vendor-encapsulated-options ¥e¥x¥.¥c¥6o-  AéuAopcio/Eoaopolif
YUY6¥ARTj Cosal¥ayx¥-¥o¥onE nenAn/E | CYU¥OYA Clnl¥ay¥x¥ ¥c¥6n0 E %4 DHCP
YayYx Y. ¥c¥OonE bodn/EA+YsDalogndaEn-oCoabolif vendor-encapsulated-options
YaYx¥ - ¥c¥oalYaniyaCal| ¢YaiYs a~p-~Aéopnio FoooEaacii¢al¥DY¥o¥ElGi¢ ndon.-o al°il¢aly¥a¥x¥ ¥c¥6l0aColif
Yayx¥.¥c¥6l0Azenlalsainy aiol¥a¥xy-¥o¥onlj¢1  ¥DY¥o¥EalYU¥O¥A Clol  Ya¥x¥.¥o¥OWsiV¥Eo] &uE 1
¥DY¥oYEol¥CiYa¥s ALi¢ olsa.0/Eavsal¥CiYe¥e AlaCr»@Aéaunias Aca-
opol¥CiYa¥ s o-Alonn; ndoloClLA®ouniapol
(¥CiYVa¥e ALOEDTjC¥CYVa¥e Al EnaYaYx¥ - ¥o¥6¥3 | Va¥Eal bupaiabox»nl)if
EUya¥x¥.¥c¥6niAial¢2 oAalEyEalona®oia«aCARAGopinpali£ 1
EOIURIEYEalj¢ A+oE¥CiVa¥ ¢ a0AYAU»PAérlaénanaCal£ ¥CiYa¥¢ nl»@AGoEQljC¥ /Y-
YI¥EE »0l6a«¥3¥i¥6nCTeAUnéring 16 ¢ E¢ 0AIdiNoaabolif [4a 0D:
option vendor-encapsulated-options
2:4:AC:11:41:1:
3:12:73:75:6€:64:68:63:70:2d:73:65:72:76:65:72:31:37:2d:31:
4:12:21:65:78:70:6f:72:74:2f:72:6f.6f.74:2:69:38:36:70:63;
EU¥a¥x¥-¥c¥6n0ARAGDInE 2 EGIUnIEYE alj¢DHCP ¥iY¥DoE ¥UYG6¥A Ci-
YaYx ¥ ¥C¥O¥DY¥AYO¥ n0%A®upo»agnEnnnlndaloColi£ olninologakEalj¢eE2Y ol 4
oAn|o3oEoonladEA|xo-~a¢oéapaol:

Yy x¥-¥c¥016" OnoABpAn. |Calsol¥aYx¥ - ¥c¥016 O AnEY2¥ Y- ¥c¥0n0AuAD- ¢

olsaingo@Alnd3ané, Toé|toC, AnEnlsnl¥a¥xy - ¥c¥616 Oo- vendor-encapsulated-options
Yayx¥.¥c¥6nlA A®uE»EiNopaingéosoEnd»@A&a-abalif
Y¥UYO¥AY¥ XY ¥c¥Ou-3ECY4opaing¥2¥x ¥ ¥c¥010 Ond,, - u~oEAEAniagoEali¢ option space

E,o0»EiNo-opat;
option spacename;

o3o]E, YsfinEadainpaClsfin«ainFoangagaloEi¢ ool name ofj¢¥e¥x¥ . ¥c¥O0AGUAnC»EiNnlognsoEn-aCa-
abolif 80 oD:;

option space SUNW;

option SUNW.server-address code 2 = ip-address;
option SUNW.server-name code 3 = text;

option SUNW.root-path code 4 = text;

IAU;CY¥RY¥x¥ - ¥c¥ 010" OuEYaY x¥ - ¥c¥onlYany°a0A8pAr- o aéi¢
olpainéal¥aYx¥. ¥c¥oalAladAGADLog¥1Y3 V¥ xa0ARAERCH|¢
olboinéal¥2¥x¥.¥c¥ononanA» Eola«nd»@AealogadoEa-nCaabolif
oAal°UcEngY ¥e¥loly ¥é¥o¥C¥O0¥En°® -unnsanoEn.aba.ogalif
A*Y00llanCYs a-a, ¥a¥x¥-¥c¥618 OnlAéuAnd»EnAn/E ¢ E2/4alngaaE ¢

Q_Jz)

a"'obj¢2
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¥ ¥é¥u¥(¥o¥En«néA+nénin/Fan, endorclass-identifier YaYx Y. ¥C¥OnE duAnon/E¢
°UnEngyayx¥.¥c¥onlAlno UnEnsY ¥é¥o¥(¥o¥EnEA+YsDolognsoEa-nCaabalif

class "vendor-classes" {
match option vendor-class-identifier;

}

option SUNW.server-address 172.17.65.1;
option SUNW.server-name "sundhcp-serverl7-1";

subclass "vendor-classes" "SUNW.UItra-5_10" {
vendor-option-space SUNW,;
option SUNW.root-path "/export/root/sparc";

}

subclass "vendor-classes" "SUNW.i86pc" {

vendor-option-space SUNW,;

option SUNW.root-path "/export/root/i86pc";
}
AeollanC «agngaloE | CAIYinl ¥y ¥ x ¥ V¥en0A-iNologaloEaCi¢
YO¥ Y ¥DY¥EnEAlnO¥ ¥V ¥DY¥e Y13 V¥ x AcenE A8 uAaCai¢ /EAAGalY ¥é¥oE Ci-
ol AloAn+oO¥ Y« e ¥y ¥ xoEAéuAaCaapatygndor-option-space Aé Aadx»EnlasaEaCjtvendor-
encapsulated-options¥a¥x¥-¥c¥0a0lsA®uloealoEjCSUNW ¥2¥x¥. ¥c¥016° O/ anl¥a¥x¥. ¥c¥ouo»Ealnga!
DHCP ¥ui1/4¥DOE»Q%'nlnén%En—.n(;nnpnli£

‘@lietalu

1,0

dhclient.conf(5), dhcpsal(5), dhclient(8), RFC2132, RFC2131

Internet Systems Consortium DHCP Distiion ©fj¢Vixie Labs oEal-AlgaioacEaCi¢Ted Lemon o-y-
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NAME
dhcpd.conf - dhepd configuration file

DESCRIPTION
The dhcpd.conf file contains configuration informationdbecpd,the Internet Systems Consortium DHCP
Server.

The dhcpd.conf file is a free-form ASCII text file. It is parsed by the reeudsiscent parser built into
dhcpd. Thefile may contain extra tabs and newlines for formatting purpolkegwords in the file are
case-insensite.  Comments may be placed anywhere within the fikegpt within quotes). Comments

begin with the # character and end at the end of the line.

The file essentially consists of a list of statemerfidatements fall into tavbroad categories - parameters
and declarations.

Paameter statements either sayito do smething (e.g., he long a lease to offer), whether to do some-
thing (e.g., should dhcpd pride addresses to unknown clients), or what parameters to provide to the client
(e.g., use gateay 220.177.244.7).

Declarations are used to describe the topology of the network, to describe clients ondhle tepraide
addresses that can be assigned to clients, or to apply a group of parameters to a group of declarations.
ary group of parameters and declarations, all parameters must be specified bgfdeelamations which
depend on those parameters may be specified.

Declarations about network topology include shared-networland thesubnetdeclarations. Itlients on

a aibnet are to be assigned addresses dynamiaatipgedeclaration must appear within teebnetdecla-

ration. For clients with statically assigned addresses, or for installations where only known clients will be
sened, each such client musteaahostdeclaration. ljparameters are to be applied to a group of declara-
tions which are not related strictly on a per-subnet basigjrtiup declaration can be used.

For every subnet which will be served, and foreey subnet to which the dhcp server is connected, there
must be oneubnetdeclaration, which tells dhcpd Wwao recognize that an address is on that subAet.
subnetdeclaration is required for each subnedreif no addresses will be dynamically allocated on that
subnet.

Some installations la physical networks on which more than one IP subnet operdtes.example, if

there is a site-wide requirement that 8-bit subnet masks be used, but a department with aysiiegle ph
ethernet networkxg@ands to the point where it has more than 254 nodes, it may be necessary o run tw
8-bit subnets on the same ethernet until such time aw phmsical network can be added. In this case,
thesubnetdeclarations for these banetworks must be enclosed irslaared-networkleclaration.

Some sites may ke departments which wa dients on more than one subnet, but it may be desirable to
offer those clients a uniform set of parameters which afereift than what would be offered to clients

from other departments on the same subrtex clients which will be declared explicitly withostdecla-

rations, these declarations can be enclosedmwpdeclaration along with the parameters which are com-

mon to that departmentFor clients whose addresses will be dynamically assigned, class declarations and
conditional declarations may be used to group parameter assignments based on information the client
sends.

When a client is to be booted, its boot parameters are determined by consulting thaholedéclaration

(if any), and then consulting artlassdeclarations matching the client, followed by fieol, subnetand
shared-networldeclarations for the IP address assigned to the cli&@ch of these declarations itself
appears within a lexical scope, and all declarations at less specific lexical scopes are also consulted for
client option declarations. Scopes argeneonsidered twice, and if parameters are declared in more than
one scope, the parameter declared in the most specific scope is the one that is used.

When dhcpd tries to find laostdeclaration for a client, it first looks forteostdeclaration which has a
fixed-addressleclaration that lists an IP address that is valid for the subnet or sharedknatvwvhich the
client is booting. If it doesmfind ary such entryit tries to find an entry which has figed-addresslecla-
ration.



dhcpd.conf(5) dhcpd.conf(5)

EXAMPLES
A typical dhcpd.conf file will look something Bkthis:

global parameters...

subnet 204.254.239.0 netmask 255.255.255.224 {
subnet-specific parameters...
range 204.254.239.10 204.254.239.30;

}

subnet 204.254.239.32 netmask 255.255.255.224 {
subnet-specific parameters...
range 204.254.239.42 204.254.239.62;

}

subnet 204.254.239.64 netmask 255.255.255.224 {
subnet-specific parameters...
range 204.254.239.74 204.254.239.94;

}

group {
group-specific parameters...

host zappo.test.iscgf
host-specific parameters...

}

host beppo.test.iscgf
host-specific parameters...

}

host harpo.test.isc@f
host-specific parameters...

}
}

Figure 1

Notice that at the beginning of the file, thera’ pace for global parameters. These might be things lik
the oganization’s domain name, the addresses of the name serversyiértneommon to the entire gani-
zation), and so on. So, for example:

option domain-name "isc.org";
option domain-name-servers nsl.isc.org, ns2.isc.org;

Figure 2

As you can see in Figure 2, you can specify host addresses in parameters using their domain names rather
than their numeric IP addresses. If gegihostname resobs to more than one IP address (for example, if
that host has taethernet interfaces), then where possible, both addresses are supplied to the client.

The most obvious reason fontirag subnet-specific parameters as shown in Figure 1 is that each subnet, of
necessityhas its own router So for the first subnet, for example, there should be something like:

option routers 204.254.239.1;

Note that the address here is specified numericallyis is not required - if you la a dfferent domain
name for each interface on your roui€s perfectly legitimate to use the domain name for that iaterf
instead of the numeric addresslowever, in mary cases there may be only one domain name for all of a
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routers IP aldresses, and it would not be appropriate to use that name here.

In Figure 1 there is also group statement, which provides common parameters for a set of three hosts -
zappo, beppo and harpo. As you can see, these hosts are all in the tgstiisoain, so it might mak
sense for a group-specific parametenierride the domain name supplied to these hosts:

option domain-name "test.isc.org";

Also, given the domain thgre in, these are probably test machines. If we wanted to test the DHCP leasing
mechanism, we might set the lease timeout somewhat shorter than the default:

max-lease-time 120;
default-lease-time 120;

You may hae roticed that while some parameters start withdpigon keyword, some do not.Paameters
starting with theoption keyword correspond to actual DHCP options, while parameters that do not start
with the option keyword either control the behavior of the DHCP server (e.gy, llong a lease dhcpd will

give aut), or specify client parameters that are not optional in the DHCP protocok&fopée, sergr-name

and filename).

In Figure 1, each host hdwbst-specific pameters These could include such things as Hustname
option, the name of a file to upload (iflenameparameter) and the address of the server from which to
upload the file (th@ext-serveparameter). Imeneral, ay parameter can appear anywhere that parameters
are allowed, and will be applied according to the scope in which the parameter appears.

Imagine that you hee a #e with a lot of NCD X-Brminals. Theserminals come in aariety of models,
and you want to specify the boot files for each mod@he way to do this would be tov®alost declara-
tions for each server and group them by model:

group {
filename "Xncd19r";

next-server ncd-booter;

host ncd1 { hardware ethernet 0:c0:c3:49:2b:57; }
host ncd4 { hardware ethernet 0:c0:¢c3:80:fc:32; }
host ncd8 { hardware ethernet 0:c0:c3:22:46:81; }

}

group {
filename "Xncd19c";

next-server ncd-booter;

host ncd2 { hardware ethernet 0:c0:c3:88:2d:81; }
host ncd3 { hardware ethernet 0:c0:¢3:00:14:11; }

}

group {
filename "XncdHMX";

next-server ncd-booter;

host ncd1 { hardware ethernet 0:c0:¢3:11:90:23; }
host ncd4 { hardware ethernet 0:c0:c3:91:a7:8; }
host ncd8 { hardware ethernet 0:c0:c3:cc:a:8f; }

}

ADDRESS POOLS
The pool declaration can be used to specify a pool of addresses that will be treteehtljf than another
pool of addressesyen on the same network segment or subnEbr example, you may want to provide a
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large set of addresses that can be assigned to DHCP clients that are registered to your [@mikerv
providing a smaller set of addresses, possibly with short lease times, theditatdeafor unknown clients.

If you hare a frewall, you may be able to arrange for addresses from one pool to be allowed access to the
Internet, while addresses in another pool are not, thus encouraging users to register their DHCHalients.
do this, you would set up a pair of pool declarations:

subnet 10.0.0.0 netmask 255.255.255.0 {
option routers 10.0.0.254;

# Unknown clients get this pool.
pool {
option domain-name-servers bogus.example.com;
max-lease-time 300;
range 10.0.0.200 10.0.0.253;
allow unknown-clients;

}

# Known clients get this pool.
pool {
option domain-name-servers nsl.example.com, ns2.example.com;
max-lease-time 28800;
range 10.0.0.5 10.0.0.199;
dery unknown-clients;

}
}

It is also possible to set up entirely different subnets for known and unknown clients - addressigicatls e
the level of shared networks, so address ranges within pool declarations can be on different subnets.

As you can see in the preceding example, pools can geamit lists that control which clients are alled
access to the pool and which aterEachentry in a pook permit list is introduced with thallow or deny
keyword. If a pool has a permit list, then only those clients that match specific entries on the permit list
will be eligible to be assigned addresses from the pdioh pool has a denlist, then only those clients

that do not match gnentries on the danlist will be eligible. If both permit and dgrists exist for a

pool, then only clients that match the permit list and do not match tlydisiewill be allowed access.

DYNAMIC ADDRESS ALLOCATION
Address allocation is actually only done when a client is in the INIT state and has sent a DHCPBERSCO
message. Ithe client thinks it has a valid lease and sends a DHCPREQUEST to initiate wrthane
lease, the seer has only three choices - it can ignore the DHCPRESRY, send a DHCPNAK to tell the
client it should stop using the address, or send a EBPtelling the client to go ahead and use the
address for a while.

If the server finds the address the client is requesting, and that addnesislideato the client, the sesv

will send a DHCRCK. If the address is no longevadlable, or the client ism’permitted to hee i, the
sener will send a DHCPHAK. If the server knes nothing about the address, it will remain silent, unless
the address is incorrect for the networkrsent to which the client has been attached and the server is
authoritatve for that network sgment, in which case the server will send a DHCPNA&nhehough it
doesnt know about the address.

There may be a host declaration matching the cigdéntification. Ifthat host declaration contains a
fixed-address declaration that lists an IP address thalidsfor the network segment to which the client is
connected. Ithis case, the DHCP server willvee do dynamic address allocationn this case, the client

is requiredto take the address specified in the host declaration. If the client sends a DHCPREQUEST for
some other address, the server will respond with a DHCPNAK.

When the DHCP server allocates avreeldress for a client (remembdhis only happens if the client has
sent a DHCPDISCOVER)), it first looks to see if the client already has a valid lease on an IP address, or if
there is an old IP address the client had before thatthesrideen reassigned. In that case, the server will
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take that address and check it to see if the client is still permitted to use it. If the client is no longer permit-
ted to use it, the lease is freed if the serthought it was still in use - the fact that the client has sent a
DHCPDISCOVER prues to the server that the client is no longer using the lease.

If no existing lease is found, or if the client is forbidden to kecéie existing lease, then the server will

look in the list of address pools for the networgraent to which the client is attached for a lease that is not

in use and that the client is permitted todalt looks through each pool declaration in sequencea(atje
declarations that appear outside of pool declarations are grouped into a single pool with no periiit list).

the permit list for the pool ales the client to be allocated an address from that pool, the po@nsred

to see if there is an addressitable. If so, then the client is tente¢ly assigned that addres®Otherwise,

the net pool is tested. If no addresses are found that can be assigned to the client, no response is sent to
the client.

If an address is found that the client is permitted teehand that has ner been assigned to wrclient
before, the address is immediately allocated to the cliéfrhe address isvailable for allocation but has
been previously assigned to a different client, the server adlpKooking in hopes of finding an address
that has neer before been assigned to a client.

The DHCP sersr generates the list oWalable IP addresses from a hash table. This means that the
addresses are not sorted iry garticular orderand so it is not possible to predict the order in which the
DHCP server will allocate IP addresses. Users of previous versions of the ISC DHCP servevenay ha
become accustomed to the DHCP server allocating IP addresses in ascendjriguotiisris no longer
possible, and there is no way to configure this behavior with version 3 of the ISC DHCP server.

IP ADDRESS CONFLICT PREVENTION
The DHCP server checks IP addresses to seeyifaieein use before allocating them to clients. It does
this by sending an ICMP Echo request message to the IP address being allocated. If no ICMP Echo reply
is receved within a second, the address is assumed to be Treis. is only done for leases thatveaeen
specified in range statements, and only when the lease is thought by the DHCP server to be free - i.e., the
DHCP server or its failer peer has not listed the lease as in use.

If a response is reasdd to an CMP Echo request, the DHCP senassumes that there is a configuration
error - the IP address is in use by some host on therethat is not a DHCP client. It marks the address
as abandoned, and will not assign it to clients.

If a DHCP client tries to get an IP address, but none\aitakle, but there are abandoned IP addresses,
then the DHCP seer will attempt to reclaim an abandoned IP address. It marks one IP address as free,
and then does the same ICMP Echo request check describexliphe If there is no answer to the ICMP
Echo request, the address is assigned to the client.

The DHCP server does not cycle through abandoned IP addresses if the first IP address it tries to reclaim is
free. Ratherwhen the next DHCPDISCZER comes in from the client, it will attempt awellocation
using the same method described here, and will typically tryvdfmeddress.

DHCP FAILOVER
This version of the ISC DHCP server supports the DHiiIBvEr protocol as documented in draft-ietf-dhc-
failover-07.txt. Thisis not a final protocol document, and wevédnaot done interoperability testing with
other vendors’ implementations of this protocol, so you must not assume that this implementation conforms
to the standard. If you wish to use tladldver protocol, male are that bothdilover peers are running the
same version of the ISC DHCP server.

The failover protocol allows tvo DHCP servers (and no more tharojwo share a common address pool.
Each server will hae &out half of the gailable IP addresses in the pool ay aiven time for allocation.

If one server fails, the other server will continue to veheases out of the pool, and will allocatevne
addresses out of the roughly half egitable addresses that it had when communications with the other
server were lost.

It is possible during a prolongedilure to tell the remaining server that the other server is down, in which
case the remaining server wilv@ time) reclaim all the addresses the othereseinad mailable for alloca-
tion, and begin to reuse them. This is called putting the server into the PARTNER-DOWN state.
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You can put the server into theARTNER-DOWN state either by using thmmshell (1)command or by
stopping the seer, editing the last peer state declaration in the lease file, and restarting thie dépou
use this last method, be sure to/kedne date and time of the start of the state blank:

failover peer namestate {
my state partner-down;
peer statestateat date

}

When the other server comes back online, it should automatically detect that it hadliveeamf request
a oomplete update from the server that was running in #TRER-DOWN state, and then both sers
will resume processing together.

It is possible to get into a dangerous situation: if you put one server int&RIENER-DOWNN state, and

then *that* server goes down, and the other server comes back up, the other server willvrtbkioe

first server was in theARTNER-DOWNN state, and may issue addresses previously issued by the other
sener to different clients, resulting in IP address conflicts. Before putting arsatu ARTNER-DOWN

state, therefore, malaairethat the other server will not restart automatically.

The failover protocol defines a primary semwrole and a secondary server role. There are sofeeetites

in how primaries and secondaries act, but most of therdifices simply hee © do with providing a vay
for each peer to beba in the opposite way from the otheiSo one server must be configured as primary
and the other must be configured as secondadlyit doesrt matter too much which one is which.

FAILOVER STARTUP
When a server starts that has not previously communicated witildtgef peer it must establish commu-
nications with its dilover peer and synchronize with it before it can sedients. Thiscan happen either
because you e just configured your DHCP servers to perfoaitolzer for the first time, or because one
of your failover servers has failed catastrophically and lost its database.

The initial recoery process is designed to ensure that when ait@/ér peer loses its database and then
resynchronizes, grleases that the failed servevgout before it failed will be honored. When tragléd
server starts up, it notices that it has needdailover state, and attempts to contact its peer.

When it has established contact, it asks the peer for a complgtétequeers lease database. The peer

then sends its complete database, and sends a message indicating that it is done. The failed server then
waits until MCLT has passed, and once MChas passed both seng mak the transition back into normal
operation. Thiswvaiting period ensures that yaheases the failed server mawéajven out while out of

contact with its partner will he expired.

While the failed server is reeering, its partner remains in the partitewn state, which means that it is
serving all clients. The failed server pides no service at all to DHCP clients until it has made the transi-
tion into normal operation.

In the case where both servers detect that tiage never before communicated with their partnéney
both come up in this regery state and follew the procedure we e just described.In this case, no ser
vice will be provided to DHCP clients until MCQlhas expired.

CONFIGURING FAILOVER
In order to configuredilover, you need to write a peer declaration that configuresailevér protocol, and
you need to write peer references in each pool declaration for which you wantaitods.f You do not
have  do failover for all pools on a gen network sgment. You must not tell one serverstbing
failover on a particular address pool and tell the other it is ndu must not hae any ommon address
pools on which you are not doing fais. A pool declaration that uses fail would look like this:

pool {
failover peer "foo";
dery dynamic bootp clients;
pool specific parameters

¥

Dynamic BOOTP leases are not compatible wiéttober, and, as such, you need to disallBOOTP in
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pools that you are using faier for.

The serer currently doesery little sanity checking, so if yoeconfigure it wrong, it will justfail in odd
ways. | would recommend therefore that you either filover or don’t do failover, but dont do any
mixed pools.Also, usethe same master configuration file for batbners, and he a eparate filethat
contains the peateclaration and includes the master file. This will help yowtideconfiguration mis-
matches. Asour implementationevdves, thiswill become less ofa problem. A basic sample
dhcpd.conf file for grimary server might look lethis:

failover peer "foo" {
primary;
address anthrax.rc.vix.com;
port 519;
peer address trantor.rc.vix.com;
peer port 520;
max-response-delay 60;
max-unacked-updates 10;
mclt 3600;
split 128;
load balance max seconds 3;

}

include "/etc/dhcpd.master”;
The statements in the peer declaration are as follows:
The primary andsecondarystatements

[ primary | secondary];

This determines whether the server is primary or secon@arykscribed earlier under DHCP
FAILOVER.

The addressstatement
addressaddress

The addressstatement declares the IP address or DNS name on which the server should listen for con-
nections from itsdilover peer and also the value to use for the DHC&l&ver Protocol server identi-
fier. Because this value is used as an identitienay not be omitted.

The peer addresstatement
peer addressaddress

The peer addressstatement declares the IP address or DNS name to which the server should connect
to reach its failger peer for failover messages.

The port statement
port port-numbey

The port statement declares the TCP port on which theesesfrould listen for connections from its
failover peer This statement may not currently be omitted, becausetloger protocol does not yet
have a eserved TCP port number.

The peer portstatement
peer port port-numbey

The peer port statement declares the TCP port to which the server should connect to reaittvés f
peer for &ilover messages. Thistatement may not be omitted because dliever protocol does not
yet hare a esered TCP port number The port number declared in tpeer port statement may be
the same as the port number declared irptre statement.

The max-response-delastatement
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max-response-delaygeconds

The max-response-delaystatement tells the DHCP serverwhanary seconds may pass without
receving a message from itgifover peer before it assumes that connection hdsd. Thisnumber
should be small enough that a transient netwaitlre that breaks the connection will not result in the
seners being out of communication for a long time, but large enough that the servepmstantly
making and breaking connections. This parameter must be specified.

The max-unaked-updatesstatement
max-unacked-updatescount

The max-unacked-updatesstatement tells the DHCP servhav mary BNDUPD messages it can
send before it recegs a BNDACK from the &ilover peet We don’t haveenough operationalkperi-
ence to say what a good value for this is, but 10 seemsrio wi hisparameter must be specified.

The mclt statement
mclt seconds

Themclt statement defines the Maximum Client Leachd. It must be specified on the primaand

may not be specified on the secondafis is the length of time for which a lease may be renewed by
either filover peer without contacting the otheiThe longer you set this, the longer it will ¢afor the
running server to recer IP addresses after moving intARTNER-DOWN state. The shorter you set

it, the more load your servers will experience whery #gre not communicating.A value of some-
thing like 3600 is probably reasonablejttagain bear in mind that wevgarp real operationalxeri-
ence with this.

The split statement
split index

The split statement specifies the split between the primary and secondary for the purposes of load bal-
ancing. Wheneer a dient makes a DHCP request, the DHCP seruns a hash on the client identifi-
cation. Ifthe hash comes out to less than the splitie; the primary answers. If it comes out to
equal to or more than the split, the secondary answé&he only meaningful value is 128, and can

only be configured on the primary.

Thehbastatement
hba colon-separated-hex-list

The hba statement specifies the split between the primary and secondary as a bitmap rather than a cut-
off, which theoretically allows for finer-grained controln practice, there is probably no need for
such fine-grained control, hows. An example hba statement:
hba ff:fff:ff. ff:ff: ff: ff  ff. fF . £ 1F 1 1 6
00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00;
This is equialent to asplit 128; statement. ¥u must only hee split or hba defined, neer both. For

most cases, the fine-grained control thia& offers isnt necessaryand split should be used. As such,
the use ohbais deprecated.

Theload balance max secondtatement
load balance max secondseconds

This statement allows you to configure a cusdifer which load balancing is disabled@he cutof is
based on the number of seconds since the client sent its first DHCPRERC@ DHCPREQEST
message, and only works with clients that correctly implemerdebsfield - fortunately most clients
do. We recommend setting this to somethingeli&or 5 The efect of this is that if one of thailover
peers gets into a state where it is respondingitover messagesui not responding to some client
requests, the other failer peer will tale over its client load automatically as the clients retry.
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CLIENT CLASSING
Clients can be separated into classes, and treated differently depending on whatycéassrtheThis sep-
aration can be done either with a conditional statement, or with a match statement within the class declara-
tion. Itis possible to specify a limit on the total number of clients within a particular class or subclass that
may hold leases at one time, and it is possible to specify automatic subclassing based on the contents of the
client packet.

To ald clients to classes based on conditiomaluation, you can specify a matching expression in the class
statement:

class "ras-clients" {
match if substring (option dhcp-client-identifiér 3) = "RAS";
}

Note that whether you use matchingressions or add statements (or both) to classify clients, you must
always write a class declaration foryadass that you use. If there will be no match statement and no in-
scope statements for a class, the declaration should |@okikk

class "ras-clients" {
}

SUBCLASSES
In addition to classes, it is possible to declare subclas&esubclass is a class with the same name as a
regular class, bt with a specific submatch expression which is hashed for quick matching. This is essen-
tially a speed hack - the main difference betweea di@sses with match expressions and one class with
five aubclasses is that it will be quicker to find the subclasses. Subclasses work as follows:

class "allocation-class-1" {
match pick-first-value (option dhcp-client-identifieardware);

}

class "allocation-class-2" {
match pick-first-value (option dhcp-client-identifieardware);

}

subclass "allocation-class-1" 1:8:0:2b:4c¢:39:ad;
subclass "allocation-class-2" 1:8:0:2b:a9:cc:e3;
subclass "allocation-class-1" 1:0:0:c4:aa:29:44;

subnet 10.0.0.0 netmask 255.255.255.0 {
pool {
allow members of "allocation-class-1";
range 10.0.0.11 10.0.0.50;

pool {
allow members of "allocation-class-2";

range 10.0.0.51 10.0.0.100;

}
}

The data following the class name in the subclass declaration is a comdt@ntovuse in matching the
match &pression for the class. When class matching is done, the servevahilite the matchxpression
and then look the result up in the hash tableit finds a match, the client is considered a member of both
the class and the subclass.

Subclasses can be declared with or without scope. In the &mple, the sole purpose of the subclass
is to allav some clients access to one address pool, while other clientsvameagiess to the other pool, so
these subclasses are declared without scoffgsart of the purpose of the subclass were to defirierdiit
parameter values for some clients, you might want to declare some subclasses with scopes.
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In the abee example, if you had a single client that needed some configuration parameters, while most
didn’t, you might write the following subclass declaration for that client:

subclass "allocation-class-2" 1:08:00:2b:a1:11:31 {
option root-path "samsara:/var/diskless/alphapc";
filename "/tftpboot/netbsd.alphapc-diskless”;

}

In this example, w&e wsed subclassing as awto control address allocation on a per-client badmw-

eva, it's dso possible to use subclassing in ways that are not specific to clients - for example, to use the
value of the endorclass-identifier option to determine what values to send in éhdor-encapsulated-
options option.An example of this is shown under the VENDOR ENCAPSULATED OPTIONS head in
thedhcp-options(5)manual page.

PER-CLASS LIMITS ON DYNAMIC ADDRESS ALLOCATION
You may specify a limit to the number of clients in a class that can be assigned |&@&sesffect of this
will be to male it difficult for a nev client in a class to get an address. Once a class with such a limit has
reached its limit, the only way awelient in that class can get a lease is forxatimg client to relinquish
its lease, either by letting it expire, or by sending a DHCPRELEASEspadRlassesvith lease limits are
specified as follows:

class "limited-1" {
lease limit 4;

}

This will produce a class in which a maximum of four members may hold a lease at one time.

SPAWNING CLASSES
It is possible to declare spawning class A spavning class is a class that automatically produces sub-
classes based on what the client sends. The reason that spawning classes were created evapds-mak
sible to create lease-limited classes on the fijie envisioned application is a cable-modemirenment
where the ISP wishes to pide clients at a particular site with more than one IP address, but does not wish
to provide such clients with their own subnet, nmedghem an unlimited number of IP addresses from the
network segment to which there connected.

Many cable modem head-end systems can be configured to add a Relay Agent Information option to DHCP
paclets when relaying them to the DHCP sgrvThese systems typically add a circuit ID or remote 1D
option that uniquely identifies the customer sifBo take advantage of this, you can write a class declara-

tion as follows:

class "customer" {
spawn with option agent.circuit-id;
lease limit 4;

}

Now wheneer a request comes in from a customer site, the circuit ID option will be ebdemyfainst the

classs hash table. If a subclass is found that matches the circuit ID, the client will be classified in that sub-
class and treated accordinglyf no subclass is found matching the circuit ID, amnene will be created

and logged in thehcpd.leasedile, and the client will be classified in thiswmelass. Oncehe client has

been classified, it will be treated according to the rules of the class, including, in this case, being subject to
the per-site limit of four leases.

The use of the subclass spawning mechanism is not restricted to relay agent options - this peaticular e
ple is gven only because it is a fairly straightforward one.

COMBINING MATCH, MATCH IF AND SP AWN WITH
In some cases, it may be useful to use one expression to assign a client to a particular class, and a second
expression to put it into a subclass of that class. This can be done by combinngtthdf andspawn
with statements, or thmatch if andmatch statements. & example:

class "jr-cable-modems" {
match if option dhcp-vendor-identifier = "jrcm";
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spawn with option agent.circuit-id;
lease limit 4;

}

class "dv-dsl-modems" {
match if option dhcp-vendor-identifier = "dvdsl";
spawn with option agent.circuit-id;
lease limit 16;

}

This allows you to hae wo dasses that both fia the samespawn with expression without getting the
clients in the tw dasses confused with each other.

DYNAMIC DNS UPDATES
The DHCP server has the ability to dynamically update the Domain Name Syafi¢hin the configura-
tion files, you can define tioyou want the Domain Name System to be updated. These updates are RFC
2136 compliant so gnDNS server supporting RFC 2136 should be able to accept updates from the DHCP
server.

Two DNS update schemes are currently implemented, and another is planned. oThat tare currently
awailable are the ad-hoc DNS update mode and the interim DHCP-DNS interaction draft updatéf mode.
and when the DHCP-DNS interaction draft and the DHCID drafteniakhrough the IETF standards
process, there will be a third mode, which will be the standard DNS update method. The DHEZP serv
must be configured to use one of the murrently-supported methods, or not to do dns updaféss can

be done with theldns-update-styleonfiguration parameter.

THE AD-HOC DNS UPDATE SCHEME
The ad-hoc Dynamic DNS update schemeos deprecatedanddoes not vork. In future releases of the
ISC DHCP sersr, this scheme will not ligly be aailable. Theinterim scheme works, allows faaifover,
and should n@ be wsed. Thdollowing description is left here for informational purposes only.

The ad-hoc Dynamic DNS update scheme implemented inetsgon of the ISC DHCP server is a proto-

type design, which does notJgamuch to do with the standard update method that is being standardized in
the IETF DHC working group, but rather implements some very basic, yet useful, update capabilities. This
modedoes not vork with the failover piotocol because it does not account for the possibility af dif

ferent DHCP servers updating the same set of DNS records.

For the ad-hoc DNS update method, the clefQDN is derved in two parts. First,the hostname is
determined. Therthe domain name is determined, and appended to the hostname.

The DHCP serer determines the cliesthostname by first looking for ddns-hostnameonfiguration

option, and using that if it is present. If no such option is present, ther $eoks for a valid hostname in

the FQDN option sent by the clientf one is found, it is used; otherwise, if the client sent a host-name
option, that is used. Otherwise, if there is a host declaration that applies to the client, the name from that
declaration will be used. If none of these applies, theesewil not hare a tostname for the client, and

will not be able to do a DNS update.

The domain name is determined based strictly on thesiseonfiguration, not on what the client sends.
First, if there is addns-domainnameonfiguration option, it is used. Second, if there @omain-name
option configured, that is used. Otherwise, the server will not do the DNS update.

The clients fully-qualified domain name, degd as we lavedescribed, is used as the name on which an
"A" record will be stored. The A record will contain the IP address that the client was assigned in its lease.
If there is already an A record with the same name in the DN&rseov/pdate of either the A or PTR
records will occur - this puents a client from claiming that its hostname is the nhame of somenketw
server For example, if you hae a flesener called "fs.sneedville.edu”, and the client claims its hostname

is "fs", no DNS update will be done for that client, and an error message will be logged.

If the A record update succeeds, a PTR record update for the assigned IP address will be done, pointing to
the A record. This update is unconditional - it will be domendf another PTR record of the same name
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exists. Sincehe IP address has been assigned to the DHCP dbaiseshould be safe.

Please note that the current implementation assumes clients valg lagle network intedice. Aclient
with two network interfaces will see unpredictable beloa This is considered a bug, and will beefikin

a later release.It may be helpful to enable thene-lease-per-clienparameter so that roaming clients do
not trigger this same behavior.

The DHCP protocol normally wolves a foupaclet exchange - first the client sends a DHCPDISER
message, then the server sends a DHCPOFFER, then the client sends a DHEBRHEG@N the semr
sends a DHCACK. In the current version of the serythe server will do a DNS update after it has
receved the DHCPRE®EST, and before it has sent the DHAEK. It only sends the DNS update if it
has not sent one for the clientddress before, in order to minimize the impact on the DHCP server.

When the cliens lease expires, the DHCP ser\(if it is operating at the time, or when next it operates)
will remove the clients A and PTR records from the DNS database. If the client releases its lease by send-
ing a DHCPRELEASE message, the server wikhwilse remeoe the A and PTR records.

THE INTERIM DNS UPD AT E SCHEME
The interim DNS update scheme operates mostly accordinydmalsdrafts that are being considered by
the IETF and arexpected to become standards, but are not yet standards, and may not be standardized
exactly as currently proposed. These are:

draft-ietf-dhc-ddns-resolution-?7?.txt
draft-ietf-dhc-fqdn-option-??.txt
draft-ietf-dnsext-dhcid-rr-??.txt

Because our implementation is slightly different than the standard, we will briefly document the operation
of this update style here.

The first point to understand about this style of DNS update is thae timdilad-hoc style, the DHCP serv

does not necessarilyvedys update both the A and the PTR records. The FQDN option includes a flag
which, when sent by the client, indicates that the client wishes to update its own A record. In that case, the
sener can be configured either to honor the clgimfentions or ignore them. This is done with the state-
mentallow client-updatespr the statemerignore dient-updates; By default, client updates are aled.

If the server is configured to alloclient updates, then if the client sends a fully-qualified domain name in

the FQDN option, the server will use that name the client sent in the FQDN option to update the PTR
record. [er example, let us say that the client is a visitor from the "radish.org" domain, whose hostname is
"jschmoe". Thesener is for the "gample.og" domain. The DHCP client indicates in the FQDN option

that its FQDN is "jschmoe.radishgot. It also indicates that it wants to update #encA record. The

DHCP server therefore does not attempt to set up an A record for the client, but does set up a PTR record
for the IP address that it assigns the client, pointing at jschmoe.ragistOorcethe DHCP client has an IP
address, it can update its own A record, assuming that the "radish.org" DNS serverwvitltalido .

If the server is configured not to allclient updates, or if the client doeswant to do its own update, the
sener will simply choose a name for the client from either the fqdn option (if present) or the hostname
option (if present). It will use its own domain name for the client, just as in the ad-hoc update sitheme.
will then update both the A and PTR record, using the name that it chose for the client. If the client sends
a fully-qualified domain name in the fgdn option, the semses only the leftmost part of the domain name

- in the example abe, "jschmoe" instead of "jschmoe.radish.org".

Also, if the use-host-decl-namenfiguration option is enabled, then the host declarattoystnamewill
be used in place of tHestnameoption, and the same rules will apply as describegeabo

The other difference between the ad-hoc scheme and the interim scheme is that with the interim scheme, a
method is used that alle more than one DHCP server to update the DNS database without accidentally
deleting A records that shouldfve celeted nor failing to add A records that should be added. The scheme
works as follows:

When the DHCP server issues a client & hease, it creates a text string that is an MD5 hashtbe
DHCP clients identification (see draft-ietf-dnsiedhcid-r-??.txt for details). The update adds an A record
with the name the sesv chose and a TXT record containing the hashed identifier string (hashid). If this
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update succeeds, the server is done.

If the update fails because the A record alreadst® then the DHCP server attempts to add the A record
with the prerequisite that there must be a TXT record in the same name as theeoord, and that TXT
records contents must be equal to hashitl.this update succeeds, then the client has its A record and PTR
record. |[fit fails, then the name the client has been assigned (or requested) is in use, tdvel lsad’ by

the client. At this point the DHCP serveweg up tying to do a DNS update for the client until the client
chooses a mename.

The interim DNS update scheme is called interim far t®asons. Firsit does not quite foll the drafts.

The current grsions of the drafts call for awmdHCID RRtype, but this is not yevalable. Theinterim

DNS update scheme uses a TXT record instead. Also, the existing ddns-resolution draft calls for the
DHCP server to put a DHCID RR on the PTR record, buinttegim update method does not do thig.is

our position that this is not useful, and we a@king with the author in hopes of removing it from the

next version of the draft, or better understanding ivts considered useful.

In addition to these differences, the server also does not update very aglgre®scause each DNS
update inolves a round trip to the DNS servthere is a cost associated with doing updates i they do

not actually modify the DNS database. So the DHCPesdracks whether or not it has updated the record

in the past (this information is stored on the lease) and does not attempt to update records that it thinks it
has already updated.

This can lead to cases where the DHCPeseadds a record, and then the record is deleted through some
other mechanism, but the sennever again updates the DNS because it thinks the data is already there.
this case the data can be restbfrom the lease through operator intervention, and once this has been
done, the DNS will be updated the next time the client renews.

DYNAMIC DNS UPDATE SECURITY
When you set your DNS server up to allopdates from the DHCP senyyou may be exposing it to unau-
thorized updatesTo avoid this, you should use TSIG signatures - a method of cryptographically signing
updates using a shared secet kAs long as you protect the secyesf this key, your updates should also
be secure. Note, e@ver, that the DHCP protocol itself priles no securityand that clients can therefore
provide information to the DHCP server which the DHCP server will then use in its updates, with the con-
straints described previously.

The DNS server must be configured to\allagpdates for ay zone that the DHCP server will be updating.

For example, let us say that clients in the sneedville.edu domain will be assigned addresses on the
10.10.17.0/24 subnet. In that case, you will needyadeclaration for the TSIGdy you will be using, and

also two zone declarations - one for the zone containing A records that will be updates and one for the zone
containing PTR records - for ISC BIND, somethingltkis:

key DHCP_UPDATER {
algorithm HMAC-MD5.SIG-ALG.REG.INT;
secret pRP5FapFoJ95JELO6sv4PQ==;

I3

zone "example.org" {

type master;

file "example.org.db™;

allow-update { ley DHCP_UPIATER,; };
¥

zone "17.10.10.in-addr.arpa" {

type master;

file "10.10.17.db";

allow-update { ley DHCP_UPIATER,; };
¥

You will also have o configure your DHCP server to do updates to these zomesl 0, you need to add
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something lile this to your dhcpd.conf file:

key DHCP_UPDATER {
algorithm HMAC-MD5.SIG-ALG.REG.INT;
secret pRP5FapFoJ95JELO6sv4PQ==;

I3

zone EXAMPLE.ORG. {
primary 127.0.0.1;
key DHCP_UPDATER,;

}

zone 17.127.10.in-addr.arpa. {
primary 127.0.0.1;
key DHCP_UPDATER,;

}

The primary statement specifies the IP address of the name server whose zone information is to be updated.

Note that the zone declarationsséa correspond to authority records in your name eernin the abee
example, there must be an B®@ecord for "&ample.og." and for "17.10.10.in-ad@rpa.". Br example,
if there were a subdomain "foaample.og" with no separate S8 you could not write a zone declaration
for "foo.example.og." Alsokeep in mind that zone names in your DHCP configuration should end in a ".";

this is the preferred syntax. If you do not end your zone name in a ".", the DHCP server will figure it out.
Also note that in the DHCP configuration, zone names are not encapsulated in quotes where there are in the
DNS configuration.

You should choose your own secreatykof course. ThdSC BIND 8 and 9 distributions come with a pro-
gram for generating secreeys alled dnssecdygen. Theversion that comes with BIND 9 is Kty to
produce a substantially more randoeykso we ecommend you use that oneee if you are not using
BIND 9 as your DNS segr. If you are using BIND & dhssec-kygen, the abee key wuld be created as
follows:

dnssec-kygen -a HMAC-MD5 -b 128 -n USER DHCP_URDER
If you are using the BIND 8 dnsigen program, the folleing command will generate &k & sen abue:
dnsleygen -H 128 -u -c -n DHCP_UMJER

You may wish to enable logging of DNS updates on your DNSeseiw do ©, you might write a logging
statement lik the following:

logging {
channel update_debug {
file "/var/log/update-debug.log";
severity delug 3;
print-catgory  yes;
print-severity yes;

print-time yes;
h
channel security_info {
file "Ivar/log/named-auth.info";
severity info;
print-catgory  yes;
print-severity yes;
print-time yes;
h

category update { update_debug; };
category security { security_info; };
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¥
You must create the /var/log/named-auth.info arat/leg/update-daly.log files before starting the name
server For more information on configuring ISC BIND, consult the documentation that accompanies it.

REFERENCE: EVENTS
There are three kinds ofients that can happenga&ding a lease, and it is possible to declare statements
that occur when anof these gents happen. Theseents are the commitvent, when the server has made
a commitment of a certain lease to a client, the releaast,ewhen the client has released the server from
its commitment, and the expiryent, when the commitment expires.

To declare a set of statements t@a@ite when anwent happens, you must use e statement, follewved
by the name of thevent, followed by a series of statements xecaite when thewent happens, enclosed in
braces. Egnts are used to implement DNS updates, so you should not define yourentvhamdlers if
you are using the built-in DNS update mechanism.

The built-in version of the DNS update mechanism is in a text strwarde the top of seer/dhcpd.c. If
you want to usewvents for things other than DNS updates, and you atat WNS updates, you will ia
to start out by copying this code into your dhcpd.conf file and modifying it.

REFERENCE: DECLARATIONS
The includestatement

include "filename"

Theincludestatement is used to read in a named file, and process the contents of that file as though it were
entered in place of the include statement.

The shared-networlstatement

shared-network name{
[ parameterg
[ declarationg]

}

The shared-networlstatement is used to inform the DHCP serthat some IP subnets actually share the
same physical netwk. Any subnets in a shared network should be declared withiraged-networlstate-

ment. Rrameters specified in ttehared-networlstatement will be used when booting clients on those
subnets unless parameters provided at the subnet or V@sterride them. If ag subnet in a shared net-
work has addressesailable for dynamic allocation, those addresses are collected into a common pool for
that shared network and assigned to clients as neddwde is no way to distinguish on which subnet of a
shared network a client should boot.

Nameshould be the name of the shared mekw Thisname is used when printing debugging messages,
so it should be descript for the shared netwk. Thename may hae the syntax of a valid domain name
(although it will neer be wsed as such), or it may beyaabitrary name, enclosed in quotes.

The subnetstatement

subnetsubnet-numbenetmasknetmask
[ parameterg
[ declarationg]

}

Thesubnetstatement is used to pide dhcpd with enough information to tell whether or not an IP address
is on that subnet. It may also be used toviol® subnet-specific parameters and to specify what addresses
may be dynamically allocated to clients booting on that subeich addresses are specified using the
rangedeclaration.

The subnet-numbeshould be an IP address or domain name which resolves to the subnet number of the
subnet being describedThe netmaskshould be an IP address or domain name which esodvthe sub-

net mask of the subnet being describethe subnet numbgtogether with the netmask, are sufficient to
determine whether grgiven IP address is on the specified subnet.
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Although a netmask must bevgn with every subnet declaration, it is recommended that if thereys an
variance in subnet masks at a site, a subnet-mask option statement be used in each subnet declaration to set
the desired subnet mask, sincg ambnet-mask option statement willesride the subnet mask declared in

the subnet statement.

The rangestatement
range[ dynamic-bootp] low-addresg high-addresk

For any subnet on which addresses will be assigned dynamidhye must be at least orenge state-

ment. Therange statement\gis the lovest and highest IP addresses in a range. All IP addresses in the
range should be in the subnet in which taege statement is declaredThe dynamic-bootdlag may be
specified if addresses in the specified range may be dynamically assigned to BOOTP clients as well as
DHCP clients. When specifying a single addréggh-addresgan be omitted.

The hoststatement

hosthostnam¢
[ parameterg
[ declarationg]

}

The host declaration preides a scope in which to provide configuration information about a specific client,
and also provides a way to assign a client edfiaddress. The host declaration provides a way for the
DHCP server to identify a DHCP or BOOTP client, and also a way to assign the client a static IP address.

If it is desirable to be able to boot a DHCP or BOOTP client on more than one subneteslitadiiiresses,
more than one address may be specified infittesl-addressleclaration, or more than ohest statement
may be specified matching the same client.

If client-specific boot parameters must change based on the n