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Abstract

The Virtual Unix Lab (vulab)is aninteractve coursesystemwhich allows studentgo

do Unix systemadministratiorexercises.Machinesareinstalledon which studentcando
their assignmentsvith full "root”-access.At the end,the systemcheckswhich partswere
donecorrectly and gives a feedbackon the exerciseresult. Accessto the lab is via the
Internetvia aweb-bravseraswell asstandardJnix clients(ssh,telnet,ftp). Somedetailon
exercise-eri cation areoutlinedin this paper
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1 Intr oduction & Background

A problemin teachingUnix systemadministrationis the lack of machinesavailable on
which studentscan practicewith full systemadministratoprivileges. Without systemad-
ministrator(root) privileges,mary thingscannotbe practiced.Onthe otherhandsidewhen
handingout root privileges,thelab machinesarein anunknawn state requiringreinstalla-
tion of thelab machinedor future studentgo getaknown safe& well-con guredenviron-
ment.

TheVirtual Unix Lab wascreatedo solve this problem.

2 The Virtual Unix Lab

The Virtual Unix Laboratorywasstartedin the “Praktikum Unix ClusterSetup”projectin

the “Hochschul-und Wissenschaftsprogram(WP)” initiative at the University of Ap-

plied Sciencef Regenshirg (FH Regenshirg). It wasdesignedasan interactive course
systemfor systemadministratiortrainingin generalandwith a focuson traininginstalla-
tion andcon gurationof the Network File System(NFS)andNetwork InformationSystem
(NIS) on Unix-basedsystemsn particular

The Virtual Unix Lab ful lls this purposetoday After sign-up,machinesareinstalledon
demand,and studentscan do their assignmentsvith full "root"-access. Userscan book
exercisedfor a certaintime, andall machinesare setupidentically Exclusive accesgo the
lab machinesduring exercisesis guaranteedwith accesdo the lab beingrealizedvia the
Internetvia a web-bravseraswell as standardJnix clients (ssh,telnet, ftp). At the end
of theassignmentthe systemchecksif/which partsweredonecorrectly andgivesareport
containingfeedbaclon the succes®f the exerciseto the student.

After that,machinesarere-installedfrom scratchfor next userandexercises.

3 A Tour troughthe Virtual Unix Lab

The tour throughthe Virtual Unix Lab coversboth the partsthatthe userswill seewhile
usingthe systemaswell asafew areasvhich cover administratve actionsplusanovervien
of the stepsfor updatingandcreatinga new exercise.

3.1 UserArea

Thistour throughthe userareaof the Virtual Unix Lab coversthefollowing areas:

Login andaccountcreation
List of exercises
Bookinganexercise
Takinganexercise

Retrieving feedbaclafterwards

Thetour itself will consistof a numberof screenshotslisplayingthe variouspartsof the
webbaseduserinterfacethatthe Virtual Unix Lab presents.

1. Accessto theuserinterfaceof the Virtual Unix Lab is throughawebbrowser which
allows accessingll facilities provided, exceptperformingexercisegshemseles (see



File Edit Wiy Tab Settings Go DBecknarks Tools Help J

D O @0 ———— B

& Scresnshots des % & Yirtuelles Unix X |

Home] [Login Informationen

Login

Bitte geben Sie hier Thre Daten ein.

Login |

Passwort |

Zuriicksetzen | > Los geht’s! |

Sie sind noch nicht registriert?
Dann mug fiir Sie zuerst ein Profil angelegt werden.

Administrator: hubert feyrer @informatik fh-regensburg de

1 =

Figurel: Logginginto the Virtual Unix Lab

belav). Languageof theuserinterfaceis German(only) right now — internationalisa-
tion is onthelist of itemsto do in thefuture.

Whenaccessinghe webpagethe rst thing studentsencounteis a maskto login as
displayedn gure 1.

2. If astudentdoesnt have alogin yet, he cancreatea new login (“Pro le”) usingthe
form displayedn gure 2.
The studentwill have to give his studentiD number(“Matrikel-Nummer”), rst and
lastname,an email addressvherehe canbe reachecanda passwerd (twice). Upon
registering,anemailwill besentto thegivenemailaddresswhich containsanauthen-
ticationtokenthatthe userhasto enterto permanentlyenablehis account.Accounts
not enabledthatway will be deletedafter 7 days. This allows instantaccesgo the
lab, but ensureshatpeopleprovide atleasta valid emailaddressf they wantto keep
usingthelah.

3. After successfulogin into the Virtual Unix Lab, thewelcomescreershavn in gure
3 is displayedand userscan choosefrom several actionsthey wantto do: Update
their usersettings(“Benutzerdaten”)geta list of available exercises(* Ubungenau-

isten”), book an exercisefor a certaintime & date (“Buchungvornehmen”),geta
list of pastandfuture exercisesdeletefuture exercisesandretrieve feedbackon past
ones(“Buchungereinsehen”aswell aslogoutof thewebsite:

4. Figure 4 shaws a list of exercisesavailablein the Virtual Unix Lab, including the
exercisename(“Ubung”), a one-linedescriptiorof the exercise(“Bezeichnung”jand
durationof the exercisefor theuser(“Dauer”):

5. Eachof theexercisedn thelist canbeclickedonto retrieve theexercisetext asshavn
whenactuallytakingthe exercisessee gure 5 for anexample.
This allows preparingthe exercisesandlearningall the itemsnecessaryo success-
fully performthe exercisein the Virtual Unix Lab.

6. After thesepreparationsanexercisecanbe booked by selectingthe “ lbung buchen”
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Figure2: Enteringdatafor anew login

menuitem. The rst stepin bookingan exerciseconsistsof decidingat which date
andtimeto take theexercise whichis displayedn gure 6.

Exercisesareavailablein three-houiintervals (1.5 hoursfor the exercise plus about
onehourfor preparatiorof thelab machinesandsometime for postprocessingklots
alreadybooledby otherusersarenot displayedasavailable.In theabove screenshot,
theexercisesat 0am,3am,6am,9amand12amarenot availablebecausef that.

. After decidingon the dateandtime for the exerciseto take place,the next stepis to

choosewhich actualexerciseto take, from the list of available exercises.As in the
previous list of available exercises the exercisename,descriptionanddurationare
displayedandthe userhasto decidefor oneasdisplayedn gure 7.

. After selectingdate& time andwhich courseto take, a nal con rmation shawvn in

gure 8 hasto be madebeforethe exerciseis booked.

. The exerciseis booked naw, andthe systemwill know whento preparethe lab ma-

chinesfor the exercisesusinganat(1)job.

Thestudenttanwalk away, prepareor theexerciseor whatever, andasfor arealtest,
heshouldcomebackto thelabafew minutesbeforetheselectedime of theexercises,
loggingin again,see gure 9.

After theuserhasloggedin, thesystemwill tell him thatanexercisewaspreparedor

him (andwhich one),andthathe canalreadystartpreparinghe exerciseby following

theprovidedlink (“bitte hierklicken” in theredtext) asdisplayedn gure 10.

Before startingthe exercise,the studenthasto enterthe IP addressof the machine
from which hewantsto accesshelab machinesThis processshovn in gure 11,is
neededo restrictaccessootherstudentcannotdisturbthe exercise.
Whathappensvhenthe userhasenterechis IP numberhereis thatappropriateules
will beinjectedinto the re wall coveringthelab machinego allow accesdo thelab
machinenly from the givenhostnamavhenthe exercisestarts.
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Figure3: Welcometo the Virtual Unix Lab




Figure4: List of availableexercises

Figure5: Exercisetext preview
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Figure6: Bookinganexercise:selectingdate& time

Justasin arealtest,the studentcancomeinto thelab andsit down, but thetestwon't
startuntil a certaintime. In areal lab test, this would be whenthe teachempasses
out sheetf paperwith the exercisesprintedon them. In the Virtual Unix Lab, the
studenthasto wait for the startof the exercisetoo, asdisplayedn gure 12.

Whenexercisetime is reachedthe re wall protectingthe lab systemswill be opened
to allow accesgo thelab systemsandthe exercisewill bedisplayedase.g.in gure
13.

Thetext displayedhereis the sameaswasavailablefor looking atbefore,sostudents
wereableto prepareproperly with a few smalladditions. First, alink with helpfor
accessinghe lab systemds placedunderthe exercisetext, so studentanot familiar
with thelab (yet) canmale themselesfamiliarhow to accesshelabmachinesgiving
propersyntaxfor telnet, ftp and ssh. Below this link, the time remainingfor the
exerciseis printedon thelower left (“Verbleibendeeit”), andif theuserdecidesshe
has nished the exercisebeforethe time runsout, this canbe statedby pressinghe
“Fertig!"-button.

For accessinghe lab machinesseparatéerminalwindows have to be openedo ac-
cessthe lab machinesand performthe tasksneededo successfullysolve the tasks
givenin the exercisetext asshavn in gure 14.

Figurel14 shavs accesso a Solaris/spargleft xterm)andNetBSD/spargright xterm)
system. For eachsystem,the userknows a “normal” useraccountand passverd
(without ary systemprivileges)aswell asthe systemadministrator(root) passverd,
givenin theinstructionson how to accesshelab machines.

The studentcanthe useary measurefie seemsappropriatego solve the tasks,using
thefull administratve privilegeshehasavailable. If oneof thelab machinesasto be
rebootedthis canbe doneaswith ary normalremotelyadministratednachine(i.e.:
thereis no accesdo theconsoleyight now).

After the exercisehasended- either becausdime ran out, or becausehe student



Figure7: Bookinganexercise:selectinghe exercise



Figure8: Bookinganexercise:con®rmation

Figure9: Loggingin for abookedexercise



Figure10: An exerciseis prepared waiting

Figurell: Con®guringaccesgo thelab machines



Figure12: Waiting for startof exercisetime

signalledhe’s doneby pushingthe “Fertig!”-button — the systemwill revoke access
to thelab systemdy re-enablinghe re wall, andprint a messag¢hatthe exerciseis
overandthatfeedbaclontheexercisecanberetrievedfrom the databasevithin afew
minutesasshavnin gure 15.

At this point, thelab systemsareanalyzedn the backgroundy a numberof scripts,
which know whatcon guration stepsarenecessarfor successfuperformancef the
exercise,andwhich will reporttheir ndings in the databasdor later retrieval (see
belav for moreonthis).

16. After anexercisehas nished, studentzanretrieve feedbaclonanindividual exercise
via the main menu(“Buchungeneinsehen”). They will seethe exercisetext again,
with the varioustaskscontainingcommentson whatchecksweredone(greentext) ,
andif the particularcheckwasdonesuccessfullf(*OK”) or not(“Nein”). See gure
16 for anexample.

3.2 Admin Area

After a walkthroughof the functionsprovided by the Virtual Unix Lab to it's usersand
studentsthis sectionconcentratesn someof theadministratve actionsthatareavailableto
administrator®f the Virtual Unix Lab.

Again, herearethevariousimpressions$o shav theseaspectsin screenshdiormat.

1. Userswith administratve privilegesin the Virtual Unix Lab have to log into the sys-
temlike“normal” usergoo, thesystemwill know they have adminstatusanddisplay
availableactionsasappropriate Available actionsareupdating& changinguserset-
tings (“Benutzerdaten”)editing or creatingnew exerciseq(“Uebungs-Setup”)look-
ing at pastandfuture exercisesbooled by all users(“Buchungen”)andseeingwhat
userssaidin the suney (“Feedback”,not coveredhere). Figure 17 shaws the admin



Figure13: Display of the exercisetext



Figure14: Logginginto lab machinedor the exercise

Figure15: Endof exercise



Figure16: Feedbaclon anexercisetaken



Figurel7: Administratorslogin & menu

login screen.

All the menuitems availablein this menuwill be presentedn the following para-
graphs.

. Selecting'Benutzerdatentisplaysalist of all usersof theVirtual Unix Labasshavn

in gure 18, including their studentID (“MatrikelNr”), lastand rst name,login

(which defaults to the email addressenteredwhen signing up, but canbe changed
by userslater) aswell asthetype of a user Typesarede ned for usersandadmin-
istrators,with an additionaltype resered for teacherf the system(“dozent”) for

futureadditions.

Two buttonsareavailableright to eachuser the lower buttonto deletethe userfrom
the system(andall his associatedlata, lik e exerciseshe took), andthe upperoneto
editthedataof a certainuser

. Whenpressinghebuttonto edita users data,theform displayedn gure 19will be
presentedo changea users'data.

Interestingtemsherearethe usertype (“BenutzerTyp”), whichis usually“User” for
studentsand“Admin” for administrator®f theVirtual Unix Lab. If anew userslogin
hasnot beencon rmed yet by enteringthe authenticatiortoken mailedto the user
whenregistering,the “Anmeldungbesttigt?” eld will be setto “Nein” to indicate
the login hasnt beencon rmed, with the authenticatiortoken being displayedfor
con rmation & veri cation.

If ausercant rememberhis passwerd, a nev onecanbe lled in (twice, for conr-
mation)to seta new one. During testswith a groupof 40 computersciencestudents
overthedurationof onesemestein summer2004,it wasamazinghow mary students
managedo forgettheir passverd — “I have forgottenmy passwerd” apparentlyisn't
ausersupportmyth (only)!



Figure18: Managingusers



Figure19: Editing userspeci®cdata



4.

Listing all exercisesbooked by all usersin the pastand future can be achiered by
selecting'Buchungen”from themenu.Thelist, displayedn gure 20,containdogin
nameof the userand what exercisehe booked, including date & time andalsoan
indicatorif theexerciseis still to betaken (“freigegeben”)or alreadydone.

To theright of eachexercisestwo buttonsareplacedjustasin thefor for editinguser
data.Thelower buttoncanbeusedto deleteall tracesof a pastexercise(notavailable
to normalusersto preventthemfrom destrying evidence),the upperbutton canbe
usedto retrieve feedbaclon a particularexercisefor bothadminandstudentusers.

. Whenanadministratoselectdeedbaclon a certainexercise hewill getsimilarfeed-

backasnormalusers(see gure 21), containingdataif singletasksof the exercise
weresolved successfullyandsomehintswhatthe systemdid to test(in greenfont).
In additionto normalusers,administratorswill getanoverviev on how all students
takingthe sameexerciseperformedgiving numberson hov mary did (“Bestanden”)
or did not (“Nicht bestanden”manageto solve the task successfullyaswell asan
overall numberof studentsvho did the exercise.In additionto absolutenumbersand
percentagebarsof “0”s areprintedto give sort of a graphicalovervien, makingit
morevisible how the overall groupperformed.

. Whenselectingthe“Uebung-Setup’menuitem, varioussettingsfor new andexisting

exercisegdisplayedin gure 22 canbe changed.First, a new menurow will appear
which allows managinghelist of lab machinesavailable(“Rechnerverwalten”), the
list of harddiskimagesavailablefor them(“Imagesverwalten”) aswell ascreatinga

new exercise(“neue Ubung erstellen)”. Furthermorea list of all existing exercises
is given, with two buttonson the right. The rightmostbutton canbe usedto delete
anexercise(including all dataavailableon thatexercise esp.pastexercisesakenby

students usewith care!). The otherbuttoncanbe usedto changevarioussettingsof

the exercise usingthe samemenusaswhencreatinga new exercise,seebelow.

Creating New Exercises

. Whencreatingnew exercisesor editing existing ones,a list of lab machinesxeedso

be known. This list canbe editedby selecting‘Rechnerverwalten” in the previous
menu,andusingthe userinterfaceshawvn in gure 23.
Buttonshesideghe entriesareusedto deleteentriesfor lab machinespr edit proper
ties,with hostname$eingthe only propertyright now.

. A similar list canbe retrievedfor all harddiskimagesavailable,thatcanbedeploed

onthelab machines.

As canbeseerin gure 24,harddiskmagesareavailablefor NetBSD1.6.2/spar@and
Solaris9/sparcright now. Adding otherharddiskimagesfor otheroperatingsystems
like Linux, or specialsetupdik e troubleshootingvould be easilypossible.

At this point, only onekind of lab machineis available (two Sun SFARCstation4),
andthusno additionalchecksare neededf animagecanbe deplged on a certain
machine.This maychangen thefuture!

. Whenchoosingto createa new exercisesthreescreenfiave to be lled with data.

The rst oneaskingfor generainformationonthenew exercise like ashortdescrip-
tion (“K urzbezeichnung”)pne-linedescription(“Bezeichnung”)anda usernamehat
shouldbeallowedexclusive accesgo theexerciseq“Nur fiir”, usedfor administratve
exercisesseebelon). Time for preparingthe lab machineg“Vorlauf’), durationof
theexercise(“Dauer”) aswell astime for analyzingthe lab machineg“Nachlauf’) is
needecdhext, eachgivenin hoursandminutes.

If anexerciseshouldnot berepeatabldik e for a realtest,notjustalab exercise this
canbedoneby settingthe exerciseto be notrepeatablé“Wiederholbar?”) Next item
neededs le placedin the lesystem of the Virtual Unix Lab which containsthe
exercisetext (“Pfadauf die Textdatei”) andwhich needgo containsomespecialPHP
callsto allow giving feedbacknotcoveredhere).



Figure20: Managingbookedexercisespast& future



Figure21: Retrieving feedbaclon agroup's performance



Figure22: Editing variouspropertieof anexercise



Figure23: Managinglab machines

Figure24: Managingdiskimagesfor lab machines



Figure25: Enteringbasicdatafor anew exercise

Finally, designplansfor the Virtual Unix Lab includeatutorial componentvhich can
give helpon demandwhich is whatthe lename with additionalinformation(“Pfad
auf zusatzlichesinfo-Material”) is intendedfor, but not usedright now.

Figure25displaysthe rst screeraskingfor all this data.

. The secondpartof creatinga new exerciseconsistsof decidingwhich lab machines
areneededor the exercise(“verwendeteRechner”), andwhich harddiskimagethey
shouldgetinstalled(“bendtigtesimage”). Pressinghe“RechnefKon guration hinzufugen”
button will addthe machine/image-combinatico the exercise. A list of machines

& imagesalreadypart of the imageare printedbelow that, with buttonsavailableto
deletethemachine/imageombinatioror to editit. To make sureseverallabmachines
getsetupfor anexercise they mustbe addedwith anappropriatesxercisehere.

In the example screenshotlisplayedin gure 26, only one lab machinerunning
NetBSD1.6.2would be preparedor the exercise(unlessotherswereadded).

. The third and last stepof creatinga new exerciseconsistsof de ning which tests
aremadeat the end of the exerciseto determineif the (partsof) the exercisewere
performedsuccessfullyor not.

Testingcanbe donevia a numberof so-called‘Check-Scripts” which exist to testa
numberof aspectof asystem.Parameterganbe passedo the scriptsto adjustwhat
they do (seebelaw). As anexercisecaninvolve severallab machinesandaseachlab
machinecanrun a differentcon guration (client, sener, ...), it' simportantto de ne
onwhich machinea checkscriptruns(“L auftauf Rechner”).
Theselecteadcheckscriptwill beranonthenamedmachinewith thegivenparameters
at the end of of an exercise,and storethe resultof the script— succesr failure —



Figure26: De®ningmachinesk con®guratiorfor anew exercise

in the databasdor giving feedbackater. As a simpledisplayof “success”or “you

failed” may not be too helpfult, an additionaldescriptionof what exactly wastested
andwaseitherpassear failed canbe given (“Bezeichnungiir Auswertung”).

As with the selectionof lab machinesusedfor an exercise,seseral checkscan be
addedto an exercise(“Check hinzufigen”), completionof the new exercisecanbe
indicatedby pressinghe“Fertig” button of theform displayedn gure 27.

6. All scriptsavailableto performchecksonthelabmachinesrestoredonthe lesystem
of theVirtual Unix Lab sener. A list which allows easyselectionof a check-scripis
madeavailablethroughthe PHPframework displayedn gure 28.

Scriptsareavailableto testvariousaspect®f asystemeitherbeingindependentf the
operatingsystem(“check-* "), work on all Unix systemg"unix-check-* ") or
only onaparticularUnix avour (“netbsd-check-* ", “solaris-check-* ).
If a certainsubsystenallows variouspropertiesto be changedthat's alsoencoded
in thecheckscript's lename (“unix-check-user-* ", “check-file-* "). Fu-
ture incarnationsof the Virtual Unix Lab may alsoinclude checkscriptsto run on

Windows systems.

7. Figure29 shavs anexercisethathassomecheckscriptsde ned to beranuponcom-
pletionof theexercise:.
For eachcheck,buttonsareavailableto remove it from thelist of checksto run, and
to editthe datastoredfor the particularcheck.

8. Whenchoosingto edit a particularcheck,all the parameterérom the previous form
canbechangedisingtheform displayedin gure 30: script, parametersjescription
for feedbackandon which machineto runthe script.

In addition, information on what the script doesis printedin additionto a list of
parametershatthe scripttakes,including nameof the variable,the default value (if
applicable) anda descriptionof the parameters.

7] p. 111



Figure27: Adding checksfor anew exercise

Figure28: A list of availablecheck-scripts



Figure29: An exercisewith two checksde®ned



Figure30: Editing dataof a certaincheck
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4.1

The informationon purposeof a check-scriptandlist of parameteréncluding their
descriptionis retrievedfrom thecheckscripts— all checkscriptsareexpectedo allow
queryingthemfor theseinformations.

. A typical exerciseconsistof about30-40singlecheckso runattheend.Enteringall

the datafor all thesechecksvia the web frontendis possible but tiresome.To solve
this problem,an alternatve way to enterdataon checkscriptsinto the databaséad
to beconstructefl

As thetext of anexercisealreadycontainscallsto PHPfunctionsto retrieve success
of the particularcheck(usingthe checknumbersshavn in the previous screenshots),
putting datanearthesecallswasanobvious solution. So,insteadof putting

Do task #1

<?php auswertung_teiluebungen( 916, 917);
>

Do task #2

into theexercisetext'sPHP le todescribeask#1andassociatehecksiumbere®16
and917 with themase.g. de ned in gure 29, thelayoutcan rst be a bit changed
(nofunctionalchange):

Do task #1

<?php auswertung_teiluebungen(
916,
917

7>

andafterthis layoutchangecommentscanbe madein the PHPcodeto addthe data
for thechecksascommentsasshavn in gure 31.

With anappropriate@reprocessothedatacanbeextractedandstoredin thedatabase.
In the abore example,the check-numbersire not knovn whenwriting the exercise
text, andleft as“XXX". Whenrunningthe preprocessoit will extractdatafrom the
PHPcommentsandstoretheminto thedatabase.
Figure32shavsrunningthepreprocessowhich lls in thenow-knowvn check-numbers
into the PHP callsfor giving feedbaclkasshovn in gure 33.

Usingthis framework, it is possibleto keepall the datafor anexercise— text, which
checkscript,on which lab machineto runit, ary possibleparametersiswell astext
for feedback-in one le, whichis alot easieto maintain.Thewebinterfacecanstill
beusedto edit existing exercises.

More words could be spenthereon exerciseveri cation, stereotypesndlanguage
design systenfront-endsdomainspeci c languagesnddesignpatternsputit would
bebeyondtheintroductionalcharacteof this paperandbe publishedelsavhere.

Setup

Hardware

Thefollowing machineis usedassener machine:

2[7] p. 96



Figure31: Embeddingheck-datanto exercisetext comments

Figure32: Extractingcheckdatainto thedatabase



Figure33: Thepreprocessdnas®lled in the check-scripnumbers

SunSFARCstation5, 85MHz
192MB RAM

3* external SCSIdisk
additionalSBusethernetard
RunsNetBSD1.6.2/sparc

Thefollowing machinesareusedaslab clients:

Two

SunSFARCstatior4, 110MHz

64 MB RAM

1 GB internalSCSIdisk
RunNetBSD1.6.2/sparor Solaris9/sparc

Theultimategoalhereis to usevirtual machinesnsteadof realhardware. Whenthe Virtual
Unix Lab projectwasstartedno hardwarefor runningvirtual machinesvasavailable.

4.2 Lab Machine Installation

Installationof the lab machineis done by using the sener to act as DHCP, RARP and
NFS sener to lab-internalnetwork. Whena new exerciseis to be preparedthelab clients
arenetbootedsothey areindependenof ary operatingsystem(andit's possibledamaged
state).Fromthe netbootecervironment,a nev harddiskimageis written to thelab client's
harddisk. Theimage-deplgmenttechniquesisedhereweredevelopedin the g4® project.

37
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Figure34: Accessinghelab clients

4.3 Restricting Accessto Lab Machines

Protectingthe lab clientsfrom unauthorizedaccessluring exercisesvasoneof the design
goalsof theVirtual Unix Lab, but it wasalsoconsideredmportantto nothookup labclients
directlyto theproductionnetwork of theUniversityof Applied Science®f Regenslurg (FH
Regenslorg) to prevent studentshaving accesgo the lab machinesatusing their admin
privileges.

As aresult,thelab clientswereplacedinsidetheir own network, with only thelabmachines
andthe Virtual Unix Lab sener. The Virtual Unix Lab sener actsas re wall, andaccess
to the clientsis realizedby redirectingaccesgo certainportson the sener to the client
machinesascanbeseenn gure 34.

The re wall is con gureddynamicallyto allow acces$rom asingleclientwhenanexercise
starts(see gure 11), andaccesss disabledat the endof anexerciseeitherwhentime runs
outor theuserindicateshe's done just beforeveri cation of the exerciseresultsstarts.

4.4 Software
Thefollowing softwarewasusedto createthe Virtual Unix Lab:

Apache: Websener for theuserinterfaceandexercisetext

Postgres: Databasesngine;MySQL didn't compileon NetBSD/sparcand Postgreshas
workedvery ne

IP Iter: Firewalling softwareby DarrenReed[?]

NetBSD: Operatingsystemfor the Virtual Unix Lab sener andclients
Solaris: Fineoperatingsystemfor clientsof the Virtual Unix Lab
PHP: Scriptingenginefor theweb-basediserinterface

Perl: Scriptingenginefor resultveri cation andsomeinternals

Bourne shell: Scriptingenginefor resultveri cation, client deploymentandmoreinter-
nals



5 Curr ent Status

Currentstatusof the Virtual Unix Lab s thatit works(!).

Two full-length exerciseshave beenworked out andareavailablefor students:

Network InformationSystem(NIS)
Network File System(NFS)

The systemwastestedsuccessfullyn summersemeste004by 40 studentgduringcourse
“SystemAdministration”atthedepartmenof computeiscienceatthe Universityof Applied
SciencegFachhochschuldRegenslorg.

An upgradeof the sener hardwareto amodernPCis pending.

6 Future Perspectves

Mary waysarepossibleto improve the systemon oneend,but therearealsoa numberof
perspectiesthatthe systemin it's currentincarnationcanbe usedfor. Here's anitemized
list:

Funding badly needed for keepingthe systemrunning, and ary of the following
items

De ne more exercises

Web-andMail sener, includingspam ltersetc.
DNS, DHCP, LDAP, Samba

Databasesetup& tuning

Systemandnetwork troubleshooting
Securitypost-morteranalysisandprevention

Add moreoptionsfor lab machines

— Realhardware(PCs,SunE15000)
— Emulated(virtual) hardware: VMware,Xen,....
— More operatingsystemsiinux, Windows

Internationalisation

Implementatutoringsystem

Think aboutusermodeling

Do alot of polishingandinternalrestructuringor theabove items
Funding!Very very badlyneeded!



